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THE REPORT OF THE GENERAL ACCOUNTING 
OFFICE ON NUCLEAR NONPROLIFERATION 
AND EFFORTS TO HELP OTHER COUNTRIES 
COMBAT NUCLEAR SMUGGLING 


TUESDAY, JULY 30, 2002 

U.S. Senate, 

Subcommittee on Emerging Threats 

and Capabilities, 
Committee on Armed Services, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 2:37 p.m. in room 
SR-232A, Russell Senate Office Building, Senator Mary L. 
Landrieu (chairman of the subcommittee) presiding. 

Committee members present: Senators Landrieu, Bill Nelson, 
Carnahan, Bingaman, Roberts, and Allard. 

Majority staff members present: Madelyn R. Creedon, counsel; 
and Peter K. Levine, general counsel. 

Minority staff members present: Edward H. Edens IV, profes- 
sional staff member; and Mary Alice A. Hayward, professional staff 
member. 

Staff assistants present: Leah C. Brewer and Thomas C. Moore. 

Committee members’ assistants present: Terrence E. Sauvain, 
assistant to Senator Byrd; Marshall A. Hevron and Jeffrey S. Wie- 
ner, assistants to Senator Landrieu; Peter A. Contostavlos, assist- 
ant to Senator Bill Nelson; Neal Orringer, assistant to Senator 
Carnahan; George M. Bernier III, assistant to Senator Santorum; 
Robert Alan McCurry, assistant to Senator Roberts; Kristine 
Fauser, assistant to Senator Collins; and Derek Maurer, assistant 
to Senator Bunning. 

OPENING STATEMENT OF SENATOR MARY L. LANDRIEU, 

CHAIRMAN 

Senator Landrieu. Good afternoon, everyone. Our hearing will 
come to order. This is a hearing of the Emerging Threats and Ca- 
pabilities Subcommittee on nuclear smuggling. I welcome all of our 
panelists and those that are with us today. 

We have been informed that there will be a Senate vote at 2:45. 
We are going to try to get through our opening statements, which 
are relatively brief. Then Senator Roberts will go vote first and 
then I will follow him, hoping to keep the hearing going because 
it is very important that we cover our work. 

Let me welcome all of our witnesses this afternoon on this timely 
and very important topic of nuclear smuggling. About 18 months 

( 1 ) 



2 


ago, Senator Roberts asked the General Accounting Office (GAO) to 
look into the U.S. efforts to combat smuggling in the countries of 
the former Soviet Union and Eastern Europe to determine how 
well the assistance is coordinated among Federal agencies and to 
assess how effective that assistance has been. 

GAO released the report in June of this year, prompting this 
hearing. This report is important in that it sheds light on some of 
the mistakes, as well as some of the successes, of the past. But the 
past should not be the primary focus of this hearing. I am hoping 
that we will focus on the future. We should learn from GAO and 
apply these lessons to our future work. 

The most important goal is to learn from the witnesses of the 
various agencies that we have here today about what you are plan- 
ning to do in the future. With this knowledge, our subcommittee 
can be a stronger partner in moving this program forward and pro- 
viding a stronger framework in which agencies can and should 
work. 

In the past 10 years, according to this report, the various agen- 
cies involved in the effort to prevent nuclear smuggling have spent 
approximately $86 million, an average of about $9 million a year. 
Clearly, we are underinvesting in this important endeavor. With 
their proposed 2003 fiscal year budgets, the agencies here today 
will be in a position to do much. 

This year’s Department of Defense budget request to prevent nu- 
clear smuggling alone is $40 million, which will be almost 50 per- 
cent, spent in 1 year, of what we spent in half of the last decade. 
The Department of Energy funding request for fiscal year 2003 for 
the Second Line of Defense programs is $24 million. The State De- 
partment’s request is approximately $37 million. When combined, 
these agencies will represent an investment in anti-smuggling ac- 
tivities of over $100 million, 20 percent more than the total that 
has been spent total in the last 9 years. 

DOD in particular, but all of these programs, are on the verge 
of significant growth. Therefore, this report is very timely. This 
subcommittee has a tremendous responsibility, as do the agencies 
themselves, to heed the warnings of this report. The agencies must 
better coordinate their activities, more accurately determine the 
threats, and respond as effectively as possible. 

The threat of nuclear smuggling is real. This report notes that 
there have been 181 incidents involving illicit trafficking in nuclear 
or radioactive materials, including weapons-usable materials, since 
the 1990s. Seventeen of these attempts have involved highly en- 
riched uranium or plutonium. The efforts to smuggle nuclear mate- 
rials have ranged from fairly sophisticated efforts involving insid- 
ers, such as two attempts involving naval officers and enlisted per- 
sonnel trying to smuggle quantities of highly enriched uranium 
from Russian naval facilities, to black marketeers involved in an ef- 
fort to sell plutonium at the Munich Airport, to a very strange case 
where three men in St. Petersburg were arrested when highly en- 
riched uranium was discovered in a jar in a refrigerator that be- 
longed to one of them. 

The 181 cases cited by GAO are probably just the tip of the ice- 
berg. The general consensus is that there have been many more at- 
tempts that have gone unreported. Efforts to prevent nuclear mate- 
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rials smuggling are complicated by repeated scams, claims that 
these materials are available for sale that have turned out to be 
fraudulent. In addition, other complications obviously exist. 

Multiple layers of defense, or defense in depth, is the key to pre- 
venting nuclear and radioactive materials and weapons from falling 
into the wrong hands and being used against us. The first line of 
defense is to secure materials on site, obviously in country. The 
Second Line of Defense is to prevent the materials from moving 
outside of the country of origin through other countries. The third 
line of defense is to prevent the materials from getting through 
U.S. borders. 

Today’s hearing will focus primarily on the Second Line of De- 
fense, stopping nuclear materials at the borders before they leave 
the country of origin and before they move through neighboring 
countries. To say this is a difficult task is an understatement. The 
U.S. Government has spent hundreds of millions of dollars ensur- 
ing that materials are contained on site in countries of the former 
Soviet Union. We know that this is essential, but that it is not 
enough. No matter what we and others do in the first line of de- 
fense it cannot be 100 percent effective. 

It is like classified documents. There are vast quantities of radio- 
logical and weapons-usable material under varying levels of protec- 
tion. Like classified documents, unfortunately, they will occasion- 
ally get out. But hopefully this Second Line of Defense will be 
ready when the first line fails, as in the past, and it surely will 
again. 

Today we will hear from Ms. Gary Jones, Director, Natural Re- 
sources and Environment Division of the General Accounting Of- 
fice. She and her team were the authors of this report and we are 
looking forward to hearing about this report in more detail. 

To facilitate the discussion, all of our witnesses will be on one 
panel today. We realize this is a bit unusual, but we felt it was im- 
portant to have all the witnesses available for this discussion. 

Our representatives are Ambassador Norman Wulf, Special Rep- 
resentative to the President. Ambassador Wulf is responsible for 
coordinating the various U.S. nonproliferation efforts, including our 
nuclear smuggling efforts. Mr. Jack Caravelli, Assistant Deputy 
Administrator for International Materials Protection and Coopera- 
tion. Mr. Caravelli is responsible for the National Nuclear Security 
Administration’s (NNSA) Second Line of Defense programs, as well 
as the first line of defense, the materials protection control and ac- 
counting program. 

Mr. Jayson Ahern, Assistant Commissioner, Office of Field Oper- 
ations, U.S. Customs, where he is responsible for protecting U.S. 
borders from efforts to smuggle nuclear materials into the United 
States. He is accompanied by Mr. David Harrell, Chief, Inter- 
national Advisory Programs. He coordinates the Customs Bureau 
efforts in the former Soviet Union. 

Finally, Ms. Lisa Bronson, Deputy Under Secretary of Defense 
for Technological Security Policy and Counter-Proliferation and Di- 
rector, Defense Technology Security Administration — quite a title 
and quite a job. Ms. Bronson is responsible in the Office of the Sec- 
retary of Defense for threat reduction policy. 
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I want to thank all of you for being here today to discuss this 
important and very challenging topic at a point where better co- 
ordination, as I said, and more effective cooperation is absolutely 
the order of the day. Given the amount of investment that this 
Congress seems willing to put toward the program based on the 
threat that we perceive as quite real, the public would be comforted 
to know that we are doing the very best job that we can. 

I want to thank Senator Roberts for actually requesting this re- 
port and note and thank him for his focus on this area even prior 
to September 11. Without his request, this report would not have 
even been conducted. 

Senator Roberts. 

STATEMENT OF SENATOR PAT ROBERTS 

Senator Roberts. Chairman Landrieu, thank you very much for 
holding this hearing. I would like to extend my personal welcome 
to all of the witnesses, to thank you for the time you have taken 
to prepare your remarks in regard to the subcommittee and for the 
job that you do. 

Last June, when I asked GAO to examine U.S. efforts to combat 
any nuclear smuggling overseas, I did so because I believed that 
the many programs being implemented by the numerous agencies 
were doing their best to address the issue of nuclear smuggling, 
but I was not confident that each agency knew what the other was 
doing. I was also not confident that the equipment that was being 
provided was necessarily the most appropriate for the situation, 
and I was not confident there was not duplication of effort. 

I wanted the experience and lessons learned by each of these pro- 
grams to be leveraged into an even more effective U.S. effort. So 
consequently, I asked the GAO to take a look at these programs 
and number 1, identify all U.S. efforts that were devoted to com- 
bating the threat of illicit trafficking of nuclear materials and the 
amount of U.S. funding spent on this effort; number 2, to deter- 
mine how well these efforts were coordinated; and number 3, to as- 
sess how effective the equipment and training to detect nuclear 
smuggling was overseas. 

The subsequent GAO report, which I will include for the record 
at the end of my statement, revealed some good things and some 
things that certainly need improvement. Thus, I asked the chair- 
man to hold a hearing to review these findings and the rec- 
ommendations to give both the GAO and the agencies an oppor- 
tunity to present their views to the subcommittee. Again, I thank 
the distinguished chairman. 

Most important, this hearing is also an opportunity to discuss 
the role these border security programs are playing in the post- 
September 11 world. Because the nature of the threat today is 
more real than ever before, I believe it is even more critical now 
to ensure that all U.S. efforts to detect, to preempt, to deter and 
respond to nuclear terrorism are as effective and robust as possible. 

We know there are terrorists interested in obtaining nuclear ma- 
terials to further their agendas. We know the level of threat has 
increased since September 11. We know we need to act and im- 
prove our abilities to thwart such actions. Most importantly, we 
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now know that this threat does not just reside at faraway borders; 
this threat is at our back door. 

For this reason, I asked the GAO, as a follow-on to their report, 
to review what we are doing at home to combat nuclear smuggling. 
I was concerned that with all the effort being expended overseas, 
that is understandable, but that Russia could actually have better 
nuclear detecting capabilities on their borders than the United 
States has at home. Both should have these capabilities. I want the 
United States to take advantage of the expertise and knowledge 
gained by the overseas programs for our use at home. 

I look forward to hearing from all the witnesses today. I believe 
you are doing very critical work in protecting our Nation. I com- 
mend you for your perseverance and dedication. I thank you for the 
time you have devoted to implementing these programs, and I now 
look forward to a dialogue during the question and answer period. 
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United States General Accounting Office 
Washington, DC 20548 


May 16, 2002 

The Honorable Pat Roberts 
Ranking Minority Member, 

Subcommittee on Emerging Threats 
and Capabilities 
Committee on Armed Services 
United States Senate 

Dear Senator Roberts: 

Illicit trafficking in or smuggling of nuclear and other radioactive materials 
occurs worldwide and has reportedly increased in recent years. According 
to the international Atomic Energy Agency 1 (IAEA), as of December 31, 
2001, there had been 181 confirmed cases of illicit trafficking of nuclear 
material since 1993. (See app. I for more information about nuclear 
smuggling cases.) A significant number of the cases reported by IAEA 
involved material that could be used to produce a nuclear weapon or a 
device that uses conventional explosives with radioactive material (“dirty 
bomb”) to spread radioactive contamination over a wide area. Nuclear 
material can be smuggled across a country’s border through a variety of 
means: it can be hidden in a car, train, or ship, carried in personal luggage 
through an airport, or walked across an unprotected border. 

Many nuclear- smuggling cases have been traced to nuclear material that 
originated in the countries of the former Soviet Union. The United States, 
through the Department of Energy’s Material Protection, Control, and 
Accounting (MPC&A) program, 51 lias helped these countries secure nuclear 
material at civilian and defense facilities — this effort is considered the first 
line of defense against potential theft and/or diversion of nuclear 


'IAEA is affiliated with the United Nations and has 133 member states, including the United 
States. Its objectives are to promote the peaceful use of nuclear energy and to verify that 
nuclear material under its supervision or control is not used to further any military 
purpose. 

This review will only focus on U.S. assistance to combat nuclear smuggling at countries’ 
borders. We recently reported on the Department of Energy’s MPC&A program and found 
that the program is reducing the risk of theft of nuclear material but hundreds of metric 
tons of nuclear material still lack improved security systems and are vulnerable to theft. 
See Nuclear Nonproliferation: Security of Russia's Nuclear Material Improving; Farther 
Enhancements Needed (GAO-Ol-312, Feb. 28, 2001). 
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materials. To address the threat posed by nuclear smuggling, the United 
States is helping these countries improve their border security — a second 
line of defense — but these assistance efforts face daunting challenges. 3 For 
example, Russia alone has almost 12,500 miles of borders with 14 
countries, including North Korea. It is also in close geographical proximity 
to Afghanistan, Iran, and Iraq. 

As agreed with your office, this report addresses U.S. efforts to combat 
nuclear smuggling by (1) identifying the U.S. federal programs tasked with 
combating the threat of illicit trafficking in nuclear materials and the 
amount of U.S. funding spent on this effort; (2) determining how well the 
U.S. assistance is coordinated among federal agencies; and (3) assessing 
the effectiveness of the equipment and training provided by the United 
States. We visited four countries to obtain a first hand look at U.S. 
radiation detection equipment installed at different border crossings and 
meet with officials responsible for border security, law enforcement, and 
export controls. 


Results in Brief 


U.S. assistance efforts to combat nuclear smuggling are divided among six 
federal agencies — the Departments of Energy, State, and Defense; the U.S. 
Customs Service; the Federal Bureau of Investigation (FBI); and the U.S. 
Coast Guard. From fiscal year 1992 through fiscal year 2001, the six 
agencies spent about $86 million to help about 30 countries, mostly in the 
former Soviet Union and Central and Eastern Europe, combat the threat of 
smuggling of nuclear and other materials that could be used in weapons of 
mass destruction. The agencies have provided a range of assistance, 
including radiation detection equipment and training, technical exchanges 
to promote the development and enforcement of laws and regulations 
governing the export of nuclear-related equipment and technology, and 
other equipment and training to generally improve countries’ ability to 
interdict nuclear smuggling. The Department of Energy (DOE) has two 
programs to combat nuclear smuggling and primarily focuses on Russia. 
Energy has installed radiation detection monitors at eight border 
crossings, including at an airport in Moscow, and plans to install similar 
equipment at close to 60 sites in Russia. The State Department has 
provided radiation detection monitors, mobile vans equipped with 


3 While some of the assistance specifically targets nuclear smuggling, a portion of the 
assistance is intended to improve countries’ ability to interdict any weapons smuggling — 
nuclear, chemical, biological, and conventional. 
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radiation detectors, handheld radiation detectors, and other assistance to 
about 30 countries through two separate programs. The Department of 
Defense (DOD) has two programs that have provided radiation detection 
monitors, handheld detectors, and other assistance to about 20 countries. 
With funding provided by the Departments of State and Defense, the U.S. 
Customs Service, the Federal Bureau of Investigation, and the U.S. Coast 
Guard have provided a variety of training and equipment to customs, 
border guard, and law enforcement officials in numerous countries. 

U.S. assistance is not effectively coordinated and lacks an overall 
govemmentwide plan to guide it Although an interagency group, chaired 
by the State Department, exists to coordinate U.S. assistance efforts, the 
six agencies that are providing assistance do not always coordinate their 
efforts through this group. As a result, the Departments of Energy, State, 
and Defense have pursued separate approaches to installing radiation 
detection equipment at other countries’ border crossings; consequently, 
some countries’ border crossings are more vulnerable to nuclear 
smuggling than others. Specifically, the Department of Energy is installing 
equipment at border sites in Russia and the Department of Defense is 
installing equipment in another country that is better able to detect 
weapons-usable nuclear material, while the State Department has installed 
less sophisticated radiation detection monitors in other countries. 
Coordination problems also exist within agencies. For example, the 
Department of Energy’s Second Line of Defense program does not 
coordinate its efforts with another office within the Department that also 
provides radiation detection equipment because that office receives 
funding from and installs equipment on behalf of the State Department. 
Officials of the Departments of State, Energy, and Defense have 
acknowledged that U.S. assistance efforts lack adequate planning and 
need better coordination among all the agencies. In addition, these 
officials told us that the roles and responsibilities of each agency in the 
overall U.S. assistance effort should be better clarified. This report makes 
recommendations to improve the planning and coordination of U.S. 
assistance to combat nuclear smuggling. 

While U.S. assistance is generally helping countries combat the smuggling 
of nuclear and other radioactive materials, serious problems with 
installing, using, and maintaining radiation detection equipment have 
undermined U.S. efforts. Representatives of 17 recipient countries told us 
that U.S. assistance has provided needed radiation detection equipment at 
border sites and training for border security guards and other law 
enforcement personnel. Without U.S, assistance, some countries would 
not have any radiation detection equipment at their borders or training in 
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how to inspect vehicles, luggage, and people and investigate nuclear 
smuggling cases. In other countries, U.S. assistance has bolstered existing 
nuclear smuggling detection programs. We observed at border sites in 
countries we visited that U.S.-provided equipment was working and was 
being used for the purposes intended. However, we also found serious 
problems with some of the equipment provided to various countries. For 
example, about one-half of the stationary radiation detection monitors 
funded by the Department of Defense to one country in the former Soviet 
Union was never installed; numerous portable radiation detectors could 
not be accounted for; and radiation detection equipment provided by the 
State Department to Lithuania was stored in the basement of the U.S. 
embassy for about 2 years because of a disagreement between the 
department and the recipient country about tire need for a power supply 
line costing $12,600. These and other problems are largely a result of the 
lack of oversight and follow-up by the agencies providing the assistance. 
U.S. officials are attempting to correct some of these problems by, among 
other things, stationing advisors in countries receiving U.S. assistance. 
Another problem affecting U.S. assistance efforts is that recipient 
countries do not systematically report incidents of nuclear material 
detected at their borders, which limits the ability of U.S. agencies to 
measure the effectiveness of the equipment they are providing. This report 
makes several recommendations designed to improve management of 
U.S.-provided radiation detection equipment and to secure recipient 
country assurances that information about detected nuclear materials is 
shared in a timely basis. 

We provided draft copies of this report to the Departments of State, 
Energy, and Defense; the U.S. Customs Service; the U.S. Coast Guard; and 
the Federal Bureau of Investigation for their review and comment. The 
Coast Guard and FBI had no comments on the draft report. DOD provided 
technical comments, which we incorporated in the report as appropriate. 
The agencies agreed with the facts presented in the report and State 
specifically said that it agreed with the report’s conclusions and 
recommendations. Customs suggested that we reword our 
recommendation to specifically include it as one of the agencies to 
develop a govemmentwide plan to combat nuclear smuggling, which we 
did. DOE did not comment on the conclusions and recommendations. 


Background 


Over the past decade, the United States has paid increased attention to the 
threat that unsecured weapons-usable nuclear material in the countries of 
the former Soviet Union, particularly Russia, could be stolen and fall into 
the hands of terrorists or countries seeking weapons of mass destruction. 
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By some estimates, the former Soviet Union had about 30,000 nuclear 
weapons and over 600 metric tons of weaports-usable material when it 
collapsed about 10 years ago. Several cases of illicit trafficking in nuclear 
material in Germany and the Czech Republic in the early to mid-1990s 
underscored the proliferation threat. The United States responded to the 
threat by providing assistance to increase security at numerous nuclear 
facilities in the former Soviet Union, particularly in Russia, in order to 
prevent weapons-usable nuclear material from being stolen. In addition, 
the United States has provided portal monitors (stationary equipment 
designed to detect radioactive materials carried by pedestrians or 
vehicles) and smaller, portable radiation detectors at border crossings in 
many countries of the former Soviet Union and Central and Eastern 
Europe. The equipment, which is installed at car and truck crossings, 
railroad crossings, seaports, and airports, can serve two purposes: 
deterring smugglers from trafficking in nuclear material and detecting 
cases of actual nuclear smuggling. 

Radiation detection equipment can detect radioactive materials used in 
medicine and industry, patients who have recently had radiological 
treatment, commodities that are sources of naturally occurring radiation 
such as fertilizer, and — of primary concern in terms of nonproliferation — 
nuclear material that could be used in a nuclear weapon. Nuclear material 
includes radioactive source materials-such as natural uranium, low 
enriched uranium used as fuel in commercial nuclear power reactors, and 
plutonium and highly enriched uranium-that are key components of 
nuclear weapons. The capability of the equipment to detect nuclear 
material depends on a number of factors including the amount of material, 
the size of the detection device, and whether the material is shielded from 
detection. For example, a small amount of material shielded by a lead 
container would likely escape detection while a large amount of material 
with no shielding would be more likely to cause an alarm. Detecting actual 
cases of illicit trafficking in weapons-usable nuclear material is 
complicated because one of the materials that is of greatest concern in 
terms of proliferation— highly enriched uranium — is among the most 
difficult materials to detect due to its relatively low level of radioactivity. 
In contrast, medical and industrial radioactive sources, which could be 
used in a radiological dispersion device or “dirty bomb,” are highly 
radioactive and therefore easier to detect. Because of the complexity of 
detecting nuclear material, the customs officers or border guards who are 
responsible for operating the equipment must also be trained in how to 
use handheld radiation detectors to pinpoint the source of an alarm, 
identify false alarms, and respond to cases of illicit nuclear smuggling. 


GAO-02-426 U.S. Assistance to Combat Nuclear Smuggling 



14 


U.S. Government Has 
Spent about 
$86 Million to Help 
Countries Combat 
Nuclear Smuggling 


From fiscal year 1992 through 2001. six federal agencies received 
$140 million and spent $86.1 million to combat the threat of nuclear 
smuggling in about 30 countries, including all of the countries of the 
former Soviet Union and numerous countries in Central and Eastern 
Europe. The Departments of State and Defense provide funding to four 
other agencies, and some agencies have carried over millions of dollars in 
program funds into fiscal year 2002 because they have received more 
funding titan they have been able to spend. 


U.S. Assistance Is Divided The Departments of Energy, State, and Defense; the U.S. Customs Service; 
Among Six Federal the Federal Bureau of Investigation; and the U.S. Coast Guard have 

Agencies provided assistance to about 30 countries' customs, border, and law 

° enforcement agencies to detect, interdict, and investigate nuclear 

smuggling. Radiation detection equipment is one of the many types of 
assistance that the U.S. agencies are providing. Other equipment ranges 
from simple hand tools for taking apart and searching different 
compartments of a vehicle for hidden contraband to boats and vehicles for 
conducting patrols. Similarly, training ranges from hands-on instruction in 
using the equipment and conducting searches to high-level technical 
exchanges on establishing the legal and regulatory basis for preventing 
illicit trafficking and trade in sensitive goods and materials that could be 
used in a nuclear weapon. U.S. assistance began in the mid-1990s under 
DOD’s Cooperative Threat Reduction program and then expanded to 
State, DOE, and other DOD programs. 

While DOE, DOD, and State receive their own funding for their assistance 
programs, Customs, the FBI, and the Coast Guard receive their funding 
from State and/or DOD. DOE also receives part of its funding from State. 


Departments of Energy, 
State, and Defense Have 
the Primary Role in 
Delivering U.S. Assistance 


DOE has two programs that have provided assistance to combat nuclear 
material smuggling — the Second Line of Defense program and the 
International Export Control Program (IECP). The Second Line of 
Defense Program focuses on providing radiation detection equipment to 
Russia. From fiscal year 1997 through 2001, DOE spent $11.2 million, 
including $2.7 million provided by the State Department, to install 70 
portal monitors at eight sites in Russia, including a Moscow airport. DOE 
has identified close to 60 sites in Russia where it plans to install portal 
monitors over the next decade at a total cost of about $60 million and has 
begun work at 19 of these sites. In addition, DOE may expand the program 
beyond Russia to include other countries of the former Soviet Union. 
DOE’s International Export Control Program spent $22 million, including 
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$2.4 million provided by State, from fiscal year 1992 through 2001 to help 
countries of the former Soviet Union control the export of goods and 
technologies that could be used in the development of nuclear weapons. 
Whereas the Second Lane of Defense program focuses on the nuclear 
material needed to manufacture a nuclear bomb, the IECP focuses on the 
other high-technology components needed for a bomb such as equipment 
for emiching uranium. The progr am provides assistance to prevent 
legitimate enterprises, such as businesses that were affiliated with the 
Soviet Union’s nuclear weapons complex, from intentionally or 
unintentionally engaging in illicit trade in such goods and technologies. 
DOE also spent $1.8 million to support State and DOD programs to combat 
nuclear smuggling. 

The State Department has received the largest amount of funding through 
the end of fiscal year 2001 for assistance to combat nuclear smuggling in 
about 30 countries, mostly in the former Soviet Union and Central and 
Eastern Europe. State spent $1 1.4 million primarily through two 
programs — the Nonproliferation and Disarmament Fund and the Export 
Control and Related Border Security Assistance program. Through the 
Nonproliferation and Disarmament Fund, State spent $8.5 million from 
fiscal year 1994 through 2001 to, among other tilings, install portal 
monitors in countries other than Russia. In addition, State provided 
handheld radiation detectors, dosimeters (to measure levels of radiation), 
and mobile vans equipped with x-ray machines and radiation detectors 
that can be driven among a number of border crossings. From fiscal year 
1998 through 2001, State’s Export Control and Related Border Security 
Assistance program spent $2.7 million to, among other things, purchase 
three vans equipped with radiation detectors for Russia and another van 
for Poland. State’s Georgia Border Security and Law Enforcement 
program (implemented by Customs) also spent $0.2 million to provide 
radiation detection equipment as part of its assistance to strengthen 
Georgia’s overall border infrastructure and security against any type of 
crime, including nuclear material smuggling. State also provided 
$58.8 million to DOE, Customs, and the Coast Guard to fund their 
assistance activities. 

DOD has provided assistance to combat nuclear smuggling under two 
programs—the Cooperative Threat Reduction program and the 
International Counterproliferation program. From fiscal year 1993 to 2001, 
the Cooperative Threat Reduction program spent $16.3 million to assist 
five countries. The assistance included $1 million for radiation detection 
equipment — 36 pedestrian portal monitors (to screen people) and 100 
handheld radiation detectors for one country and an additional 100 
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handheld detectors for another country — and about $10 million for other 
equipment to enable the countries to better patrol their borders, conduct 
searches for smuggled contraband, and equip their border posts. In 
addition, as part of the Cooperative Threat Reduction program, in fiscal 
year 2001 DOD began to work with DOE’s Lawrence Livermore National 
Laboratory to install seven portal monitors at three border crossings in 
another country. DOD has begun site surveys at about eight additional 
border crossings in that country where it plans to install portal monitors. 
As part of the International Counterproliferation program, DOD spent 
$10.2 million from fiscal year 1997 thr ough 2001 to provide Customs and 
FBI training and equipment to 17 countries of the former Soviet Union and 
Central and Eastern Europe. 


U.S. Customs Service, 
Federal Bureau of 
Investigation, and U.S. 
Coast Guard Implement 
Assistance with Funding 
from the Departments of 
State and Defense 


The U.S. Customs Service, the largest recipient of funding provided by 
State and DOD, spent $11.1 million from fiscal year 1993 through 2001 on 
assistance to combat nuclear smuggling. Customs has provided training 
and equipment to customs agencies and border guards in close to 30 
countries. The equipment includes radiation pagers (small detectors that 
can be worn on a belt to continuously monitor radiation levels or used as a 
handheld device to pinpoint the location of radioactive material detected 
by a portal monitor) as well as a variety of other high- and low-tech tools 
to conduct searches and detect sensitive goods and materials, such as 
fiber optic scopes for examining fuel tanks for contraband. Training 
includes assistance in operating the x-ray vans equipped with radiation 
detectors; providing hands-on instruction in using equipment to detect 
nuclear smuggling; teaching techniques for investigating smuggling 
operations: tracking the movements of smugglers between ports of entry, 
including through rough terrain; and providing “train-the-trainer” courses 
to enable countries to train more personnel than the U.S. assistance can 
reach. In addition to equipment and training, Customs has stationed 22 in- 
country advisors covering 25 countries on behalf of State to help 
implement and coordinate the assistance. 


From fiscal year 1997 through 2001, the FBI spent $0.4 million as part of 
the DOD International Counterproliferation program. The DOD/FBI effort 
trained and equipped law enforcement agencies to investigate and respond 
to actual seizures of smuggled nuclear or other material. Training included 
seminars for high-level officials and courses on conducting investigations 
and managing a crime scene where a seizure has taken place. Equipment 
provided as part of the training included protective equipment, such as 
HAZMAT suits to make handling of seized material safer; evidence 
collection and sampling kits; and chemical detection equipment In 
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addition, the FBI recently expanded the equipment list to include radiation 
pagers. 

From fiscal year 1999 through 2001, the U.S. Coast Guard spent 
$1.6 million in funding received from the State Department Export Control 
and Related Border Security Assistance program. The Coast Guard has 
provided assistance for maritime interdiction of nuclear smuggling to 
countries of the former Soviet Union. Assistance provided to one country 
includes two boats with spare parts and stationing of an in-country Coast 
Guard advisor. 

Table 1 lists each program and activity, expenditures through fiscal year 
2001, and the general nature of the assistance provided. For additional 
details about each of the six agencies’ programs and expenditures, see 
appendix II. 


Table 1: Assistance to Combat Nuclear Smuggling and Expenditures through Fiscal Year 2001 

Dollars in millions 

Programs/activities 

Program/activity description 

Expenditures 

Funding source 

DOE Second Line of 
Defense 

Install radiation detection portal monitors at Russian border 
crossings. 

$11.2 

Includes $8.5 million in 

DOE funds and 
$2.7 million from State 

DOE International 
Export Control 

Program 

Provide nuclear-specific export control assistance to 
countries of the former Soviet Union. 

22.0 

Includes $19.6 million in 

DOE funds and $2.4 
million from State 

DOE 

Install radiation detection equipment in countries of the 
former Soviet Union (other than Russia) and Central and 
Eastern Europe. 

1.8 

Includes $0.5 million from 
State and $1 .3 million from 
DOD 

State Dept. 
Nonproliferation & 
Disarmament Fund 

Provide radiation detection equipment and other assistance 
tor interdicting nuclear smuggling to the former Soviet Union 
and Central and Eastern Europe. 

8.5 


State Dept. Export 
Control & Related 
Border Security 
Assistance 

Provide radiation detection equipment and other assistance 
for interdicting nuclear smuggling to the former Soviet Union 
and Central and Eastern Europe. (Took over Nonproliferation 
and Disarmament Fund radiation detection assistance 
begin ninq in FY 2002.) 

2.7 


State Dept. Georgia 
Border Security & Law 
Enforcement 

Provide wide range of assistance to Georgia border guards 
and customs service to interdict nuclear smuggling, fight 
other crimes such as drug smuggling, and develop border 
infrastructure. 

0.2 


DOD Cooperative 
Threat Reduction 

Provide radiation detection equipment and other assistance 
for interdicting nuclear smuggling to 5 countries, and install 
radiation detection portal monitors in one country. 

16.3 


DOD International 
Counterprol iteration 
program 

Train and equip customs officers, border guards, and law 
enforcement officials to detect, interdict, and respond to 
nuclear smuqqlinq. 

10.2 
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Dollars in millions 

Programs/activities 

Proqram/activity description 

Expenditures 

Funding source 

U.S. Customs Service 

Train and equip customs officers and border guards in the 
former Soviet Union and Central and Eastern Europe to 
detect and interdict nuclear smuqqlinq. 

ii.i 

Includes $8.8 million from 
State and $2.3 million from 
DOD 

Federal Bureau of 
Investigation 

T rain and equip law enforcement officials in the former Soviet 
Union and Central and Eastern Europe to investigate and 
respond to nuclear smuqqlinq incidents. 

0.4 

Includes $0.4 million from 
DOD 

U.S. Coast Guard 

Provide assistance for maritime interdiction of nuclear 
smuqqlinq. 

1.6 

Includes $1.6 million from 
State 

Total 


$86.1 


Source: Departments of Energy, State, and Defense, U.S, Customs Service, U.S. Coast Guard, and 
Federal Bureau of Investigation. 


Funding for State’s Export Control and Related Border Security Assistance 
program grew over tenfold, from $3 million allocated in fiscal year 1998 to 
$40.1 million allocated in fiscal year 2001. Due to the rapid increase, some 
agencies receiving funds from State have carried over millions of dollars in 
program funds into fiscal year 2002 because they have received more 
funding than they have been able to spend. For example, Customs’ 
program expenditures have not kept pace with its growth in funding, and it 
carried over $33.1 million in unspent funds into fiscal year 2002, including 
$6.5 million in obligated but unspent funds and $26.5 million in funds that 
had not been obligated or spent. Customs officials attributed the carryover 
to not receiving funds from State until late in the fiscal year and not 
obtaining agreements from the recipient countries under which the 
assistance would be provided. Furthermore, according to Customs and 
State officials, carryover is to be expected because State provides the 
funds to Customs under agreements to spend the funds over a 2 to 3 year 
period. 

After September 11, 2001, State received an emergency supplemental 
appropriation of $24.7 million. State Department officials said that they 
have designated $21.5 million of the emergency supplemental for 
assistance (including detection equipment) to six countries. 


Some Agencies' 
Expenditures Have Not 
Kept Pace with Growth in 
Funding 
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U.S. Assistance to 
Combat Nuclear 
Smuggling Lacks a 
Coordinated 
Approach 


Because U.S. efforts are not effectively coordinated, the Departments of 
Energy, State, and Defense are pursuing separate approaches to enhancing 
other countries’ border crossings, with the result that some countries’ 
border crossings are more vulnerable to nuclear* smuggling titan others. 
While DOE and DOD have installed more sophisticated portal monitors at 
border sites in Russia and another country, the State Department has 
installed less sophisticated portal monitors in other countries. In addition, 
no governmentwide plan links all of the six agencies’ programs together, 
which exacerbates the coordination problems. 


Efforts to Coordinate 
Assistance Have Been 
Inadequate 


The six agencies that are providing training and equipment to combat 
nuclear smuggling coordinate their assistance through an interagency 
group chaired by the State Department. The group, which includes 
representatives from all the U.S. programs that are providing assistance, 
meets about once a month to discuss such issues as funding and financial 
management of the agencies’ various programs, upcoming assistance 
activities, and results of program personnel’s recent trips to recipient 
countries. In addition, program managers of the various agencies work 
together to implement the programs. For example, DOD officials said that 
they regularly meet with Customs and FBI program managers to 
implement assistance and that they participate in the FBI and Customs 
training courses that DOD funds. 

A number of agency officials said that coordination has improved since 
State established a separate office in November 2000 — tile Office of 
Export Control Cooperation and Sanctions — to manage and coordinate 
U.S. assistance. For example, the new office provided funding to Customs 
to station 22 in-country advisors, covering 25 countries, that are 
responsible for coordinating the assistance for all of the six agencies 
within a country. DOD and DOE officials said that the advisors play an 
important role in implementing their programs. In addition, the new office 
has assumed responsibility for much of the Nonproliferation and 
Disarmament Fund assistance related to nuclear smuggling. For instance, 
the office has taken over responsibility for providing and maintaining 
radiation detection equipment to countries other than Russia. 

Despite these coordination efforts, no one agency is in charge of the 
overall U.S. effort to provide assistance to combat nuclear smuggling; 
consequently, the agencies have implemented their programs without 
always coordinating their efforts through the interagency group. For 
example, DOD installed portal monitors at three sites in one country of the 
former Soviet Union before the State official who chairs the interagency 
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group learned of the project. According to a DOD official, the project was 
coordinated with other State Department officials. Similarly, although 
State provides its radiation detection assistance through DOE, the DOE 
office that works with State is completely separate from the Second line 
of Defense program, and a Second Line of Defense official said that his 
program and the other office do not communicate with each other. 
According to the official, a few years ago the two offices were discussing 
the possibility of merging, but the discussions ended after a new director 
took over the other office even though Second Line of Defense officials 
still believe that the two offices should be merged. Even within the State 
Department, different offices implement their programs without full 
coordination. For example, the Nonproliferation and Disarmament Fund 
approved a project to install portal monitors in a country after agreeing 
that the Office of Export Control Cooperation and Sanctions would take 
over State’s radiation detection assistance, and a separate office at State 
has oversight over the Georgia Border Security and Law Enforcement 
program even though one of the objectives of the program is to strengthen 
Georgia’s ability to interdict nuclear smuggling. Finally, even though it 
funds much of the assistance provided by other agencies, State could not 
provide accurate information on the other agencies' program expenditures 
during the course of our review. For example, State’s records did not 
match Customs' financial data on expenditures of funds provided to 
Customs by State. State officials said that they have now developed a 
financial database to track how the other agencies have spent State’s 
funds. 

In addition, DOE, DOD, and State do not share the same views on the 
appropriate role of each agency. For example, while State sees itself as the 
agency that is leading the coordination effort and setting policy, a DOD 
official said that State does not have the necessary expertise or resources 
to manage the overall U.S. effort. In contrast, DOE officials said that State 
should have a lead role in coordination and diplomatic support for the 
assistance programs and that DOE would depend on State to establish the 
diplomatic basis that would allow the Second Line of Defense program to 
expand into other countries. However, DOE officials questioned whether 
State and DOD are the appropriate agencies for installing portal monitors 
in countries other than Russia. 
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Ineffective Coordination 
Has Resulted in Some 
Border Crossings Being 
More Vulnerable to 
Nuclear Smuggling Than 
Others 


As a result of ineffective coordination, DOE, DOD, and State have installed 
portal monitors that have different levels of capability to detect 
weapons-usable nuclear material, leaving some border crossings more 
vulnerable to nuclear material smuggling than others. While DOE and DOD 
have installed more sophisticated portal monitors at border sites in Russia 
and another country, State has installed less sophisticated portal monitors 
in other countries. In addition, in the mid-1990s, the DOD Cooperative 
Threat Reduction program provided less sophisticated portal monitors to 
another country in the former Soviet Union. 


The more sophisticated portal monitors detect two types of radiation — 
gamma and neutron — whereas the portal monitors installed by State and 
the DOD Cooperative Threat Reduction program detect only gamma 
radiation. The ability to detect neutron radiation translates into a greater 
ability to detect weapons-usable plutonium, one of the materials of 
greatest concern in terms of nonproliferation. In addition, according to 
DOE officials, due to their configuration and sensitivity the State 
Department portal monitors are less likely to detect small quantities of 
liighly enriched uranium, the other material that is of greatest 
nonproliferation concern, or material that is shielded, for example by a 
lead container or certain parts of a vehicle. DOE’s office that installs the 
portal monitors on behalf of State acknowledged that the less 
sophisticated portal monitors have a limited capability to detect 
weapons-usable nuclear material and said that the portal monitors serve 
mostly as a deterrent to smuggling. In addition, DOE and DOD have taken 
different approaches even though the two agencies have installed the same 
Russian-manufactured portal monitors. For example, DOE officials said 
that the Second Line of Defense program lias calibrated the monitors in 
Russia to detect a smaller quantity of material than the monitors installed 
by DOD in another country. In contrast, a DOD official said that DOE’s 
approach runs the risk of a high rate of false alarms, which can lead to 
complacency among officials in charge of responding to alarms. 

State Department officials with the Nonproliferation and Disarmament 
Fund said tliat they used less sophisticated portal monitors because of 
their lower cost and the difficulty many countries would have in 
maintaining sophisticated equipment. For example, some countries lack 
even the basic infrastructure to operate and maintain portal monitors, 
such as a source of electricity. Because of the different circumstances 
existing in each country, State officials said that radiation detection 
assistance should be tailored to each country’s needs. The Director of 
State’s Office of Export Control Cooperation and Sanctions said that State 
is reevaluating its approach to providing radiation detection equipment. 
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including installing better equipment where appropriate. Second line of 
Defense officials expressed concern about using less sophisticated portal 
monitors at border crossings on potential smuggling routes leading to 
countries seeking nuclear weapons. Furthermore, Second line of Defense 
officials said that because of the differences in the portal monitors, DOE 
would replace State’s portal monitors with more sophisticated equipment 
if the Second line of Defense program expands into another country and 
perhaps use the old portal monitors at lower-priority sites. Overall, Second 
line of Defense officials said that the U.S. government assistance to 
provide radiation detection equipment is diffuse and lacks a single, 
coherent approach and that the portal monitors should meet a minimum 
standard for detecting weapons-usable nuclear material. 

The three agencies have also pursued different approaches to providing 
handheld radiation detection equipment. With support from DOD and 
State, the U.S. Customs Service has provided customs and border officials 
with radiation pagers. In contrast, DOE’s Second Line of Defense program 
provides larger handheld detectors but not radiation pagers, arid DOE 
officials said that they view the pagers as personal safety devices that are 
ineffective at detecting weapons-usable nuclear material. According to 
State and Customs officials, pagers are a useful part of a radiation 
detection system at border crossings. Customs officials also said that 
pagers are just one part of a multi-layered radiation detection system used 
by border personnel. 


Need Exists for Plan to No govemmentwide plan links all of the six agencies’ programs together 
Guide U.S. Assistance through common goals and objectives, strategies and time frames for 

Efforts providing assistance, and performance measures for evaluating the 

effectiveness of assistance. The in-country customs advisors have 
developed country-specific plans, and DOD has developed a plan for its 
International Counterproliferation program that includes threat 
assessments and a prioritization of countries into three levels of weapons 
of mass destruction proliferation risk in the context of border security and 
customs enforcement. Similarly, DOE has developed a list of close to 60 
border crossings where it plans to install radiation detection equipment as 
part of the Second Line of Defense program and estimated the cost and 
timeframe for completing the program. On the other hand, the State 
Department has no plan for providing radiation detection equipment that 
details how many portal monitors it plans to install, in what countries, and 
at which border crossings. Furthermore, the six agencies have not 
developed a joint assessment of the nuclear smuggling threat and the best 
mix and location of radiation detection equipment to address the threat. 
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While DOE conducted an in-depth assessment of the smuggling threat to 
prioritize the border crossings where it is installing portal monitors, State 
and DOD have not conducted a similar assessment to prioritize the 
countries or border crossings to which they are providing radiation 
detection equipment. Numerous agency officials acknowledged that the 
U,S. effort to improve countries’ ability to combat nuclear smuggling lacks 
adequate planning. For example, the director of State’s Office of Export 
Control Cooperation and Sanctions said that ideally the U.S. government 
would have a process for determining how much funding to allocate to 
each country and what to spend the funds on. Similarly, a DOD official 
said that the U.S. effort requires a centralized and integrated leadership 
and a redefinition of the role of each agency in order to overcome 
coordination issues. 


U.S. Assistance Has 
Helped Countries 
Combat Nuclear 
Smuggling, but 
Problems with 
Equipment 
Undermine Efforts 


U.S. assistance has, in general, strengthened the ability of numerous 
countries throughout the former Soviet Union and Central and Eastern 
Europe to deter and detect illicit trafficking in nuclear materials. However, 
serious problems with installing, using, accounting for, and maintaining 
radiation detection equipment have undermined U.S. efforts. These 
problems are largely the result of the lack of oversight and follow-up by 
some of the U.S. agencies providing the equipment. Another problem is 
that many countries that have received radiation detection equipment are 
not reporting information about nuclear materials detected by 
U.S.-supplied equipment. Recently, the United States began stationing 
advisors in many of the countries receiving the assistance to, among other 
things, correct equipment problems. 


Recipient Country Officials Officials from 17 recipient countries receiving U.S. assistance to combat 
Cite Benefits Of U. S. nuclear smuggling told us that the assistance had provided much needed 

Assistance radiation detection equipment and training. According to officials from 

several countries, U.S.-supplied portal monitors installed at border 
crossings and handheld detection equipment represent the only assistance 
of this type that their countries have received. In other countries the U.S. 
assistance has supplemented equipment and training received from other 
countries. For example, Latvia has received radiation detection equipment 
from Finland, Sweden, Germany, and Denmark, and Estonia has received 
equipment from Finland and Germany. 

In one country, we visited two border crossings with Russia and saw that a 
U.S.- furnished portal monitor and U.S.-supplied handheld detectors and 
radiation pagers were being used to inspect cargo and other materials. 
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According to this country’s officials, the U.S.- supplied portal monitors 
installed at several border crossings are well-maintained and serviced 
regularly. See figures 1 and 2 for U.S. equipment in that country. 


Figure 1: U.S.-Installed Portal Monitors 



Note: The arrows indicate the location of the portal monitors. 
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In another country we visited, we saw aU.S. Customs Service-furnished 
mobile x-ray van equipped with a radiation detector being used to inspect 
luggage and other small items entering the country from Russia A few 
hours later, the van was driven to another crossing point along the border 
where passengers and their possessions were screened at a train station. 
Passengers’ bags and other personal items were passed through an x-ray 
machine that was part of the van’s screening apparatus. Occasionally, the 
border guard who was operating the x-ray machine would examine the 
contents of the items that had been x-rayed to determine their exact 
content. Figure 3 shows the x-ray van. 
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Russian customs officials told us that radiation detection equipment 
funded by DOE’s Second Line of Defense program has helped accelerate 
Russia’s plans to improve border security. According to these officials, as 
of October 2001, DOE had financed the purchase of about 15 percent of 
Russia’s 300 portal monitors. The U.S.-funded equipment is manufactured 
in Russia and is subject to site acceptance testing conducted by DOE 
national laboratory personnel. This testing is designed to ensure that 
portal monitors are placed in an optimal configuration (to maximize 
detection capability) and that the equipment is being used as intended. 
According to Russian officials, there is excellent cooperation with DOE on 
ways to continually improve the performance of the equipment. Russian 
customs officials also told us that DOE has done a very credible job of 
making follow-up visits to inspect the equipment and ensure that it is 
recalibrated as necessary to meet performance specifications. 

During our visit to Russia, we observed several U.S.-funded pedestrian 
portal monitors that were installed at Moscow’s Sheremetyevo Airport 
(see fig. 4) as well as a control room that included video equipment and a 


Page 18 


GAO-02-426 U.S. Assistance to Combat Nnclear Smuggling 






27 


computerized monitoring system, also funded by DOE, that was connected 
to the portal monitors. DOE’s detection equipment installed throughout 
Russia is monitored by closed circuit cameras. Russian officials tested the 
equipment we saw at the airport on our behalf. They “planted” — with our 
knowledge — a radioactive source in an attach^ case that we carried past a 
pedestrian portal monitor, which activated an alarm. A computer screen in 
the control room displayed our movements past the portal monitor. 



U.S. assistance includes training, which U.S. and recipient country officials 
told us is part of an integrated approach that is needed to combat nuclear 
smuggling. This approach should include equipment, training, and 
intelligence gathering on smuggling operations. Training is a critical 
component of combating nuclear smuggling. For example, border 
personnel need to be trained in inspection techniques, laboratory 
specialists need to be able to analyze and properly identify material that is 
detected and law enforcement officials need to be able to conduct 
investigations in order to prosecute, when appropriate, individuals 
apprehended in nuclear smuggling cases. U.S. agencies have trained more 
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Problems with Equipment 
Undermine U.S. Assistance 
Efforts 


than 3,500 border security and law enforcement personnel in a broad 
range of weapons of mass destruction interdiction programs. The U.S. 
Customs Service trained over 2,970 customs and law enforcement officers 
from more than 25 countries during 1996-2001, and the FBI trained 
approximately 600 foreign country personnel during a similar period. DOE 
has funded the development of a guidebook printed in Russian for 300 
customs officers to help identify equipment that could be used to develop 
a nuclear weapon. In addition, DOE, in concert with the Russian Customs 
Academy, implemented a mobile training program that provides training to 
customs agents in remote locations. 

U.S. agency officials provided several examples to show how 
U.S.-provided equipment and training have strengthened countries’ ability 
to detect and deter nuclear smuggling. 

In July 2001, portal monitors furnished by DOD to one country detected 
radioactive material that had been driven in a truck across the border. 
According to DOD and country officials, the equipment at the border 
crossing had only been operational for 2 days when the incident occurred. 
According to DOE officials, U.S. equipment in Russia has detected more 
than 275 instances involving radioactive material. These cases include 
contaminated scrap metal, irradiated cargo, and other radioactive 
materials that could pose a proliferation concern. 

In 1999, customs officials in a country that had received DOD/Customs 
training on inspecting vehicles and passengers for smuggled nuclear 
materials seized weapons-usable material that had been hidden inside the 
trunk of a car. According to U.S. Customs officials, this case shows the 
importance of providing training that combines general border inspection 
techniques with specialized training in nuclear materials. 


We found numerous problems with various types of radiation detection 
equipment that has been provided by DOD, the State Department, and the 
U.S. Customs Service. According to officials from these agencies and a 
DOE office responsible for installing portal monitors in some countries, 
U.S. assistance to combat nuclear smuggling has lacked effective follow- 
up to ensure that equipment delivered was properly maintained and used 
for the purposes intended. Several officials told us that there has been 
inadequate funding for maintenance and training on the use of the 
equipment in many countries of the former Soviet Union. U.S. officials 
frequently described this practice as “drop and run.” A State Department 
official told us that it had always been the responsibility of tire recipient 
countries to alert the United States when equipment needed to be 
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repaired. This official noted, however, that country officials did not 
systematically report problems and, as a result, malfunctioning equipment 
was sometimes left unrepaired for extended periods of time. He also 
noted that until recently there was no consolidated list of all the 
equipment that different agencies had provided. He compiled such a list 
but could not be certain that all equipment provided under DOD’s 
Cooperative Threat Reduction program was included. 

At a January 2002 IAEA conference, a DOD official provided information 
about problems with U.S.-supplied equipment. He noted that audits found 
that detection equipment in several countries had never been used and 
remained in storage; expensive high-technology equipment was only used 
in the presence of visiting U.S. delegations; and equipment was going 
unused because it needed battery replacement, very minor repairs, or 
nuyor repairs that required out-of-country servicing. The DOD official 
noted that recipient country officials offered numerous reasons why the 
equipment was being underutilized or not used at all, including (1) the 
equipment was too difficult to use; (2) nobody was trained to use it; (3) the 
equipment would be broken; (4) use of the equipment could cause injuries; 
(5) repairs were too difficult; (6) no funds had been provided for new 
batteries; and (7) a lack of knowledge about where or how to send the 
equipment for repairs. 

During the course of our work, we also found numerous problems with 
U.S. radiation detection equipment provided to many countries, including 
the following examples, which are based on, among other things, 
discussions with U.S. program officials and representatives of countries 
receiving U.S. assistance: 

• The condition of equipment provided by the United States at a border 
crossing in one country in Eastern Europe has been described as 
deplorable, and the equipment was not being used, according to a 
November 2001 U.S. embassy memorandum. Another memorandum noted 
that according to a customs official from this recipient country, the portal 
monitors were not being used because they emitted too much radiation 
and posed a health and safety hazard. According to a U.S. official, the 
incident indicates how little some recipient country officials know about 
the equipment, because the portal monitor’s do not emit radiation. In 
addition, based on a recent inventory, a U.S. official was unable to locate 
many radiation pagers furnished to that country. In another country, the 
whereabouts of several dozen handheld radiation detectors could not be 
determined. 
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• About half of the pedestrian portal monitors provided to one country in 
the former Soviet Union were never installed or ar e not operational. 
Officials from this country told us that they were given more equipment 
then they could use. In addition, the equipment had limited capability to 
detect nuclear material. 

• Portal monitors delivered to Lithuania were stored in the U.S. embassy 
basement for about 2 years because the State Department and the 
Lithuanian border organization disagreed about the need for a power 
supply that cost $12,600 to operate the equipment. In February 2002, the 
monitors were finally installed. 

• Equipment worth about $80,000, including radiation protection suits and 
pagers, could not be given to Estonia as part of a DOD/FBI training 
program because an agreement governing the release of such equipment 
had not been finalized. The equipment was placed in an embassy garage 
for about 7 months before it was transferred to Estonia in December 2001. 

• A portal monitor furnished by the State Department to Bulgaria a couple 
of years ago was installed on an unused road that is not expected to open 
for another 1-1/2 years. Plans are underway to relocate the equipment. 

• In November 2001, a U.S. official visited a border crossing in one country 
of the former Soviet Union where a portal monitor had been disconnected. 
Country officials told him that it had been shut off because it was 
lunchtime and no traffic was being allowed to pass. The monitor is 
designed to be operated continuously. 

We also found problems with the mobile vans equipped with radiation 
detection equipment furnished by the State Department. These vans have 
limited utility because they cannot operate effectively in cold climates or 
are otherwise not suitable for conditions in some countries. For example, 
customs officials from one country told us that the vans (which had a total 
cost, of about $900,000) they received within the last 2 years had to be 
moved to a warmer part of the country. Nevertheless, they told us that the 
vans could only be operated about 9 months each year and that even when 
operational, they are very fuel inefficient. Officials from another country 
told us the van they received about 1 year ago has rarely been used 
because of the cold weather and the expense associated with its 
operation. They said that the van is now stored in a shipping crate at 
customs’ headquarters. 


Country Advisors Trying to 
Improve Delivery of U.S. 
Assistance 


In the past 2 years, the State Department has placed advisors in many of 
the countries receiving U.S. assistance to improve program effectiveness. 
These advisors, generally retired U.S. Customs Service officials, are 
responsible for, among other things, developing, coordinating, and 
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updating recipient country border security requirements. In addition, they 
seek to ensure that the appropriate foreign officials attend training 
courses; track the assistance that countries receive from various programs 
to avoid duplication of equipment; meet with government ministries in the 
recipient countries; and inventory equipment and determine how it is 
being used, including assessing its effectiveness. In addition, State is using 
the advisors to improve equipment sustainability and facilitate routine 
maintenance and equipment repair. Although the State Department funds 
them, the advisors work on behalf of all the programs, and DOE and DOD 
officials said that the advisors play a valuable role in implementing their 
assistance programs. Country officials we met with also said that the 
advisors have been effective at identifying program needs and resolving 
problems with equipment. 


Lack of Consistent 
Reporting Hampers U.S. 
Efforts to Measure Impact 
of Radiation Detection 
Equipment 


According to DOE, State, and other U.S. officials, in many cases countries 
that have received U.S. radiation detection equipment are not 
systematically providing information about nuclear materials detected by 
U.S. -supplied equipment. As a result, it is difficult to determine the overall 
impact and effectiveness of the equipment. While agencies are receiving 
feedback on the performance level of equipment, such as whether the 
equipment is properly calibrated or performing according to technical 
specifications, limited information is provided about the impact of the 
equipment — namely to what extent is it detecting weapons-usable and 
other types of radioactive material. Two U.S. advisors told us that 
recipient country officials have ignored their requests for this type of 
information. An official from DOE’s office that installs portal monitors in 
some countries told us that his program does not have the means to verify 
the effectiveness of portal monitors due to the lack of incident reporting 
by some countries. He noted that information about nuclear smuggling 
cases varies from country to country and depends on good relationships 
between the recipient country’s border security organization and the U.S. 
embassy. Officials from DOE’s Second Line of Defense program told us 
that they receive information about incidents from their Russian 
counterparts on a voluntary basis. However, the reporting is not consistent 
and they are not confident that there has been a complete sharing of 
information about nuclear materials detected with U.S.-funded equipment. 
DOE is seeking to formalize the reporting of information as part of an 
overall agreement with Russia on the Second Line of Defense program. 


Other Challenges to In addition to the problems with the equipment, there are other factors 

Border Security that impact U.S. efforts to combat nuclear smuggling, including corruption 

in countries’ border organizations and the amount of territory, including 
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borders that are not clearly marked, that requires protection. According to 
officials from several recipient countries, corruption is a pervasive 
problem within the ranks of border security organizations. For example, 
approximately 1,500 Russian customs officers were fired in 1998 for 
corruption. Russian customs officials noted that efforts are underway to 
root corruption out but that this is a slow process. An official from one 
country told us that border security personnel turned off radiation 
detection equipment at one border crossing in exchange for a bottle of 
alcohol. In fiscal year 2002, the U.S. Customs Service started providing a 
new anti-corruption training course. Regarding the challenge posed by the 
expanses of territory, numerous recipient country officials told us that it is 
impossible to secure every border crossing. Every country has green 
borders — expanses of territory that are not patrolled or regulated by 
border security personnel. These areas are very attractive to smugglers in 
general. In addition, borders are not always clearly marked or well 
established following the breakup of the former Soviet Union. A high-level 
official from one country’s border guard told us that the biggest problem 
he faces is the lack of agr eement with Russia over boundaries. 
Furthermore, a border security official from another country told us that a 
dedicated nuclear smuggler has a 90-percent chance of successfully 
defeating his country’s border controls. A customs official from Russia 
told us that equipment is a deterrent and must be supported by trained 
border personnel, effective law enforcement, and intelligence gathering 
operations. He stated that the most effective approach to combating 
nuclear smuggling is to secure the nuclear material at its source at civilian 
and military facilities. 


Conclusions 


The current multiple-agency approach to providing U.S. assistance to 
combat nuclear smuggling is not, in our view, the most effective way to 
deliver this assistance. To date, the efforts of the six U.S. agencies 
participating in these programs and activities have not been well 
coordinated, and there is no single agency that leads the effort to 
effectively establish funding priorities and thoroughly assess recipient 
country requirements. Coordination is also a problem within agencies 
providing assistance. We question why, for example, there are two offices 
within the Department of Energy that are providing radiation detection 
equipment and two offices within the Department of State that have 
funded similar types of equipment for various countries. To ensure the 
efficient and effective delivery of assistance and the timely and effective 
expenditure of program funds, we believe that the development of a 
govemmentwide plan is needed. Such a plan could identify a unified set of 
program goals and priorities and define agency roles and responsibilities; 
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determine program cost estimates; establish time frames for effectively 
spending program funds; develop strategies to maintain and sustain the 
operation of equipment; and develop exit strategies for each country 
receiving assistance, including apian for transferring responsibility for 
equipment maintenance to the countries. 

We are also concerned about how U.S. equipment is being used by the 
recipient countries. While foreign officials told us that U.S.-provided 
equipment had improved their ability to detect radioactive material, some 
equipment has not been well maintained, adequately accounted for, or 
installed on a timely basis. A fundamental issue surrounding nuclear 
smuggling is the sharing of information about incidents that occur in each 
country. Currently, the agencies that are providing the equipment have 
limited access to this type of information. There is currently no systematic 
effort to obtain this data, and the United States depends on the willingness 
of the countries to voluntary provide information. It is difficult to assess 
the impact and effectiveness of the U.S,- supplied equipment unless data 
are routinely obtained and analyzed. We believe that U.S. agency 
personnel must continue to make the case to each country that sharing 
such data is of critical importance to the success of the U.S. program and 
countries’ efforts to combat nuclear smuggling. 


Recommendations 


We recommend that the Secretary of State take the lead in facilitating the 
development of a govemmentwide plan to help other countries develop an 
integrated approach to combat nuclear smuggling. The plan should be 
developed in conjunction with the Secretaries of Defense and Energy 
(working with the Administrator of the National Nuclear Security 
Administration), and the Commissioner of the U.S. Customs Service, as 
well as the heads of other federal agencies participating in this effort. The 
plan should, at a minimum, identify (1) a unified set of program goals and 
priorities, including defining participating agencies’ roles and 
responsibilities; (2) overall program cost estimates; (3) time frames for 
effectively spending program funds; (4) performance measures; 

(5) strategies to maintain and sustain the operation of the equipment, 
including cost estimates; and (6) an exit strategy for each country 
receiving assistance, including a plan for transferring responsibility for 
equipment maintenance to the host country. 

In concert with the development of the plan, we believe there are other 
steps that could be taken immediately to improve U.S. efforts. We think 
that this is an opportune time for agencies with duplicative or overlapping 
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responsibilities to consolidate their efforts under a single agency program 
office. To that end, we recommend drat the 


Agency Comments 
and Our Evaluation 


• Secretary of Energy, in consultation with the Administrator of the National 
Nuclear Security Administration, consolidate radiation detection 
equipment activities in one DOE office, preferably within the Second Line 
of Defense program and 

• Secretary of State consolidate all border security and nuclear smuggling 
efforts under one program office. 

In addition, we recommend that the Secretary of Energy, in consultation 
with the Administrator of the National Nuclear Security Administration, 
and the Secretaries of State and Defense 

• strengthen efforts to obtain a full accounting of the equipment that is in 
each country, including the handheld radiation detection equipment; 

• ensure that equipment is installed in a timely fashion and is adequately 
maintained; and 

• seek recipient country assurances that information about nuclear 
materials detected by U.S.-supplied equipment is shared with U.S. agencies 
on a timely basis. 


We provided draft copies of this report to the Departments of State, 

Energy, and Defense; the U.S. Customs Service; the U.S. Coast Guard; and 
the Federal Bureau of Investigation for their review and comment. The 
Coast Guard and FBI had no comments on the draft report. DOD provided 
technical comments, which we incorporated in the report as appropriate. 
State’s, DOE’s, and Customs Service’s written comments are presented in 
appendixes III, IV, and V, respectively. The agencies agreed with the facts 
presented in the report and State specifically said that it agreed with the 
report’s conclusions and recommendations. Customs suggested that we 
reword our recommendation to specifically include it as one of the 
agencies to develop a govemmentwide plan to combat nuclear smuggling. 
DOE did not comment on the conclusions and recommendations. 

In commenting on the report, the Department of State agreed that 
interagency coordination to help other countries combat nuclear 
smuggling can be strengthened. The State Department noted that, per our 
recommendation, it is taking the lead in facilitating the development of a 
govemmentwide plan to provide detection equipment and maintenance 
support. State also commented, however, that the report gave insufficient 
weight to the progress that has been made in the past 1-Ms years to improve 
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coordination and planning. Specifically, State cited its establishment of 
the Office of Export Control Cooperation and Sanctions, which is 
responsible for, among other things, managing and coordinating U.S, 
government export control Mid related border security programs. In 
addition, the Office chairs an interagency working group that evaluates, 
prioritizes, and approves projects that U.S. agencies undertake to improve 
countries’ export control and related border security capabilities. The 
Department also stated that it has taken steps to improve internal 
coordination as well as accountability for equipment previously provided 
to other countries and noted that the country advisors play a prominent 
role in these matters. Regarding these points, we recognized in the draft 
report that State had improved coordination through an interagency group 
that it chairs. Further, we noted that recipient country officials told us 
that the advisors play a valuable role in implementing their assistance 
programs. In addition, we recognized in the draft report that the Office of 
Export Control Cooperation and Sanctions has improved coordination. 
However, we continue to believe that interagency coordination has been 
inadequate and needs to be improved. State acknowledged this point in its 
comments and said that a more coherent, better coordinated approach to 
providing radiation detection equipment is needed. The Department 
concurred with all of our recommendations and said that it will work with 
other agencies to implement them. 

In its comments, the Department of Energy’s National Nuclear Security 
Administration agreed that it is difficult to assess the impact and 
effectiveness of U.S.-supplied equipment unless data from the recipient 
countries are routinely obtained and analyzed. DOE believes that sharing 
data is critical to the success of the U.S. program and countries’ efforts to 
combat nuclear smuggling. DOE also endorsed the need for a more 
uniform approach to radiation monitoring at countries’ borders. The 
Department wanted to clarify that it has three programs that operate in 
this area: the Second line of Defense program that has historically focused 
on Russia; the International Export Control program that deals with 
equipment that has both civilian and military applications, material and 
technology; and a program that uses Department of State funding to 
maintain and install equipment outside of Russia. DOE also pointed out 
that radiation detection monitors installed by other U.S. agencies are not 
as sensitive to special nuclear materials (plutonium and highly enriched 
uranium) as the monitors funded by DOE, and have limited or no ability to 
detect shielded plutonium. Regarding DOE’s point about its different 
programs, we noted in the draft report that DOE has three separate 
programs under way to combat nuclear smuggling. We highlighted the 
Second Line of Defense program, however, because it is DOE’s primary 
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effort to combat nuclear smuggling. Regarding DOS’s comment about the 
limitations of equipment installed by other U.S, programs, we recognized 
in the draft report that DOE has installed more sophisticated portal 
monitors in Russia and that the State Department has installed less 
sophisticated equipment in other countries. 

The U.S. Customs Service noted that the U.S. government’s 
nonproliferation efforts are not limited to nuclear materials, but instead 
cover the entire spectrum of weapons of mass destruction, including 
chemical and biological weapons. Customs also noted that although our 
report focused on the use of technology to detect nuclear or radioactive 
materials, the importance of highly skilled and trained border inspection 
personnel should not be underestimated. Finally, because Customs has 
been the largest recipient of funds appropriated for nuclear smuggling 
assistance, it suggested that our recommendation be reworded to include 
Customs specifically as one of the agencies to develop a govemmentwide 
plan to help other countries combat nuclear smuggling. While we agree 
with Customs’ assertion that U.S. nonproliferation activities are aimed at a 
broad range of threats, our review focused only on the nuclear material 
smuggling component of this effort. We agree with Customs’ point about 
highly skilled and trained personnel, and we recognized in the draft report 
that training is a critical component and should be part of an integrated 
approach to combat nuclear smuggling. Finally, we have reworded our 
recommendation to specifically identify Customs as one of the agencies 
that should develop a governmentwide plan to help other countries 
combat nuclear smuggling. 


Scope and 
Methodology 


To determine program expenditures, we obtained budget, obligation and 
expenditure data through fiscal year 2001 from the six agencies 
participating in the program — the Departments of Energy, State, and 
Defense; the U.S. Customs Service; the U.S. Coast Guard; and the Federal 
Bureau of Investigation. Our task was complicated because each agency 
collects and reports its financial data differently. We attempted to 
standardize the reporting format for each agency and verify the accuracy 
of the data by crosschecking financial records maintained by each agency. 
When we found discrepancies, we brought them to the attention of the 
agencies. The agencies’ data did not allow us to aggregate cost on a 
country-by-country basis because data was generally reported on a 
project, not country, basis. Our task was further complicated because the 
Department of State, which is responsible for tracking funds it has 
received for border security assistance, did not have an adequate financial 
management system in place to report program expenditures. Department 
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of State officials responsible for monitoring program expenditures are 
aware of this deficiency and are taking steps to improve its current 
financial management system. 

To assess how well U.S. assistance is coordinated, we met with program 
officials from each of the agencies providing assistance and reviewed 
pertinent documents, including individual agency’s assistance plans, as 
available. We assessed coordination through the interagency group headed 
by the Department of State and met with the lead official of that effort- 
the Director of Export Control Cooperation and Sanctions- and members 
of his staff. We also discussed coordination issues with U.S. advisors 
stationed in countries receiving U.S. assistance including Azerbaijan, 
Kyrgyzstan, Latvia, Malta, Romania, Slovenia, Ukraine, and Uzbekistan. 
Several of these advisors were responsible for tracking assistance efforts 
in more than one country. For example, the advisor stationed in Latvia 
was also responsible for Lithuania, Estonia, and Poland. 

We obtained information from a number of sources to assess the 
effectiveness of the U.S. assistance. We visited Estonia, Latvia, Poland, 
and Russia to obtain a first hand look at U.S. radiation detection 
equipment installed at different border crossings and meet with officials 
responsible for border security, law enforcement, and export controls. We 
also attended a technical conference on radiation detection equipment 
sponsored by the IAEA in January 2002, where we met with officials from 
13 additional countries that had received U.S. assistance: Azerbaijan, 
Belarus, Georgia, Hungary, Kazakhstan, Kyrgyzstan, Lithuania, Republic of 
Macedonia, Malta, Romania, the Slovak Republic, Turkey, and Uzbekistan. 
We also met with representatives from the IAEA, the U.S. Mission to 
International Organizations in Vienna, and the U.S. embassies in Latvia, 
Estonia, Poland, and Russia to discuss nuclear smuggling. We obtained 
technical information on radiation detection equipment from DOE; 
Lawrence Livermore National Laboratory; Los Alamos National 
Laboratory; the Savannah River Site; and one equipment manufacturer, 
TSA Systems Ltd. 

We conducted our review between May 2001 and April 2002 in accordance 
with generally accepted government auditing standards. 


As agreed with your office, unless you publicly announce its contents 
earlier, we plan no further distribution of this report until 30 days after the 
date of this letter. At that time, we will send copies of this report to the 
Secretary of Energy; the Administrator, National Nuclear Security 
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Administration; the Secretary of State; the Secretary of Defense; the 
Commissioner, U.S. Customs Service; the Director, Federal Bureau of 
Investigation; the Commandant, U.S. Coast Guard; the Director, Office of 
Management and Budget; and interested congressional committees. We 
will make copies available to others upon request. 

If you have any questions concerning this report, I can be reached at 
(202) 512-3841. Major contributors to tins report include Gene Aloise, 
Joseph Cook, and Glen Levis. 

Sincerely yours, 



(Ms.) Gary L. Jones 
Director, Natural Resources 
and Environment 


Page 30 


GAO-02-426 D.S. Assistance to Combat Nuclear Smuggling 



39 


Appendix I: Information on Nuclear 
Smuggling Incidents 


This appendix provides inforaiation about nuclear material smuggling 
incidents over the past decade. It focuses primarily on 20 incidents 
involving weapons-usable nuclear material. The information was obtained 
from, among other sources, data provided by the International Atomic 
Energy Agency (IAEA) 1 and the Department of Energy. 

Since the early 1990s, there have been numerous reports of illicit 
trafficking in many types of nuclear materials worldwide. According to 
LAE A nuclear materials include nuclear source material, such as natural 
uranium, depleted uranium, thorium, 2 plutonium, and uranium enriched in 
the isotopes U-233 or U-235. Plutonium and highly enriched uranium 0 — 
known as weapons usable material — are considered to pose the greatest 
proliferation risk because they are used to produce nuclear weapons. In 
1993, IAEA established a database to record incidents involving illicit 
trafficking in nuclear materials. Sixty-nine countries, or about one-half of 
IAEA’s member states, currently participate in the database. As of 
December 31, 2001, IAEA listed 181 confirmed incidents involving the 
illicit trafficking in nuclear materials, including weapons-usable material. 
According to IAEA, a confirmed incident is one in which the information 
has been verified to IAEA tlirough official points of contact from the 
reporting country. Of the 181 confirmed illicit trafficking incidents 
reported by IAEA, 17 involved either highly enriched uranium or 
plutonium. More than half of the 17 incidents involving weapons-usable 
material occurred during 1993-95. The remaining cases occurred during 
1999-2001. 


Incidents Involving 
Weapons Usable 
Nuclear Material 


IAEA DOE, and other U.S. officials provided us with information about 
20 cases involving the smuggling of weapons-usable material since 1992. 
Officials told us that the actual number of smuggling cases involving 
weapons-usable material is probably larger than what is currently being 
reported because countries are not always willing to share sensitive 


1 IAEA is an autonomous organization affiliated with the United Nations. Its objectives are 
to promote the peaceful use of nuclear energy and to verify that nuclear material under its 
supervision or control is not used to further any military purpose. 

s Thorium is a radioactive material that is used in a wide array of products and processes. 
Handling and disposing of thorium is a cliallenge because it is radioactive and produces 
radon gas when it decays. 

3 Highly enriched uranium means uranium enriched to 20 percent or more in the isotope 
U-235. Uranium enriched in U-235 above the level found in nature (.071 percent) but less 
than 20 percent is called low enriched uranium. 
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nuclear smuggling information. Furthermore, the premature public 
disclosure of information could undermine an ongoing criminal 
investigation or could be politically embarrassing. Another factor that 
affects the number of cases reported is the credibility of the information. 
DOE officials who analyze smuggling cases told us that a significant 
amount of time must be spent analyzing a particular incident before it can 
be deemed credible, and many of the reported incidents turn out to be 
unsubstantiated. For example, several reported cases over the years have 
been scams whereby a “smuggler" has been apprehended trying to sell 
material that is purported to be weapons-usable but is not. Regardless of 
the number of actual cases of nuclear smuggling, officials stated that the 
threat posed by illicit trafficking is real and should not be underestimated. 
The head of IAEA’s Office of Physical Protection and Material Security 
told as that every reported case should be taken seriously. Further, she 
noted that countries need to more systematically report smuggling 
incidents so that better assessments can be performed. 

Officials from IAEA, DOE, and other U.S. agencies provided several 
observations about the 20 incidents involving weapons-usable nuclear 
material. 

• Many of the incidents involved material that came from countries of the 
former Soviet Union, primarily Russia. 

• From the early 1990s through about 1998, the nuclear material was seized 
primarily in Russia and eastern and western Europe. In the past few years, 
there appears to have been an increase in trafficking in nuclear material 
through the Caucasus (Georgia), Central Asia (Kyrgyzstan), Greece, and 
Turkey. According to IAEA, it is uncertain whether the increase represents 
more trafficking in this material or better detection and reporting of 
activities that may have been going on in earlier years. 

• Most of the smuggling incidents involved relatively small quantities of 
weapons-usable material that were insufficient to construct a nuclear 
bomb. In some cases, the small quantities of material involved may 
indicate that that the seller was trying to attract a potential buyer with a 
“sample size” quantity of material. In other cases, it appears doubtful that 
the traffickers had or claimed access to larger quantities of nuclear 
material. 

• The incidents do not appear to be part, of an organized criminal or terrorist 
activity or organization. 

• In most of the incidents, the weapons-usable material was seized as a 
result of a police investigation. The material was not detected by 
equipment or personnel stationed at border crossings. One notable 
exception involved material detected by customs agents at a Bulgarian 
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border crossing. In addition, the Bulgarian incident represents one of a 
few reported instances where the nuclear material was shielded or 
protected to avoid detection. 

Table 2 provides information about the 20 incidents involving the 
smuggling of weapons-usable material since 1992. A brief discussion of 
some of the significant incidents follows the table. 


Table 2: Nuclear Smuggling Incidents Involving Weapons-Usable Material since 1992 

Date 

Source of material 

Country where 
material seized 

Material/quantity 

How material was found 

May 1992 

Russia (Luch 
Scientific Production 
Association) 

Russia 

1 .5 kilograms (90 percent highly 
enriched uranium) 

Discovered by police 
investigation 

May 1993 

Russia 

Lithuania 

0.1 kilogram (50 percent highly 
enriched uranium) 

Discovered by police 
investigation 

July 1993 

Russia 

Russia 

1 .8 kilograms (36 percent highly 
enriched uranium) 

Discovered by police 
investigation 

November 1993 

Russia 

Russia 

4.5 kilograms (20 percent highly 
enriched uranium) 

Discovered by police 
investigation 

March 1 994 

Russia 

Russia 

3.05 kilograms (90 percent 
highly enriched uranium) 

Discovered by police 
investigation 

May 1994 

Unspecified 

Germany 

0.006 kilograms plutonium-239 

Discovered by police 
investigation 

June 1994 

Russia 

Germany 

0.0008 kilograms (87.8 percent 
highly enriched uranium) 

Discovered by police 
inv&stiqation 

July 1994 

Russia 

Germany 

0.00024 kilograms plutonium 

Discovered by poiice 
investigation 

August 1 994 

Russia 

Germany 

0.4 kilograms of piutonium 

Discovered by poiice 
investigation 

December 1 994 

Russia 

Czech Republic 

2.7 kilograms (87.7 percent 
highly enriched uranium) 

Discovered by police 
investigation 

June 1 995 

Russia 

Czech Republic 

0.0004 grams (87.7 percent 
highly enriched uranium) 

Discovered by police 
investigation 

June 1 995 

Russia 

Czech Republic 

0.017 kilograms (87.7 percent 
highly enriched uranium) 

Discovered by poiice 
investigation 

June 1995 

Russia 

Russia 

1.7 kilograms (21 percent highly 
enriched uranium) 

Discovered by police 
investigation 

May 1999 

Russia 

Bulgaria 

0.004 kilograms of highly 
enriched uranium 

Interdiction at border by 
Bulgarian customs. 

October 1999 

Unspecified 

Kyrgyzstan 

0.0015 kilograms of piutonium 

Discovered by poiice 
investigation 

April 2000 

Unspecified but 
Russia suspected 

Georgia 

0.9 kilograms of highly enriched 
uranium (30 percent) 

Possible combination of 
radiation detection equipment 
at border and police 
investigation 

September 2000 

Possibly Russia 
and/or Ukraine 

Georgia 

0.0004 kilograms of plutonium 

Discovered by police 
investigation 
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Date 

Source of material 

Country where 
material seized 

Material/quantity 

How material was found 

December 2000 

Germany 

Germany 

Less than 1 milligram of 
plutonium 

Radioactive contamination 
disclosed in a test. 

January 2001 

Unspecified 

Greece 

Approximately 0.003 kilograms 
of plutonium 

Discovered by police 
investigation 

July 2001 

Unspecified 

France 

About 0.005 kilograms of highly 
enriched uranium 
(approximately 80 percent 
enriched) 

Discovered by police 
investigation 


Note: Uranium enriched with 20 percent or higher U-235 is considered weapons-usable material. 

One kilogram equals 2.2 pounds. One thousand grams equal 1 kilogram and 1 gram Is equal to about 
0.04 ounces, or the weight of a paperclip. 


Source: Various U.S. agencies and international organizations. 


Luch Scientific 
Production 
Association (Russia), 
1992 


This incident involved a chemical engineer and long-time employee of the 
State Research Institute, Scientific Production Association (also known as 
Luch) which is located 22 miles from Moscow. 4 Beginning in May 1992, 
over a 5-month period, the individual smuggled out of the institute small 
quantities of highly enriched uranium totaling 1.5 kilograms. In October 
1992, the engineer was arrested because police suspected him of stealing 
equipment from the Luch facility. Once in custody, the police discovered 
the nuclear material that he had stolen. The individual did not have a 
specific buyer in mind, but was trying to determine if there was a market 
for the stolen nuclear material. He was tried before a Russian court and 
received 3 years’ probation. 


Vilnius, Lithuania, 
1993 


In May 1993, Lithuanian authorities recovered 4.4 tons of beryllium in a 
smuggling investigation. Beryllium is a metal that is used in the production 
of, among other things, x-ray tubes, lasers, computers, aircraft parts, 
nuclear reactors, and nuclear weapons. When Lithuanian authorities 
seized the material, they discovered that some of the beryllium 
(141 kilograms) was contaminated with approximately 0.1 kilogram of 
highly enriched uranium. There was no evidence that the individuals 
involved were aware that the beryllium contained the enriched uranium. 
Some reports indicated that the beryllium originated at the Institute of 
Physics and Power Engineering in Russia. This institute is involved in the 


4 This institute is involved in developing space and mobile reactors, including the TOPAZ 
reactor used in Russian satellites. Luch lias several tons of weapons-usable material on site. 
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research and development of nuclear power reactors and employs about 
5,000 people and possesses several tons of weapons-usable material. 


Murmansk Russia * n 1093, two Russian naval enlisted personnel stole two fresh fuel 
* ’ rods from a storage facility in Murmansk, Russia. These rods were for 

199o Russian naval propulsion reactors that power submarines and contained 

36-percent enriched uranium. (Uranium enriched at 20 percent or greater 
is considered to be weapons usable material.) The amount of material 
totaled about 1.8 kilograms of highly enriched uranium. Russian security 
officers discovered the missing material and apprehended the individuals 
before the material left the Murmansk area. One of the individuals arrested 
was a guard at the facility and was suspected by authorities after the 
material was missing. The two enlisted personnel who were caught 
implicated two Russian naval officers in the plan. However, at the ensuing 
trial only the two enlisted personnel were convicted and sentenced to 
prison terms of 4 and 5 years. 


Murmansk Russia * n ^ ovem ^ er 1993, approximately 4.5 kilograms of 20-percent enriched 
J ’ uranium, intended for use in submarine propulsion reactors, was stolen 

1993 from a fuel storage facility in the Sevmoiput shipyard near Murmansk, 

Russia. Three individuals were arrested in connection with the theft, 
including two naval officers. The group stored the fuel rods in a garage for 
several months while they were looking for a prospective buyer. The three 
individuals were arrested and two of the men received 3-1/2-year 
sentences while the third person was acquitted. 


St Petersburg Russia. * n ^ arc * 1 *994, three men were arrested in St. Petersburg, Russia for trying 
f to sell approximately 3 kilograms of uranium enriched to 90 percent. The 
1994 material was allegedly smuggled from the Elektrosfcal Production 

Association which is located in the Moscow suburbs. The facility produces 
low-enriched uranium for commercial nuclear power reactors and also has 
the capacity to produce highly enriched uranium for nuclear powered 
icebreakers and submarines. The material was smuggled out of the facility 
and approximately 500 grams of the material were found inside a glass jar 
in a refrigerator in one of individual’s homes. 
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Tengen, Germany, 
1994 

In May 1994, German police discovered a lead container containing 0.006 
kilograms of highly concentrated plutonium-239 in the home of a German 
citizen. The material found in the container was a mixture of many 
components, including aluminum, silicon, mercury, zirconium, broken 
glass, and brush bristles as well as the plutonium. The presence of 
mercury in the mixture suggests that the material may have been used as 
part of a red mercury scam. 5 In November 1995, the German national was 
sentenced to 2-1/2 years in prison for violating arms control laws. The 
sentence was added onto a 3-year term he was already serving time for 
counterfeiting. 

Landshut, Germany, 
1994 

In June 1994, less than 0.001 kilogram of highly enriched uranium was 
recovered in Landshut, Germany, a city near Munich. This material, along 
with 120 low enriched uranium fuel pellets, was found as a result of a 
police undercover operation. The material was seized in an undercover 
police operation. Three individuals apprehended were citizens of the 

Slovak Republic and one was a resident of Germany. A German court 
sentenced several of the individuals to probationary terms but one of the 
group’s leaders was sentenced to 2 years in prison. 

Munich, Germany, 
1994 

In 1994, undercover German police acting as prospective buyers 
intercepted approximately 0.4 kilograms of plutonium at the Munich 
Airport. It is believed that the material originated in Russia’s Institute of 
Physics and Power Engineering. The institute, which is operated by 

Russia’s Ministry of Atomic Energy, is involved in the research and 
development of nuclear power reactors and possesses several tons of 
weapons-usable material. The material was in a suitcase that had arrived 
on a flight from Moscow. The individuals involved in the smuggling case 
were from Colombia and Spain. A German court sentenced the Colombian 
national to almost 5 years in prison and the Spanish nationals received 
prison sentences of between 3 and 4 years. All of the individuals were 
expelled from Germany after serving half of their sentences. By February 
1996, Russian authorities had arrested several Russian accomplices, 
including a key figure involved in the theft of the material from the 
institute. 


5 According to DOE, red mercury has been used In over 50 seams since 1979. Red mercury 
is a material that would-be smugglers have tried to sell claiming that the material can be 
used to produce a nuclear weapon. 
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Prague Czech December 1994, police in Prague, Czech Republic, seized approximately 

® ’ 2.7 kilograms of highly enriched uranium. The material is believed to have 

Kep UbllCj 1994 been stolen from the Russian Institute of Physics and Power Engineering. 

The individuals involved included a Tajikistan national, a former Russian 
nuclear institute worker, and at least one Czech national. The material was 
brought into the Czech Republic on a train and then hidden for about 
6 months while the individuals involved tried to sell it. They were arrested 
after Czech authorities received an anonymous tip and a Czech judge gave 
several members of the group prison sentences ranging from about 18 
months to 8 years. 

Two related incidents were reported in June 1995 and involved the seizure 
of highly enriched uranium in the Czech Republic. According to available 
information, the composition of the material and its location were linked 
to the 1994 Prague and Landshut incidents. In both instances, the small 
quantities of material involved indicated that it was a sample that could be 
used to attract a potential buyer. 


Rousse, Bulgaria, 
1999 


In May 1999, Bulgarian customs officials at the Rousse border checkpoint 
seized a vial containing about 0.004 kilograms of highly enriched uranium 
on the Bulgarian/Romanian border. Rousse is a city that serves as 
Bulgaria’s principal river port and is a transportation hub for road and rail 
traffic. The material was hidden in a shielded (lead) container inside the 
trunk of a car being driven by a Turkish citizen. The driver attempted to 
sell the material first in Turkey and then traveled through Bulgaria on his 
way to Romania, where he planned to find a buyer. A Bulgarian customs 
agent, using standard profiling techniques, suspected that the driver was a 
smuggler. A search of the driver’s papers revealed a document describing 
uranium. When the driver attempted to bribe the customs officer, his car 
was thoroughly inspected and the officer eventually discovered the vial 
containing the weapons-usable nuclear material. Bulgarian scientists 
concluded that the material was highly enriched uranium. Although the 
source of the material is not certain, it is probable that it came from the 
Mayak Production Association in Russia. This large complex produces 
special isotopes used for industrial, agricultural, and medical purposes and 
also reprocesses naval and civil nuclear power reactor fuel for plutonium 
and uranium recovery. 
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Kara-Balta, 

Kyrgyzstan, 1999 

In October 1999, two persons were arrested in the act of selling a small 
metallic disk containing 0.0015 kilograms of plutonium. The item was 
analyzed by the Institute of Nuclear Physics in Kazakhstan and the two 
individuals arrested were convicted and sentenced to prison. 

Batumi, Georgia, 2000 

In April 2000, Georgian police arrested four persons in Batumi, Georgia, 
for unauthorized possession of 0.9 kilogram of highly enriched uranium 
fuel pellets. Batumi is a seashore resort at the Black Sea located along the 
Georgia-Turkey border. According to one press report, the material may 
have been smuggled from Russia. The pellets mass and shape, together 
with the reported enrichment level, suggest that the pellets were produced 
for use in a commercial or experimental fast breeder reactor. Another 
report also stated that the smugglers were detected when they crossed the 
Russian border into Georgia, possibly by radiation monitoring equipment 
and were then trailed to the city of Batumi, where they were apprehended. 

It is believed that the individuals were trying to smuggle the material into 
Turkey. 

Tbilisi, Georgia, 2000 

In September 2000, three persons were arrested at Tbilisi airport for 
attempting to sell a small quantity of mixed powder containing about 

0.0004 kilograms of plutonium and 0.0008 kilograms of low enriched 
uranium, as well as a 0.002 kilogram sample of natural uranium. According 
to press reports, an official in the Georgian Ministry of State Security said 
that two individuals arrested were Georgian citizens, and the third was 
from Armenia. The. individuals said they had brought the uranium and 
plutonium from Russia and Ukraine to sell it. 

Germany, 2000 

In December 2000, a worker at a closed spent fuel reprocessing plant 
removed radioactively contaminated items from the facility, deliberately 
evading radiation safety monitors. The contaminated items, described as 
rags and a test tube filled with aging waste material, contained a very 
minute amount of plutonium. 

Greece, 2001 

In January 2001, police found a cache of about 300 metallic plates buried 
in a forest in northern Greece. The material in the plates was determined 
to be plutonium and a radioactive source known as americium. According 
to one report, the material had been smuggled into Greece either from one 
of the countries of the former Soviet Union or Bulgaria. Each plate 
contained a small quantity of plutonium but the total amount was about 
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0.003 kilograms. An official from Greece’s atomic energy commission said 
that the quantity of nuclear material found was insufficient to build a 
nuclear weapon but the material posed a health hazard. A law 
enforcement officer speculated that the individuals who buried the metal 
plates were probably waiting for a potential buyer. 


France 200 1 * n *^01, p°^ ce seized several grams of highly enriched uranium and 

J arrested three suspects in Paris, France. According to preliminary reports, 

the enrichment level was about 80 percent, but results of laboratory 
analysis have not yet been reported to the IAEA. One of the suspects had 
recently completed a prison sentence for fraud charges, and the other two 
reportedly were citizens of Cameroon. According to one press account, 
French police found the material encased in a glass bulb that was stored in 
a lead cylinder. 
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This appendix provides additional information about each of the six 
agencies that are providing assistance to combat nuclear smuggling. 


Dormrtm ont op Fl'lPT’P'V PGE has two programs that have provided assistance to combat nuclear 
" ^ material smuggling — the Second Line of Defense program and the 

International Export Control program. From fiscal year 1997 through 2001, 
DOE spent $11.2 million on the Second Line of Defense program, including 
$2.7 million provided by the State Department, to install 70 portal monitors 
at eight border crossings in Russia and provide 20 handheld radiation 
detectors. The eight border crossings include an airport in Moscow, six 
seaports and one railroad crossing. The eight border crossings are the first 
of close to 60 sites that DOE has included in the Second Line of Defense 
program based on a study in which DOE evaluated the need for radiation 
detection equipment at over 300 border crossings in Russia DOE 
prioritized the border crossings based on factors that might increase the 
risk that potential smugglers would use those border crossings to smuggle 
nuclear material out of Russia For example, the study placed a higher 
priority on border crossings that are close to Russian facilities that store 
weapons-usable nuclear material or to potential markets for smuggled 
nuclear material. DOE began work at two additional border crossings in 
Russia in fiscal year 2001 and 17 additional border crossings in fiscal year 
2002. DOE expects that it will complete 12 of the sites in fiscal year 2002. 

DOE officials said that they have taken a number of steps to ensure that 
radiation detection equipment is operated and maintained and that Russia 
is using the equipment for the intended purpose. First, DOE uses 
equipment manufactured in Russia by a Russian contractor in order to 
facilitate equipment installation and maintenance. Then, after the Russian 
contractor installs the systems, DOE tests the equipment at the border 
crossings to ensure that the portal monitors are placed in an optimal 
configuration and calibrated correctly and that they are installed as 
agreed. For example, DOE conducted testing in October 2000 and found 
that some portal monitors were not configured optimally or calibrated 
correctly and that some pedestrian and vehicle crossings did not have 
radiation detection equipment. DOE officials said that they withheld final 
payment for installation until the contractor submitted evidence showing 
that any problems had been resolved. 

According to DOE officials, the Russian government is strongly committed 
to the Second line of Defense program and has provided DOE with good 
access to the border crossings where equipment is being installed. For 
example, in October 2000, Russian officials allowed DOE to participate in 
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a search of a truck that set off an alarm at one of the portal monitors 
provided by DOE. (The search revealed that the truck was transporting 
fertilizer, which can cause a false alarm.) In addition, DOE estimated that 
Russia spent $300,000 to install 14 pedestrian portal monitors at another 
terminal of the airport in Moscow. 

DOE budgeted $10 million for the Second line of Defense program and 
spent $8.5 million from fiscal year 1997 through 2001, and the program 
received $12 million in fiscal year 2002 appropriations. 1 The State 
Department provided a total of $7.5 million to support the Second line of 
Defense program — $5.1 million to pay the Russian enterprise that 
manufactures and installs the portal monitors and $2,4 million that it 
provided to DOE. Of the $5.1 million for the Russian contractor, State 
spent $2.6 million through fiscal year 2001. a Of the $2.4 million that it 
received from State (through the Export Control and Related Border 
Security Assistance program), DOE spent $0.1 million through fiscal year 
2001 and earned over $2.3 million in unspent funds into fiscal year 2002. 

DOE spent $22 million from fiscal year 1992 through 2001, including 
$2.4 million from the State Department, on assistance to countries of the 
former Soviet Union — primarily Russia, Ukraine, and Kazakhstan— to 
improve their ability to control the export of goods that could be used in 
the development of nuclear weapons. The assistance provided under this 
program falls into three general categories: export licensing, industiy 
awareness and compliance, and border enforcement. The export licensing 
assistance helps establish the regulations and procedures for issuing 
licenses to enterprises that allow them to export their goods and 
technologies. For example, DOE is providing Ukraine and Kazakhstan with 
computerized export control licensing systems that are specific to nuclear 
goods. Industry awareness and compliance consists primarily of 
workshops for enterprises that need training in understanding the export 
control system and complying with export control laws and regulations. 
DOE officials estimate that about 1,000 or so enterprises in Russia, most of 


1 DOE carried over $0.9 million in unspent funds into fiscal year 2002 and transferred 
$0.7 million from Second Line of Defense to the International Export Control Program in 
fiscal year 2001 when DOE made the Second Line of Defense program part of the Material 
Protection, Control, and Accounting program. 

2 The $5.1 million includes $3 million from the Nonproliferation and Disarmament Fund and 
$2.1 million from the Export Control and Belated Border Security Assistance program. The 
Nonproliferation and Disarmament Fund has a contract with the Russian enterprise and 
manages the entire $5.1 million in funding. 
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which are spin-offs of the nuclear weapons complex, need such training. 
Border enforcement assistance consists of equipment and training to help 
customs officials stationed at border crossings recognize nuclear-related 
good and technologies that require an export license before they can be 
exported from the country. 

Table 3 shows a breakdown of International Export Control Program 
expenditures by country and source of funding. State’s Export Control and 
Related Border Security Assistance program provided a total of $4.9 
million through fiscal year 2001 to support the program, of which DOE 
spent $2.4 million through fiscal year 2001 and carried over $2.5 million in 
unspent funds into fiscal year 2002. 


Table 3: International Export Control Program Expenditures through Fiscal Year 
2001 


Dollars in millions 




Country 

DOE funds 

State funds 

Total 

Russia 

$4.6 

$0.5 

’ $5.1 

Ukraine 

2.1 

0.4 

2.4 

Kazakhstan 

1.3 

0.6 

1.9 

Baltic states 

<0.1 

0.2 

0.2 

Regional/other 

11.7 

6.8 

12.5 

Total 

$19.6 

$2.4 

$22.0 


Note: Regional/other expenditures includes $9.3 million spent from fiscal years 1992 through 1997 
that DOE was not able to break down by country. 


Source: DOE. 

In addition to the Second Line of Defense program and the International 
Export Control Program, DOE spent $0.5 million on the Special 
Technologies Program to install portal monitors in countries other than 
Russia with funding from the State Department Nonproliferation and 
Disarmament Fund. State’s Export Control and Related Border Security 
Assistance program also provided $0.5 million to this office to repair and 
maintain portal monitors already installed, but DOE had not spent any of 
this funding as of the end of fiscal year 2001. DOE also spent $1.3 million 
in DOD funds to support DOD’s Cooperative Threat Reduction program. 
For example, DOE’s Los Alamos National Laboratory helped to install 
portal monitors in one country in the former Soviet Union. 
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Department of State 


The State Department has provided assistance to combat nuclear 
smuggling primarily through two programs — the Nonproliferation and 
Disarmament Fund and the Export Control and Related Border Security 
Assistance program. In addition, the Georgia Border Security and Law 
Enforcement program has a small radiation detection component. State 
established the Nonproliferation and Disarmament Fund in 1994 to 
provide funding for unexpected needs or opportunities in U.S. 
nonproliferation efforts. Of the $1 15 million the fund received from fiscal 
year 1994 through 2001, State spent $8.5 million on assistance to combat 
nuclear smuggling. State provided radiation detection equipment and other 
assistance to 22 countries including vehicle portal monitors, mobile vans 
equipped with 

x-ray machines and radiation detection equipment, handheld radiation 
detectors, dosimeters, and radiation pagers/ The projects also provided 
customs officials and border guards with other equipment such as fiber 
optic scopes to search fuel tanks, special equipment to detect chemicals 
and metals that could be used in weapons of mass destruction, night vision 
equipment, and radios. 


Other Nonproliferation and Disarmament Fund projects included 
assessments of countries’ ability to interdict nuclear smuggling, 
multinational conferences on the threat of nuclear material smuggling and 
techniques for analyzing seized nuclear material, and course development 
for hands-on training in interdicting nuclear smuggling offered at Pacific 
Northwest National Laboratory. Although State has begun to consolidate 
assistance for combating nuclear smuggling under the Export Control and 
Related Border Security Assistance program, it continues to provide some 
assistance through the Nonproliferation and Disarmament Fund. In 
particular, in fiscal year 2001, State approved a $1.3 million 
Nonproliferation and Disarmament Fund project to install vehicle portal 
monitors at up to 16 sites in one country, and a $0.5 million project to 
assist another country upgrade their domestically produced portal 
monitors to better detect weapons-usable nuclear material. State also 
provided $4.3 million from the Nonproliferation and Disarmament Fund to 
DOE and the U.S. Customs Service to implement part of the assistance — 
$3 million to DOE’s Second Line of Defense Program in Russia, $0.5 
million to DOE’s Special Technologies Program to install the portal 


3 The countries included Armenia, Azerbaijan, Bulgaria, Cyprus, Czech Republic, Estonia, 
Georgia, Hungary, Kazakhstan, Kyrgyzstan, Latvia, Lithuania, Malta, Moldova, Poland, 
Romania, Slovakia, Slovenia, Turkey, Ukraine, and Uzbekistan. 
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monitors provided by State, and $0.8 million to the U.S. Customs Service 
to help State provide equipment and training to the recipient countries. 

From fiscal year 1998 through 2001, the State Department allocated 
$86.6 million for the Export Control and Related Border Security 
Assistance program. State spent $2.7 million of that amount and provided 
$40.2 million to the U.S. Customs Service, $4.4 million to the U.S. Coast 
Guard, $4.9 million to DOE’s International Export Control Program, 

$4.5 million to DOE’s Second Line of Defense program, and $0.5 million to 
DOE’s Special Technologies Program, which installs and maintains portal 
monitors in countries other than Russia on behalf of State. 4 After 
September 11, State received an emergency supplemental appropriation of 
$24.7 million for the program. State’s own $2.7 million in expenditures 
included $0.9 million for three vans equipped with radiation detectors and 
x-ray machines for Russia, $0.2 million for a van for another country, and 
$0.4 million to support a multinational conference on export controls and 
travel expenses of program personnel. State also spent $0.7 million to hire 
outside firms to conduct audits of the funding it provided to other 
agencies and evaluations of assistance provided to three countries that 
State considers more advanced in terms of their ability to interdict nuclear 
smuggling. To provide criteria for evaluating the capability of countries 
receiving U.S. assistance to interdict smuggling, State’s Office of Export 
Control Cooperation and Sanctions, which manages the program, 
developed a list of export control system standards by which to evaluate 
export control systems in host countries. The standards include criteria 
for evaluating the ability of countries to interdict smuggling using 
radiation detection equipment at border crossings. 

State has allocated funds for the Export Control and Related Border 
Security Assistance program primarily from the FREEDOM Support Act, 
which is targeted to the Newly Independent States of the former Soviet 
Union, and from the Nonproliferation, Anti-Terrorism, Demining and 
Related Programs account. Table 4 shows funding levels and sources for 
export control and related border security assistance from fiscal year 1998 
through 2001. 


4 State also used the Export Control program to provide $15.9 million to Department of 
Commerce assistance to improve countries’ export control systems and $0.8 million to 
DOD to update an export control computer system that the Cooperative Threat Reduction 
program provided to one country. 
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Table 4: Export Control and Related Border Security Assistance Program Funding, 
Fiscal Year 1998-2001 

Dollars in millions 







1998 

1999 

2000 

2001 

Total 

Nonproliferation, Anti-Terrorism, 

Demining and Related Programs 

$3.0 

$5.0 

$14.5 

$19.1 

$41.6 

FREEDOM Support Act 

0 

0 

15.0 

21.0 

36.0 

Other 

0 

4.0 

5.0 

0 

9.0 

Emergency supplemental appropriation 

0 

0 

0 

24.7 

24.7 

Total 

$3.0 

$9.0 

$34.5 

$64.8 

$111.3 


Source: State Department. 


In addition to the Nonproliferation and Disarmament Fund and the Export 
Control and Related Border Security Assistance program, State’s Georgia 
Border Security and Law Enforcement program provides some radiation 
detection assistance to combat nuclear material smuggling. The Georgia 
program focuses more broadly on developing the country’s border 
infrastructure, assisting it to gain control of its border including its 
seacoast, and strengthening border security against any type of crime such 
as drug smuggling. One of the objectives of the program is also to 
strengthen the country’s border security against nuclear smuggling. 
Customs, which manages the program for State, received a total of 
$71.1 million from State and spent $38.3 million through fiscal year 2001, 
of which $0.2 million was for radiation detection equipment including two 
portal monitors and 44 handheld radiation detectors. 


Department of 
Defense 


From fiscal year 1993 to about 1998, the DOD Cooperative Threat 
Reduction program spent $16 million on assistance to five countries. In 
addition, DOD provided $1.3 million to DOE and $1.1 million to the U.S. 
Customs Service to implement some of the assistance. Of the $16 million, 
DOD spent $1 million on radiation detection equipment including 
$0.9 million for 36 pedestrian portal monitors and 100 handheld radiation 
detectors for one country in the former Soviet Union and $0.1 million for 
100 handheld radiation detectors for another country. The $10.2 million 
worth of other equipment that DOD provided consisted a range of items to 
enable the countries to better patrol their borders, conduct searches for 
smuggled contraband, and equip their border posts. For example, DOD 
provided vans equipped with x-ray systems (but not radiation detectors) to 
search cargo to two countries, boats to two other countries for patrolling 
their coasts, and 50 contraband detection kits to another country with 
tools such as fiber optic scopes to search fuel tanks. See table 5 for a 
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breakdown of expenditures by country and category of assistance to 
combat nuclear smuggling. 


Table 5: Cooperative Threat Reduction Expenditures through Fiscal Year 2001 

Dollars in millions 


Russia 

Ukraine 

Kazakhstan 

Belarus 

Georgia 

Total 

Radiation detection 
equipment 

0 

0 

$0.1 

$0.9 

0 

$1.0 

Other equipment 

0 

$2.3 

4.2 

2.6 

$1.0 

10.2 

Program 

management 

<0.1 

2.1 

0.4 

2.2 

0.1 

4.8 

Total 

$<0.1 

$4.4 

$4.7 

$5.7 

$1.1 

$16.0 


Source: DOD. 

DOD spent $10.2 million from fiscal year 1997 through 2001 on the 
International Counterproliferation Program to provide training and 
equipment to customs, border guard, and law enforcement personnel in 
17 countries. The International Counterproliferation Program includes a 
program in cooperation with the U.S. Customs Service, which received 
$2.1 million from DOD to provide assistance, and another program in 
cooperation with the FBI, which received $1 million. The DOD/Customs 
program provides instruction on die detection, identification, and 
investigation of nuclear smuggling. The training comes with equipment 
packages that include radiation pagers and tools for searching persons and 
vehicles. The DOD/FBI program provides training and equipment with an 
emphasis on investigating and responding to nuclear smuggling incidents. 

Also under the Cooperative Threat Reduction program, DOD spent 
$0.3 million to install portal monitors at three border crossings in one 
country in the former Soviet Union. DOE installed the equipment in 
cooperation with DOE's Lawrence Livermore National Laboratory, which 
has begun site surveys at about eight additional border crossings. 

Although DOD provided the same Russian portal monitors to the country 
that DOE is providing to Russia under the Second Line of Defense 
program, DOD has also worked with that country to develop an 
indigenous capability to manufacture and maintain portal monitors. 


t t c fiictnrrm Sprvipp The U.S. Customs Service, the largest recipient of funding provided by 

State and DOD, received a total of $44.2 million from the two agencies and 
spent $11.1 million from fiscal year 1993 through 2001 on assistance to 
combat nuclear smuggling. Specifically: 
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Customs received $40.2 million from State’s Export Control and Related 
Border Security Assistance program and spent $8.1 million from fiscal year 
1999 through 2001 for equipment and training for close to 30 countries. 
Assistance under this program includes stationing advisors in many of the 
countries to help coordinate and implement assistance from all of the 
programs to combat nuclear smuggling. 

Customs received $0.8 million from State’s Nonproliferation and 
Disarmament Fund and spent $0.6 million for Project Amber from fiscal 
year 1994 through 2001. Project Amber provided equipment and training to 
the Czech Republic, Estonia, Hungary, Latvia, Lithuania, Poland, and 
Slovakia. Customs also provided assistance to Cyprus and Malta with 
funding from the Nonproliferation and Disarmament Fund. 

Customs received $2.1 million from DOD’s International 
Counterproliferation Program and spent $1.6 million from fiscal year 1997 
through 2001 for assistance to Armenia, Azerbaijan, Bulgaria, Estonia, 
Georgia, Hungary, Kazakhstan, Kyrgyzstan, Latvia, Lithuania, Moldova, 
Romania, Slovakia, Slovenia, Turkmenistan, and Uzbekistan. 

Customs received $1.1 million from DOD’s Cooperative Threat Reduction 
program and spent $0.7 million from fiscal year 1993 through 1999 for 
assistance to Belarus, Kazakhstan, Russia, and Ukraine. Customs returned 
$0.4 million in unspent funds to DOD. 

Customs’ assistance included radiation pagers that border officials wear 
on their belts and that can also be used as handheld devices to pinpoint 
the location of radioactive material that caused a portal monitor alarm. 
Customs provided a variety of other high- and low-tech tools ranging from 
very basic items such as flashlights and tools for opening containers where 
smuggled goods may be hidden to more sophisticated equipment such as 
fiber optic scopes for searching fuel tanks. Training includes operation of 
the x-ray vans equipped with radiation detectors; hands-on instruction in 
using equipment to detect nuclear smuggling; techniques for investigating 
smuggling operations; tracking the movements of smugglers who avoid 
legal border crossings by going through rugged and remote areas between 
ports of entry; and “train-the-trainer" courses to enable countries to train 
more personnel than the U.S. assistance can reach. Hands-on training 
includes a 2-week course at DOE’s Pacific Northwest National Laboratory 
on interdicting smuggling of weapons of mass destruction, including 
nuclear materials. Officials from several countries that have received U.S. 
assistance told us that the training improved their border security 
interdiction and investigation skills and promoted better understanding of 
how to operate radiation detection equipment. For example, one country’s 
border security and customs personnel told us that the U.S. Customs 
Service-sponsored training at Pacific Northwest National Laboratory was 
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Programs 


particularly beneficial because it provided for “hands-on” training to detect 
nuclear materials hidden in vehicles. Table 6 shows a breakdown of U.S. 
Customs Expenditures. 


Table 6: U.S. Customs Service Expenditures, by Funding Source, through Fiscal 

Year 2001 


Funding 

Expenditures 

Obligations 

Balance 

State Export Control and Related 
Border Security Assistance 

$40.2 

$8.1 

$6.3 

$25.8 

State Nonproliferation and 
Disarmament Fund 

0,8 

0,6 

<0.1 

0.1 

DOD International 
Counterproliferation proqram 

2.1 

1.6 

0.2 

0.3 

DOD Cooperative Threat 
Reduction 

1.1 

0.7 

0 

0.3 

Total 

$44.2 

$11.1 

$6.5 

$26.5 


Source: U.S. Customs Service. 


U.S. Coast Guard 


Through the end of fiscal year 2001, the U.S. Coast Guard received 
$4.4 million from the State Department Export Control and Related Border 
Security Assistance program and spent $1.6 million to provide assistance 
for maritime interdiction of nuclear smuggling to countries of the former 
Soviet Union. The Coast Guard used $1.5 million of that amount in one 
country to provide two boats with spare parts, station a Coast Guard 
advisor in country, and provide training. In addition, the Coast Guard 
provided some assistance to four countries and budgeted funds for 
assistance to four other countries. 


TTpfl pv'ol T-Vnrpai 1 of The FBI has provided assistance to 13 countries of the former Soviet 

Union and Central and Eastern Europe as part of the DOD International 
Investigation Counteiproliferation program. DOD managed the program and paid all the 

FBI travel expenses associated with delivering the training. The FBI’s only 
expenditures have been for developing the curriculum for the training 
courses. Through fiscal year 2001, die FBI received approximately 
$1 million from DOD and spent $0.4 million. Until fiscal year 2001, FBI 
assistance consisted only of an awareness seminar for high-level 
government, officials on weapons of mass destruction nonproliferation at 
the International Law Enforcement Academy in Budapest, Hungary. In 
fiscal year 2001, the FBI began providing additional courses with more 
detailed training geared toward the law enforcement officers who 
investigate and respond to smuggling incidents. One of the new courses, 
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which the DOD/FBI effort had provided only to one country as of the end 
of fiscal year 2001, trains law enforcement and emergency management 
personnel through practical exercises simulating a seizure of nuclear' or 
other smuggled material. As part of the course, the DOD/FBI effort 
provides equipment packages worth $240,000 to outfit three 30-man 
response teams with a variety of equipment including HAZMAT suits to 
facilitate the safe handling of seized material, evidence collection and 
sampling kits, chemical detection equipment, and also radiation pagers. 
(The FBI originally planned to provide equipment packages worth $70,000, 
but it increased the amount of equipment because it received additional 
funding from DOD.) Other new courses that were initiated in fiscal year 
2001 include crime scene management and crisis management, which 
trains different government agencies to work together to respond to a 
smuggling incident. 
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Department of State 



United States Department of State 
Washington, D C. 20520 


Dear Ms. Westin: 

We appreciate the opportunity to review your draft 
report, "NUCLEAR NONPROLIFERATION: U.S. Efforts to Help 
Other Countries Combat Nuclear Smuggling Need Strengthened 
Coordination and Planning," GAO-02-426, GAO Job Code 360093. 

The enclosed Department of State comments are provided 
for incorporation with this letter as an appendix to the 
final report. 

If you. have any questions concerning this response, 
please contact John Schlosser, Director, Office of Export 
Control Cooperation, Bureau of Non Proliferation, at (202) 
647-1966. 


Sincerely, 



Assistant Secretary and 
Chief Financial Officer 


Enclosure: 

As stated. 


cc: GAO/NRE - Ms. Gary L. Jones 
State/OIG - Mr. Berman 
State/NP - Mr. Van Diepen 


Ms. Susan S. Westin, 

Managing Director, 

International Affairs and Trade, 

U.S. General Accounting Office. 
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Department of State 
Comments on the GAO Draft Report 

NUCLEAR NONPROLIFERATION: U.S. Efforts to Help Other 
Countries Combat Nuclear Smuggling Need Strengthened 
Coordination and Planning 
(GAO-02-426 , Job Code 360093) 


In general, the Department of State concurs with this 
report's conclusions and recommendations. The Department 
recognizes that inter-agency coordination and planning with 
regard to U.S. Government efforts to help other countries 
combat nuclear smuggling can be further strengthened. 

State is taking the lead in facilitating development of a 
government -wide plan for an integrated approach to the 
provision of detection equipment and related maintenance 
and support to the countries of the former Soviet Union and 
Central and Eastern Europe, as recommended in the report. 

The Department believes, however, that the report gives 
insufficient weight to the progress . that has been 
registered in the past year and a half to improve 
coordination and planning in this area and to address many 
of the technical concerns discussed in the report. These 
improvements were effected amid a dramatic ramping-up of 
the State Department's Export Control and Related Border 
Security (EXB5) assistance program, of which the provision 
of nuclear detection equipment is only a part, aimed at 
confronting Che increased proliferation threat. (The 
program grew from $9 million in FY 1999 to $40 million in 
FY 2001.) 

The Department established the Office of Export Control 
Cooperation and Sanctions (NP/ECS) within the Bureau of 
Nonproliferation in December 2000. This office was charged 
with, inter alia, implementing, managing and coordinating 
U.S. Government export control and related border security 
programs in countries aimed at stemming the proliferation 
of weapons of mass destruction, their delivery systems, 
related goods and technologies, and other weapons. In 
carrying out this function, NP/ECS chairs an inter-agency 
working group that evaluates, prioritizes, and approves 
projects that USG agencies propose to undertake to improve 
countries' export control and related border security 
capabilities and coordinates implementation of such 
projects. This working group has done much to ensure that 
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individual agencies' activities within the SXBS program and 
related to it are mutually coordinated and directed toward 
the accomplishment of CJ.S. Government foreign policy goals. 
Although they have their own sources of funding, the 
Departments of Defense and Energy regularly participate in 
the working group and have contributed significantly to an 
overall rationalisation of assistance programs provided 
through different Congressional appropriations. 

The Department has taken a number of additional steps to 
.improve the planning and implementation of export control 
assistance efforts. State maintains a planning calendar 
for agencies' worldwide program activities in order to 
ensure that they are properly coordinated and completed. 

To implement programs in the countries of the former Soviet 
Union, NP/ECS works closely with the Department's Office of 
the Coordinator for Assistance to Europe and Eurasia to 
ensure that EXES program activities are fully consistent 
with larger U.S. foreign policy goals and harmonized with 
other related U.S. assistance programs in those countries. 
NP/ECS also has implemented a series of measures to ensure 
that strict financial management controls over the EXBS 
program and individual agencies' activities within it are 
maintained and enhanced. 

Similarly, the State Department independently has taken 
steps to improve internal coordination as well as 
accountability for equipment previously provided to other 
countries. In October 2001, NP/ECS assumed responsibility 
for all export control assistance functions at State 
including maintenance and support for radiation detection 
and other equipment previously provided to foreign 
governments by other USG programs 'including another 
program that had bean administered by the state 
Department), and also evaluation of host governments' 
employment of that equipment. The State-funded export 
control advisors, who keep inventory of all such equipment 
in 20 countries in Central, Southern and Eastern. Europe and 
the NIS, report on its condition and use, and whether it 
should be repaired, upgraded or replaced. This has done 
much to rationalize the implementation of the assistance 
program in the field. 

While subtantial progress has been made, the State 
Department believes there is more to be done to ensure a 
coherent, coordinated approach to the provision of 
radiation detection equipment to foreign governments, 
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taking into account the diversity of conditions, threats 
and levels of technical capability present in various 
countries that receive u.s. assistance. The Department 
welcomes all the recommendations in the report, and will 
work with other agencies to implement them. 
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Department of Energy 

National Nuclear Security Administration 

Washington, DC 205B5 


Ms. Gary L. Jones 
Director, Natural Resources 
and Environment 
U. S. General Accounting Office 
Washington, D.C. 20548 


The General Accounting Office's draft report GAO-02-426, "NUCLEAR 
NONPROLIFERATION: U.S. Efforts to Help Other Countries Combat Nuclear 
Smuggling Need Strengthened Coordination and Planning,” has been reviewed by 
my office. We understand that the General Accounting Office (GAO) was 
requested to review the National Nuclear Security Administration’s (NNSA) 
Second Line of Defense program. Specifically, the GAO was asked to (1) identify 
other federal programs devoted to detecting illicit nuclear materials trafficking at 
country borders; (2) analyze funds received for these programs through fiscal year 
2001 and future budget plans; (3) determine the lovol or coordination among these 
programs; (4) assess these programs’ effectiveness; (5) identity the host countries’ 
contributions and commitments to these programs; and (6) analyze nuclear 
material smuggling cases in the former Soviet Union and Central Asian republics 
over the past decade. 

GAO lias concluded that the current multiple-agency approach to providing U.S. 
assistance to combat nuclear smuggling is not the most effective way to deliver 
this assistance. Furthermore, GAO has concluded that coordination is also a 
problem within agencies that provide assistance. Finally, GAO has expressed 
concern about how U.S. equipment is being used by the recipient countries. We 
realize that it is difficult to assess the impact and effectiveness of the U.S.- 
supplied equipment unless data are routinely obtained and analyzed. We, like 
GAO, believe that sharing data is of critical importance to the success of the U.S. 
program and countries’ efforts to combat nuclear smuggling. 

The NNSA appreciates having had the opportunity to review this draft report. 
While we agree with the general findings of the report we would like to clarify 
tliat NNSA has: (1) one program to combat nuclear smuggling (the Second Line 
of Defense [SLD] Program) that has historically focused primarily on Russia and 
is now expanding to other countries; (2) one program on export control outreach 
(the international Export Control Program) that deals with dual-use equipment, 
material, and technology; and (3) a DOE work for others program (the Special 
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Technologies Program now the Advanced Technologies Program) that uses 
Department of State funding to maintain and place radiation detectors outside of 
Russia. 

Additionally, calculations and tests of the SLD installed monitors in Russia, that 
are calibrated at more sensitive levels, have proven that there is no change in the 
ai ready-low fa’se-alarm-rate of these instruments. While it is not immediately 
apparent from GAO's report, data and reports about non-SLD monitors indicate 
that they are not as sensitive to special nuclear materials, are not as reliable, and 
most have limited or no ability to detect shielded plutonium. While most 
monitors will detect strong gamma-emitting radioactive sources that could be used 
by terrorists for radiation dispersal devices, not all monitors are sensitive enough 
to detect the small signature of highly enriched uranium. 

Finally, NNSA’s Second Line of Defense program endorses die need for a more 
uniform approach to radiation monitoring at borders to combat nuclear Smuggling. 
This is in line with its philosophical approach to providing a comprehensive 
systems solution to combat nuclear smuggling through the careful deployment of 
quality equipment, training of officials, and adequate provisions for maintenance. 

Sincerely, 


^ Linton F. Brooks 

Deputy Administrator for 
Defense Nuclear Nonproliferation 


cc: Anthony R. Lane 

Associate Administrator for 
Management and Administration 
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U.S. Customs Service 

Memorandum 

DATE: April 25, 2002 
FILE: AUD-t-OP BBS 


MEMORANDUM FOR GARY L. JONES 

GENERAL ACCOUNTING OFFICE 

FROM; Director, 

Office of Planning 

SUBJECT; Draft Audit Report Entitled “Nuclear 

Nonproliferation: US Efforts to Combat Nuclear 
Smuggling Need Strengthened Coordination and 
Planning" 

Thank you for providing us with a copy of your draft report on nuclear 
nonproliferation and the opportunity to discuss the issues in this report. 

It is important to note that the U.S. government’s non-proliferation efforts 
are not limited to nuclear materials, but have a wider focus and cover the 
entire spectrum of WMD, including chemical and biological weapons. 

This report focuses on the use of technology to detect nuclear or 
radioactive materials. However, readers should not lose sight of the 
highly developed skills and experience of the individuals involved in non- 
proliferation efforts. Technology is only a tool in the hands of a border 
inspection officer, making training and procedures equally critical to a 
successful program. 

Since U.S. Customs actually expends the lion’s share (two-thirds) of all 
funds appropriated for these activities (see page 44), we recommend that 
the recommendation regarding the development of a plan by the State 
Department be reworded to specifically include Customs, « 

If you have any questions regarding these comments, please contact Ms. 
Brenda Brockman Smith at (202) 927-1507. 




(360093) 
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support Congress in meeting its constitutional responsibilities and to help 
improve the performance and accountability of the federal government for the 
American people. GAO examines the use of public funds; evaluates federal 
programs and policies; and provides analyses, recommendations, and other 
assistance to help Congress make informed oversight, policy, and funding 
decisions. GAO’s commitment to good government is reflected in its core values 
of accountability, integrity, and reliability. 
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Senator Landrieu. Thank you, Senator. 

Senator Bill Nelson. Madam Chairman, could I just add one 
comment? 

Senator Landrieu. I am sorry, Senator Nelson. Go right ahead. 

Senator Bill Nelson. I believe that there is no subject more im- 
portant to the future of this country and to its security than what 
we are examining today. In addition to what the distinguished 
chairman and ranking member have already shared, I would ex- 
tend my concern to the fact that the enormously progressive first 
step that we have taken, for example in the Moscow Treaty, taking 
the weapons off the Intercontinental Ballistic Missiles (ICBM), 
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then there ought to be a plan in place, which there is not, of de- 
stroying those weapons; and there ought to be a negotiated protocol 
with Russia that would go about destroying those weapons that are 
taken off the ICBMs; as well as the issue that has not even been 
addressed, which is the tactical nuclear weapons, as well as the fis- 
sionable material. 

Speaking of the fissionable material, Madam Chairman, what I 
would like to further add to the comments made by you and Sen- 
ator Roberts, is the fact that we know what a dirty bomb would do 
in terms of fear, panic, and economic disruption, even if it would 
not cost a lot of life. What is an easy source of radioactive material? 
What we have in all of our hospitals in this country. So what is 
the protection of that radioactive material, as well as the bomb 
grade stuff that we usually talk about? 

Thank you, Madam Chairman. 

Senator Landrieu. Excellent point. Thank you, Senator. Why 
don’t we begin with you, Ms. Jones? 

STATEMENT OF MS. GARY L. JONES, DIRECTOR, NATURAL RE- 
SOURCES AND ENVIRONMENT, GENERAL ACCOUNTING OF- 
FICE 

Ms. Jones. Thank you very much, Madam Chairman. I appre- 
ciate the opportunity to be here today to discuss our work on U.S. 
efforts to combat nuclear smuggling. The threat is serious. The 
International Atomic Energy Agency (IAEA) reports, as you noted, 
181 confirmed cases of illicit trafficking of nuclear material since 
1993. A significant number of these cases involve material that 
could be used to produce a nuclear weapon or a dirty bomb which 
uses conventional explosives with radioactive material to spread 
contamination. 

In my testimony this afternoon, I will describe how the United 
States helps other countries to combat illicit trafficking in nuclear 
materials and how much the U.S. has spent, how well U.S. agen- 
cies coordinate this assistance, and whether the assistance has 
been effective, and then what is being done on our borders. My 
statement is based on our May 16 report to Senator Roberts and 
information we obtained from the U.S. Customs Service subsequent 
to issuing that report. 

U.S. efforts to help other countries combat nuclear smuggling are 
carried out by six Federal agencies: DOE, State, DOD, the U.S. 
Customs Service, the FBI, and the Coast Guard. From fiscal years 
1992 through 2001, they spent about $86 million to help about 30 
countries, mostly in the former Soviet Union and Central and East- 
ern Europe. The six agencies have provided a variety of assistance. 
They have installed radiation detection equipment, such as portal 
monitors, mobile vans equipped with radiation detectors, and hand- 
held detectors. They have also helped countries improve their abil- 
ity to control the export of goods and technologies that could be 
used to develop nuclear weapons and provided training to border 
guards and law enforcement officials. 

Although an interagency group chaired by the Department of 
State exists to coordinate U.S. assistance efforts, the six agencies 
did not always work together and there is no overall Government- 
wide plan to guide their efforts. The most troubling consequence of 
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the lack of coordination is that DOE, State, and DOD have pursued 
separate approaches with the countries they work with to install 
radiation detection equipment at border crossings. 

Specifically, DOE and DOD have installed equipment that is bet- 
ter able to detect material that could be used for a nuclear weapon 
than the less sophisticated radiation detection monitors the State 
Department had installed. As a result, some countries’ border 
crossings are more vulnerable than others. 

Concerning the effectiveness of the U.S. assistance, the assist- 
ance is in our national security interest, and we have found that 
the assistance is generally helping countries combat the smuggling 
of nuclear and other radioactive materials. Representatives from 17 
recipient countries told us that U.S. assistance had provided need- 
ed equipment and training. 

However, there have been serious problems with the installation, 
use, and maintenance of this equipment. For example, about one 
half of the stationary radiation detection monitors provided to one 
country were never installed. In another country, a portal monitor 
was installed on an unused road and radiation detection equipment 
was stored in the basement of a U.S. embassy for about 2 years be- 
cause of a disagreement about how to provide the power supply for 
the equipment. 

These and other problems are largely a result of the lack of over- 
sight and follow up by the agencies providing the assistance. U.S. 
officials are trying to correct some of these problems by, among 
other things, stationing full-time advisers in countries receiving 
U.S. assistance. 

Let me turn to our borders for a moment. Customs Service offi- 
cials told us that since September 11, antiterrorism efforts, includ- 
ing detecting nuclear smuggling, have become a top U.S. Customs 
Service priority. Customs relies on a three-part strategy to combat 
nuclear smuggling: training, targeting, and technology. 

For example, Customs plans to train up to 140 of its approxi- 
mately 7,500 inspectors to detect nuclear material by the end of fis- 
cal year 2002. While Customs has data and an automated system 
to screen information, Customs officials told us that one of its 
greatest needs is better information to target shipments more accu- 
rately. 

Looking at technology, Customs officials told us that they rely on 
radiation pagers, personal detectors designed to be worn on the 
belt, as the primary equipment to detect nuclear material and 
plans to make the pagers standard equipment for each of the agen- 
cy’s 7,500 inspectors by the end of 2003. 

Unfortunately, the pagers are personal safety devices, not search 
instruments, since they have a limited range and were not de- 
signed to detect weapons-usable nuclear material. Customs does 
plan to purchase 400 portal monitors, about half this fiscal year 
and half next fiscal year. While these purchases are a step in the 
right direction, Customs does not have a comprehensive strategic 
plan to guide its anti-terrorism efforts. Such a plan at a minimum 
would assess vulnerabilities and risks, identify the complement of 
radiation detection equipment that should be used at each border 
entry point, and whether the equipment could be immediately de- 
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ployed, and develop measures to ensure that the equipment pur- 
chased is adequately maintained. 

However, it is not enough to simply deploy equipment. Customs 
personnel must be effectively trained in radiation science, the use 
of the equipment, and identifying and responding to alarms. The 
strategic plan should identify total costs, annual budgetary needs 
and time frames for all these activities. The plan would provide for 
an integrated, systematic approach to Customs’ antiterrorism ef- 
forts and provide the basis for setting priorities. 

Thank you, Chairman Landrieu. I would be happy to respond to 
questions at the appropriate time. 

[The prepared statement of Ms. Jones follows:] 

Prepared Statement by Ms. Gary L. Jones 

Madam Chairman and members of the subcommittee: 

I appreciate the opportunity to be here today to discuss our work on U.S. efforts 
to combat nuclear smuggling. The threat presented by nuclear smuggling is serious 
and poses national security concerns. Illicit trafficking in or smuggling of nuclear 
and other radioactive materials occurs worldwide and has reportedly increased in 
recent years. According to the International Atomic Energy Agency (IAEA) as of De- 
cember 31, 2001, there have been 181 confirmed cases of illicit trafficking of nuclear 
materials since 1993. A significant number of cases reported by IAEA involved ma- 
terial that could be used to produce a nuclear weapon or a device that uses conven- 
tional explosives with radioactive material — a “dirty bomb” — to spread contamina- 
tion over a wide area. Nuclear materials can be smuggled across a country’s border 
through a variety of means: they can be hidden in a car; train; or ship; carried in 
personal luggage through an airport; or walked across an unprotected border. 

In my testimony, I will address (1) the different U.S. federal programs tasked 
with combating the international threat of illicit trafficking in nuclear materials and 
the amount of U.S. funding spent on this effort; (2) how well the U.S. assistance 
is coordinated among federal agencies; (3) the effectiveness of the international as- 
sistance — equipment and training — provided by the United States; and (4) informa- 
tion about efforts to combat nuclear smuggling at U.S. borders. My statement today 
is based on the results of our May 16, 2002, report on this subject 1 and information 
we obtained from the U.S. Customs Service in May and June 2002. 

In summary, U.S. efforts to help other countries combat nuclear smuggling are 
divided among six federal agencies — the Departments of Energy (DOE); State; and 
Defense (DOD); the U.S. Customs Service; the Federal Bureau of Investigation 
(FBI); and the U.S. Coast Guard. From fiscal year 1992 through fiscal year 2001, 
the 6 agencies spent about $86 million to help about 30 countries, mostly in the 
former Soviet Union and Central and Eastern Europe, combat the threat of smug- 
gling nuclear and other materials that could be used in weapons of mass destruc- 
tion. The six agencies have provided a variety of assistance, including installing ra- 
diation detection equipment, helping countries improve their ability to control the 
export of goods and technologies that could be used to develop nuclear weapons, and 
providing other equipment and training to generally improve countries’ ability to 
prevent nuclear smuggling. In particular, DOE has installed radiation detection 
monitors at eight border crossings and plans to install similar equipment at close 
to 60 sites in Russia through its Second Line of Defense program. The State Depart- 
ment has provided radiation detection monitors, mobile vans equipped with radi- 
ation detectors, hand-held detectors, and other assistance to about 30 countries. 
DOD has also provided equipment and other assistance to about 20 countries. With 
funds provided by State and DOD, the U.S. Customs Service, the FBI, and the 
Coast Guard have provided a range of training and equipment to border guards and 
law enforcement officials in numerous countries. 

Regarding coordination among the agencies, U.S. assistance is not effectively co- 
ordinated and lacks an overall governmentwide plan to guide it. Although an inter- 
agency group, chaired by the Department of State, exists to coordinate U.S. assist- 
ance efforts, the six agencies that are providing the assistance do not always work 
in unison. The most troubling consequence of the lack of coordination is that DOE, 


1 U.S. General Accounting Office, Nuclear Nonproliferation: U.S. Efforts to Help Other Coun- 
tries Combat Nuclear Smuggling Need Strengthened Coordination and Planning, GAO-02—426, 
(Washington, DC: May 16, 2002). 
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State, and DOD have pursued separate approaches to installing radiation detection 
equipment at countries’ border crossings. As a result, some countries’ border cross- 
ings are more vulnerable to nuclear smuggling than others. Specifically, DOE is in- 
stalling equipment at border sites in Russia and DOD is installing equipment in an- 
other country that is better able to detect weapons-usable material (highly enriched 
uranium and plutonium), than the less sophisticated radiation detection monitors 
the State Department has installed in other countries. 

Concerning the effectiveness of the U.S. assistance, there is good news and bad 
news to report. First, the good news. We found that U.S. assistance is generally 
helping countries combat the smuggling of nuclear and other radioactive materials. 
Representatives from 17 recipient countries told us that U.S. assistance had pro- 
vided needed equipment and training. Without U.S. assistance, some countries 
would have neither radiation detection equipment at their borders nor training. The 
bad news, however, is that serious problems exist with the installation, use, and 
maintenance of equipment which has undermined U.S. efforts. For example, about 
one-half of the stationary radiation detection monitors provided to one country in 
the former Soviet Union were never installed, and radiation detection equipment 
provided by the State Department to Lithuania was stored in the basement of the 
U.S. embassy for about 2 years because the Department and Lithuanian officials 
disagreed about whether an existing power line was sufficient to operate the equip- 
ment or whether a new one costing $12,600 was needed. These and other problems 
are largely a result of the lack of oversight and follow-up by the agencies providing 
the assistance. We can report, however, that U.S. officials are trying to correct some 
of these problems by, among other things, stationing full-time advisers in countries 
receiving U.S. assistance. 

Concerning efforts to combat nuclear smuggling at U.S. borders, Customs Service 
officials told us that since September 11, 2001, antiterrorism efforts, including de- 
tecting nuclear smuggling, have become a top U.S. Customs Service priority. Cus- 
toms relies on a three-part strategy to combat nuclear smuggling: training, target- 
ing, and technology. Customs officials told us that they rely on radiation pagers-per- 
sonal radiation detectors designed to be worn on a belt-as the primary equipment 
to detect nuclear material. Since fiscal year 1998, Customs has deployed about 4,200 
pagers among its approximately 7,500 inspectors and plans to make the pagers 
standard equipment for every inspector. Most experts we talked to agree that radi- 
ation detection pagers are a useful tool in a layered system that includes various 
kinds of radiation detection equipment. However, DOE officials told us that they 
view the pagers as personal safety devices, not search instruments, and that the 
pagers are not designed to detect weapons-usable nuclear material. In addition to 
the pagers, Customs plans to purchase about 400 portal monitors over the next cou- 
ple of years. 


BACKGROUND 

Over the past decade, the United States has paid increased attention to the threat 
that unsecured weapons-usable nuclear material in the countries of the former So- 
viet Union, particularly Russia, could be stolen and fall into the hands of terrorists 
or countries seeking weapons of mass destruction. Several cases of illicit trafficking 
in nuclear material in Germany and the Czech Republic in the early to mid-1990s 
underscored the proliferation threat. The United States responded to the threat by 
providing assistance to increase security at numerous nuclear facilities in the former 
Soviet Union, particularly in Russia, to prevent weapons-usable material from being 
stolen. This effort is considered the first line of defense against potential theft or 
diversion of nuclear materials. 2 

Radiation detection equipment can detect radioactive materials in medicine and 
industry; in commodities that are sources of naturally occurring radiation, such as 
fertilizer; and in nuclear materials that could be used in a nuclear weapon. The ca- 
pability of the equipment to detect nuclear material depends on many factors, in- 
cluding the amount of material, the size and capacity of the detection device, and 
whether the material is shielded from detection. Detecting actual cases of illicit traf- 
ficking in weapons-usable nuclear material is complicated because one of the mate- 
rials that is of greatest concern — highly enriched uranium — is among the most dif- 
ficult materials to detect because of its relatively low level of radioactivity. In con- 
trast, medical and industrial radioactive sources, which could be used in a radiologi- 
cal dispersion device, are highly radioactive and easier to detect. Because of the 


2 See U.S. General Accounting Office, Nuclear Nonproliferation: Security of Russia’s Nuclear 
Material Improving; Further Enhancements Needed, GAO-Ol-312 (Washington, DC: Feb. 28, 
2001 ). 
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complexities of detecting and identifying nuclear material, customs officers and bor- 
der guards who are responsible for operating detection equipment must also be 
trained in using handheld radiation detectors to pinpoint the source of an alarm, 
identify false alarms, and respond to cases of nuclear smuggling. 

SIX FEDERAL AGENCIES SPENT ABOUT $86 MILLION TO HELP COUNTRIES COMBAT 
NUCLEAR SMUGGLING 

U.S. assistance efforts, which consist primarily of providing equipment and train- 
ing to combat nuclear smuggling and other materials that could be used in weapons 
of mass destruction, are divided among six federal agencies: DOE, DOD, State, the 
Customs Service, the FBI, and the Coast Guard. From fiscal year 1992 through fis- 
cal year 2001, the agencies spent about $86 million in about 30 countries, including 
all of the countries of the former Soviet Union and numerous countries of Central 
and Eastern Europe. Providing radiation detection equipment is one of the many 
types of U.S. assistance. The United States has provided portal monitors (stationary 
equipment designed to detect radioactive materials carried by pedestrians or vehi- 
cles) and smaller, portable radiation detectors at border crossings in many countries 
of the former Soviet Union and Central and Eastern Europe. This equipment, which 
is installed at car and truck crossings, railroad crossings, seaports, and airports, 
serves two purposes: deterring smugglers from trafficking in nuclear materials and 
detecting cases of actual smuggling. Other equipment ranges from hand tools for 
taking apart and searching different compartments of a vehicle for hidden contra- 
band to boats and vehicles for conducting patrols. Similarly, training provided 
ranges from hands-on instruction on using the equipment and conducting searches 
to high-level technical exchanges on establishing the legal and regulatory basis for 
preventing illicit trafficking and trade in sensitive goods that could be used in a nu- 
clear weapon. 

DOE has two assistance programs: the Second Line of Defense program and the 
International Export Control Program (IECP). The Second Line of Defense program 
focuses on providing radiation detection equipment to Russia. DOE had spent $11.2 
million through fiscal year 2001 to install 70 portal monitors at 8 sites in Russia, 
including a Moscow airport. DOE has identified close to 60 sites in total in Russia 
where it plans to install portal monitors over the next decade at a cost of about $60 
million. IECP is designed to help countries of the former Soviet Union control the 
export of goods and technologies that could be used in the development of nuclear 
weapons and had spent $22 million on this effort through fiscal year 2001. Whereas 
the Second Line of Defense program focuses on the nuclear material needed to man- 
ufacture a nuclear bomb, the IECP focuses on other high-technology components 
needed for a bomb, such as equipment for enriching uranium. DOE also spent $1.8 
million to support State and DOD programs to combat nuclear smuggling 

State spent $11.4 million through two programs-the Nonproliferation Disar- 
mament Fund (NDF) and the Export Control and Related Border Security Assist- 
ance program. Through NDF, State spent $8.5 million to, among other things, in- 
stall portal monitors in countries other than Russia, provide handheld radiation de- 
tectors, including radiation pagers, and mobile vans equipped with X-ray machines 
and radiation detectors. The Export Control and Related Border Security Assistance 
program spent $2.7 million, which included funding for mobile vans for Russia and 
Poland. It also spent $0.2 million on a program (implemented by Customs) to pro- 
vide radiation detection equipment as part of its assistance to strengthen Georgia’s 
overall border infrastructure and security against any type of crime, including nu- 
clear smuggling. 

DOD has provided assistance under two programs: the Cooperative Threat Reduc- 
tion (CTR) program and the International Counterproliferation program. The CTR 
program spent $16.3 million to assist five countries. Assistance included providing 
pedestrian portal monitors (to screen people) and handheld radiation detectors. In 
addition, CTR funds have been used to install portal monitors in one country. As 
part of the International Counterproliferation program, DOD spent $10.2 million to 
provide Customs and FBI training and equipment in 17 countries of the former So- 
viet Union and Central and Eastern Europe. 

Customs, FBI, and the Coast Guard have implemented programs with funding 
from State and DOD. Customs was the largest recipient of funds, spending $11.1 
million to combat nuclear smuggling. Customs has provided training and equipment 
to customs agencies and border guards in close to 30 countries. The equipment in- 
cludes radiation pagers as well as other high- and low-tech tools for conducting 
searches and detecting sensitive goods and materials, such as fiber-optic scopes for 
examining fuel tanks for contraband. Training includes providing assistance in oper- 
ating the mobile vans equipped with radiation detectors, providing hands-on in- 
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struction for using equipment, and teaching techniques for investigating smuggling 
operations. In addition to equipment and training, Customs has stationed 22 full- 
time advisers covering 25 countries on behalf of State to help implement and coordi- 
nate the U.S. assistance. 

FBI and the Coast Guard have also played a role in combating nuclear smuggling. 
FBI spent $0.4 million in DOD funds to train and equip law enforcement agencies 
to investigate and respond to actual seizures of smuggled nuclear or other material. 
Training included seminars for high-level officials and courses on conducting inves- 
tigations and managing a crime scene where a seizure has taken place. Equipment 
provided as part of the training included HAZMAT suits to make handling seized 
material safer, evidence collection and sampling kits, chemical detection equipment, 
and radiation pagers. The Coast Guard spent $1.6 million in funds received from 
State to interdict smuggled nuclear material. Assistance to one country includes pro- 
viding two boats with spare parts and stationing an in-country Coast Guard adviser. 

U.S. ASSISTANCE TO COMBAT NUCLEAR SMUGGLING LACKS A COORDINATED APPROACH 

The six agencies that are providing assistance to combat nuclear smuggling have 
not effectively coordinated their activities, and there is no overall governmentwide 
plan to guide their efforts. The most troubling consequence has been that DOE, 
State, and DOD are pursuing separate approaches to improving countries’ border 
crossings, leaving some countries more vulnerable to nuclear smuggling than others. 
Specifically, the results of our review showed that DOE and DOD have installed 
more sophisticated portal monitors at border sites in Russia and another country 
and State has installed less sophisticated portal monitors in other countries. In ad- 
dition, DOD’s Cooperative Threat Reduction program in the mid-1990s provided less 
sophisticated portal monitors to still another country in the former Soviet Union. 
The more sophisticated portal monitors detect two types of radiation: gamma and 
neutron. The less sophisticated equipment installed by State and under DOD’s CTR 
program detects only gamma radiation. The ability to detect neutron radiation 
translates into a greater ability to detect weapons-usable plutonium. 

State Department officials said they used less sophisticated portal monitors be- 
cause of their lower cost and the difficulty many countries would have in maintain- 
ing more sophisticated equipment. Because of the different circumstances existing 
in each country, State officials said that radiation detection assistance should be tai- 
lored to individual country needs. However, the Director of State’s Office of Export 
Control Cooperation and Sanctions said that the department is reevaluating its ap- 
proach, including installing better equipment where appropriate. 

The three agencies have also pursued different approaches to providing handheld 
radiation detection equipment. With funding from DOD and State, Customs has pro- 
vided foreign customs organizations and border guards with radiation detection 
pagers. In contrast, DOE’s Second Line of Defense program provides larger 
handheld detectors but not radiation detection pagers. State and Customs officials 
pointed out that pagers are a useful part of a radiation detection system at border 
crossings and essentially represent one tool in the toolbox to combat nuclear smug- 
gling. 

Although the agencies coordinate their assistance through an interagency group 
chaired by State, we believe these efforts have been inadequate. No one agency is 
in charge of the overall U.S. effort to provide assistance and, consequently, the 
agencies have implemented their programs without always coordinating through the 
interagency group. The absence of a strong focal point for this assistance has led, 
not surprisingly, to differing views about the appropriate role that each agency 
should play in this effort. For example, while State sees itself as the agency that 
leads the coordination effort, a DOD official said that State does not have the nec- 
essary expertise to manage the overall U.S. effort. In contrast, DOE officials told 
us that State should have a lead role in coordination and diplomatic support. How- 
ever, DOE officials questioned whether State and DOD are the appropriate agencies 
for installing portal monitors in countries other than Russia. 

There were also coordination problems within individual agencies. For example, 
although State provides its radiation detection assistance through DOE, the DOE 
office that works with State is completely separate from the Second Line of Defense 
program. A Second Line of Defense program official told us that his program office 
and the other office do not communicate with each other. This official believes that 
the two offices should be merged, and we recommended in our report that a consoli- 
dation occur, preferably under the Second Line of Defense program. 
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U.S. ASSISTANCE HAS HELPED COUNTRIES COMBAT NUCLEAR SMUGGLING BUT 
PROBLEMS WITH EQUIPMENT UNDERMINE EFFORTS 

U.S. assistance has, in general, strengthened the ability of numerous countries 
throughout the former Soviet Union and Central and Eastern Europe to deter and 
detect illicit trafficking in nuclear materials. However, serious problems with in- 
stalling, using, accounting for, and maintaining radiation detection equipment have 
undermined U.S. efforts. 

Officials from 17 countries receiving U.S. assistance to combat nuclear smuggling 
told us that the assistance had provided much needed radiation detection equipment 
and training. According to officials from several countries, U.S.-supplied portal mon- 
itors installed at border crossings and handheld detection equipment represent the 
only assistance of this type that their countries have received. In countries that we 
visited during our fieldwork, including Russia, we observed that the equipment was 
working and was being used for the purposes intended. In fact, Russian customs of- 
ficials told us that equipment funded by DOE had helped accelerate Russia’s plans 
to improve border security. This is a daunting challenge, given the fact that Russia 
has almost 12,500 miles of borders with 14 countries, including North Korea, and 
is in close geographical proximity to Afghanistan, Iran, and Iraq. 

Despite the benefits of the assistance, we found numerous problems with various 
types of radiation detection equipment that has been provided by DOD, State, and 
Customs. According to officials from these agencies and a DOE office responsible for 
installing portal monitors in some countries, U.S. assistance to combat nuclear 
smuggling has lacked effective follow-up to ensure that equipment delivered was 
properly maintained and used for the purposes intended. Several officials told us 
that funding for maintenance of the equipment and training on how to use it has 
been inadequate, because of the U.S. practice of delivering the equipment without 
making provisions for follow-on support. 

Examples of the problems we found with U.S. -supplied equipment — some of which 
we derived from discussions with U.S. program officials and representatives of coun- 
tries receiving U.S. assistance — include the following: 

• About half of the pedestrian portal monitors provided to one country in 
the former Soviet Union were never installed or are not operational. Offi- 
cials from this country told us that they were given more equipment than 
they could use. 

• Portal monitors delivered to Lithuania were stored in the U.S. embassy 
basement for about 2 years because the State Department and the Lithua- 
nian border organization disagreed about whether an existing power supply 
was sufficient to operate the equipment or a new one costing $12,600 was 
needed. 

• Equipment worth about $80,000 could not be given to Estonia as part of 
a DOD/FBI training program because an agreement governing the release 
of such equipment had not been finalized. The equipment was placed in an 
embassy garage for about 7 months before it was transferred to Estonia in 
December 2001. 

• A portal monitor furnished by the State Department to Bulgaria was in- 
stalled on an unused road. Plans are under way to relocate the equipment. 

• Mobile vans equipped with radiation detection equipment (which cost a 
total of $900,000) provided to two countries have limited utility because 
they cannot be operated effectively in cold climates and are very fuel-ineffi- 
cient. Officials from one country told us that the van provided to them is 
stored in a shipping crate at customs’ headquarters. 

Another problem is that in many cases, countries that have received U.S. radi- 
ation detection equipment are not systematically providing information about nu- 
clear materials detected by U.S. -supplied equipment. As a result, it is difficult to 
determine the overall impact and effectiveness of the equipment. 

Actions are being taken to correct these problems. In the past 2 years, the State 
Department has placed full-time advisers in many of the countries receiving U.S. 
assistance to improve program effectiveness. These advisers, generally retired Cus- 
toms officials, are responsible for, among other things, inventorying equipment, de- 
termining how it is being used, including assessing its effectiveness. State is also 
using the advisers to improve equipment sustainability and facilitate routine equip- 
ment maintenance and repair. 

Other factors also affect U.S. efforts to combat nuclear smuggling, such as corrup- 
tion in countries’ border organizations and the amount of territory that requires pro- 
tection. According to officials from several recipient countries, corruption is a perva- 
sive problem within the ranks of border security organizations. In addition, because 
of the large expanses of territory, including borders that are not clearly marked, nu- 
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merous recipient country officials told us that it is impossible to secure every border 
crossing. Furthermore, every country has “green” borders — territory that is not pa- 
trolled or regulated by border security personnel. These areas are very attractive to 
smugglers in general. 

EFFORTS TO COMBAT NUCLEAR SMUGGLING AT U.S. BORDERS 

Since September 11, 2001, antiterrorism efforts, including detecting nuclear smug- 
gling, have become a top U.S. Customs Service priority. While Customs is employing 
a three-pronged approach to this effort, which focuses on training, targeting, and 
technology, it has no overall strategic plan to guide its efforts. In the area of train- 
ing, by the end of fiscal year 2002, Customs plans to train up to 140 inspectors of 
its approximately 7,500 inspectors to detect nuclear material. This specialized train- 
ing is being conducted in cooperation with DOE’s national laboratories. In addition, 
according to Customs, approximately 5,000 Customs personnel have received train- 
ing in familiarization and identification of materials and components associated 
with the development and deployment of nuclear weapons and radiological devices. 
Regarding targeting, Customs uses data from importers and exporters; an auto- 
mated system that screens manifest information; and its Office of Border Security 
to target incoming and outgoing shipments for further inspection. However, Cus- 
toms officials told us that one of its greatest needs is better information to more 
accurately target shipments. 

In the area of technology, Customs officials told us that it relies primarily on radi- 
ation detection pagers to detect nuclear material. Since fiscal year 1998, Customs 
has deployed about 4,200 pagers among its approximately 7,500 inspectors. Customs 
plans to make the radiation detection pagers standard equipment for every inspec- 
tor and expects to purchase over 4,000 additional pagers to complete deployment by 
September 2003. Every inspector will have his or her own pager. However, radiation 
detection pagers have limitations. DOE officials told us that they do not view pagers 
as search instruments, but rather as personal safety devices that have a limited 
range and are not designed to detect weapons-usable material. Customs officials told 
us that the radiation detection pagers were initially purchased as personal protec- 
tion devices. However, post September 11, 2001, the pagers will be used as radiation 
detection equipment. According to U.S. officials, pagers are more effectively used in 
conjunction with other radiation detection equipment, such as portal monitors. Cus- 
toms has also deployed over 200 radiation detectors on mobile X-ray van and other 
X-ray equipment to screen small packages. Regarding portal monitors, Customs 
plans to install them at every U.S. land, air, and sea port of entry, but so far only 
one has been deployed as a demonstration project. According to Customs officials, 
the plan is to purchase about 400 portal monitors. About half of the monitors will 
be purchased in this fiscal year and the remainder will be purchased in fiscal year 
2003. These purchases are a step in the right direction and are designed to get radi- 
ation detection equipment to U.S. borders quickly. However, Customs does not have 
a comprehensive strategic plan to guide its overall efforts. Such a plan, at a mini- 
mum, would assess vulnerabilities and risks; identify the complement of radiation 
detection equipment that should be used at each type of border entry point — air, 
rail, land, and sea — and whether the equipment could be immediately deployed; 
identify longer-term radiation detection equipment needs; and develop measures to 
ensure that the equipment is adequately maintained. However, it is not enough to 
simply deploy equipment. Customs personnel must be effectively trained in radi- 
ation science, the use of the equipment, and identifying and responding to alarms. 
The strategic plan would need to identify total costs, annual budgetary needs, and 
timeframes for all these activities. The plan would provide for an integrated, sys- 
tematic approach to Customs antiterrorism efforts and provide the basis for setting 
priorities and for coordinating efforts with other federal, state, and local agencies 
that would be involved in these activities. While Customs officials told us that they 
developed the elements of a plan, including schedules to purchase equipment and 
train personnel, these elements have not yet been integrated into a comprehensive 
strategic plan. Although we are not making a formal recommendation to Customs 
to develop such a plan, we will monitor Customs’ progress toward the development 
of its strategic plan. 

Madam Chairman this completes my prepared statement. I would be happy to re- 
spond to any questions you or other members of the subcommittee may have at this 
time. 
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GAO CONTACT AND ACKNOWLEDGMENTS 

For further information about this testimony, please contact Gary Jones at (202) 
512-3841. Gene Aloise, Joseph Cook, and Glen Levis also made key contributions 
to this testimony. 

Senator Landrieu. Thank you, Ms. Jones. 

Mr. Caravelli. 

STATEMENT OF JOHN M. CARAVELLI, ASSISTANT DEPUTY AD- 
MINISTRATOR FOR INTERNATIONAL MATERIALS PROTEC- 
TION AND COOPERATION, NATIONAL NUCLEAR SECURITY 

ADMINISTRATION, U.S. DEPARTMENT OF ENERGY 

Mr. Caravelli. Thank you, Chairman Landrieu and members of 
the subcommittee. I also thank you for the opportunity to discuss 
the Department of Energy’s and the National Nuclear Security Ad- 
ministration’s Second Line of Defense (SLD) program and its role 
in preventing nuclear smuggling. 

Since the breakup of the Soviet Union and the resulting frag- 
mentation of its security structures, this department has been in 
the forefront of the fight against those who would attempt to steal 
or divert nuclear weapons or materials. Today and housed under 
one roof in the Office of International Material Protection and Co- 
operation, that I direct, we are able to take a layered approach to 
the nuclear smuggling problem. Our material protection, control, 
and accounting program works at Russian nuclear sites and in so 
doing forms, as you mentioned, Senator, a first line of defense. 

I am pleased to report that, because of increased program funds, 
a new access agreement and Secretary Abraham’s leadership, we 
estimate that we will be able to shorten the time line for comple- 
tion of physical security upgrades at Ministry of Atomic Energy 
sites, from our previous plan of 2008 to approximately 2006. In so 
doing, we will protect some 600 metric tons of highly enriched ura- 
nium and plutonium, which is enough material to make over 
40,000 nuclear devices. 

Let me turn to the Second Line of Defense (SLD). Recognizing 
the complementary mission objectives of the Material Protection, 
Control and Accounting Program (MPC&A) and the SLD, last fall 
NNSA management merged SLD with the MPC&A program, as 
recommended by the administration review of nonproliferation as- 
sistance to Russia. This change has already resulted in enhanced 
communication and cooperation between the programs. 

Because of the size of our MPC&A program, perhaps it is more 
easily recognized. But the SLD program has its own accomplish- 
ments. We will have installed by the end of this fiscal year over 
230 portal monitors at over 20 Russian sites, including airports, 
seaports, and border crossings. However, it is important to note 
that SLD is not just a Russian-centered program. Although this 
year we have conducted surveys of another 36 Russian sites, which 
is a prelude to deployment of portal monitors, we have also sur- 
veyed 33 sites in Kazakhstan and one in Ukraine as part of the 
program’s expansion. We believe about half of those surveyed sites 
can be completed in fiscal year 2003 with proper support and fund- 
ing. 

We also prioritized the selection of sites with great care, consult- 
ing regularly with experts at the State Department and our col- 
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leagues in the Intelligence Community. All of our gear has nuclear 
and radioactive material detection capabilities and is optimized to 
detect smuggled material. Most important of all, these sites work. 
The Russian Customs Service, who is our primary partner for our 
work in Russia, provides information on the operation of the portal 
monitors and enables us to confirm their use. Each monitor we de- 
ploy has an occupancy sensor and video log that also confirms its 
use. 

Information from our Russian colleagues and data logs show that 
over 400,000 vehicles, 22,000 railcars, and over 2 million pedestri- 
ans have been monitored since 1999. As a result of this monitoring, 
we believe it unlikely that significant amounts of nuclear material 
have been smuggled successfully through the sites where we have 
deployed our equipment. This is direct threat reduction work at a 
very modest investment. 

The GAO in its very thorough report raised a series of issues re- 
lated to the department’s internal organization of its border mon- 
itoring work, and I am pleased to inform you that, based on the 
GAO recommendations and our own internal management review, 
that a small program in another part of the department doing bor- 
der monitoring work is in the process of being merged into the SLD 
program. 

Madam Chairman, the successful threat or diversion of even 
small amounts of nuclear or radioactive materials would have pro- 
found implications for our Nation. We know that those who wish 
us ill are only limited by their opportunities, resources, and exper- 
tise. The SLD takes away those resources and opportunities. 

Thank you for this time and I look forward to your questions. 

[The prepared statement of Mr. Caravelli follows:] 

Prepared Statement by Jack Caravelli 

Chairman Landrieu, members of the subcommittee, thank you for this oppor- 
tunity to discuss the Department of Energy/National Nuclear Security Administra- 
tion (DOE/NNSA) Second Line of Defense (SLD) Program and its role in preventing 
nuclear smuggling. 

Since the breakup of the Soviet Union and the resulting fragmentation of its secu- 
rity structures, this department has been in the forefront of the fight against those 
who would attempt to steal or divert nuclear weapons or materials. Today — and 
housed under one roof in the Office of International Material Protection and Co- 
operation (NA-25) that I direct — we are able to take a layered approach to the nu- 
clear smuggling problem. Our Material Protection Control and Accounting (MPC&A) 
program works at Russian nuclear sites and in so doing forms a first line of defense. 
1 am pleased to report that because of increased program funds, a new access agree- 
ment and Secretary Abraham’s leadership, we estimate that we will be able to 
shorten the timeline for the completion of physical security upgrades at Ministry of 
Atomic Energy sites from 2008 to 2006. We will protect some 600 metric tons of 
highly enriched uranium and plutonium, enough material to make over 40,000 nu- 
clear devices. 

Let me turn to Second Line of Defense (SLD). Recognizing the complementary 
mission objectives of MPC&A and SLD, last fall NNSA management merged SLD 
with MPC&A, as recommended by the administration review of nonproliferation as- 
sistance to Russia. This change has resulted in enhanced communication and co- 
operation between the programs. 

While our MPC&A work is perhaps more easily recognized because of its size, the 
SLD Program has its own accomplishments. We will have installed by the end of 
this fiscal year over 230 portal monitors at over 20 Russian sites, including ports, 
seaports and border crossings. This year we have conducted surveys of another 36 
Russian sites, 31 sites in Kazakhstan and 1 in Ukraine. We believe about half of 
those surveyed sites can be completed in fiscal year 2003 with proper support and 
funding. We prioritize the selection of sites with great care, consulting regularly 
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with experts at the State Department and in the IC. All of our gear has nuclear 
and radioactive material detection capabilities and is optimized to detect smuggled 
material. Most important of all, these sites work. 

The Russian Customs Service provides us information on the operation of the por- 
tal monitors and allows us to confirm their use. Each monitor has an occupancy sen- 
sor and video log that confirms its use. Information from our Russian colleagues and 
data logs show that over 400,000 vehicles, 22,000 rail cars and 2,050,000 pedestri- 
ans have been monitored since 1999. As a result of this monitoring, we believe it 
highly unlikely that significant amounts of nuclear material have been smuggled 
successfully through the sites that have deployed our equipment. This is direct 
threat reduction work, achieved as I mentioned, with a very modest investment. 

The GAO in its thorough report raised a series of issues related to the Depart- 
ment’s internal organization of its border monitoring work. I am pleased to inform 
you that based on the GAO recommendations and our own internal management re- 
view that a small program in another part of the Department doing border monitor- 
ing work is in the process of being merged into the SLD program. 

Madam Chairman, the successful theft or diversion of even small amounts of nu- 
clear or radioactive materials would have profound implications for our nation. We 
know that those who wish us ill are only limited by their opportunities, resources 
and expertise. SLD takes away those resources and opportunities. 

Thank you and I look forward to your questions. 

Senator Landrieu. Thank you very much. 

Ms. Bronson. 

STATEMENT OF LISA BRONSON, DEPUTY UNDER SECRETARY 

OF DEFENSE FOR TECHNOLOGY SECURITY POLICY AND 

COUNTER-PROLIFERATION AND DIRECTOR, DEFENSE TECH- 
NOLOGY SECURITY ADMINISTRATION 

Ms. Bronson. Thank you, Madam Chairman, for the opportunity 
to present the views of the Department of Defense before this sub- 
committee. Based on your opening statement and the desire of this 
subcommittee to focus on the future, I propose to skip over the his- 
torical background and accomplishments that are contained in my 
written statement and ask that they be made part of the record 
and let me simply focus on the future. 

The President’s fiscal year 2003 budget requests $40 million for 
the weapons of mass destruction (WMD) proliferation prevention 
initiative, which is designed to enhance non-Russian FSU capabili- 
ties to prevent, deter, detect, and interdict illicit trafficking in 
WMD and related materials and to respond effectively to traffick- 
ing incidents at the border. 

The Department appreciates this subcommittee’s support for that 
initiative. We are working with our interagency counterparts to fi- 
nalize an overall United States Government (USG) strategic plan 
for the future of WMD border security assistance, to ensure that 
DOD’s efforts are fully coordinated with those of other agencies. We 
have begun development of prototype projects that DOD expects to 
begin implementing in fiscal year 2003. 

Our planning is in its early stages, but I would like to review 
with you some of the initial thoughts that we have shared with our 
interagency colleagues. We have proposed that the USG strategic 
plan be guided by a vision of countries with fully operational, self- 
sustaining multi-agency capabilities to prevent, detect, interdict 
WMD and related materials. 

A strategic plan that seeks to achieve this vision should orches- 
trate USG activities so as to capitalize on the strengths and com- 
parative advantages of different agencies and ensure that their ac- 
tivities are complementary and not duplicative. Implementation of 
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such a strategic plan will serve U.S. security interests by helping 
to prevent WMD proliferation to terrorists and states of concern, 
facilitating future U.S. activities in the former Soviet Union (FSU), 
promoting interoperability with NATO and the Partnership for 
Peace, contributing to regional stability and cooperation, and devel- 
oping relationships with foreign counterpart agencies that will be 
useful in times of crisis. 

Our preliminary view is that the USG approach to assistance 
should entail developing comprehensive projects based on country/ 
regional requirements that are designed to provide the recipient 
countries with complete operational capabilities. These projects 
would provide not only equipment and related training, but also as- 
sistance in developing organic, self-sustaining operations and main- 
tenance capabilities. Moreover, where it makes sense, the Depart- 
ment of Defense should seek to leverage ongoing USG assistance 
activities by providing complementary assistance. 

A fundamental tenet of this approach is the requirement to co- 
ordinate the assistance efforts of the Department of Defense, the 
Department of State, Department of Energy, Customs, and other 
agencies in order to maximize the return on the USG assistance 
dollars. We should orient the USG assistance toward creating a 
self-sustaining culture of border security and the means to achieve 
it in the recipient countries. 

The capabilities that USG assistance could help develop could in- 
clude: the capacity to secure ports of entry; green borders, dark 
blue borders, light blue borders; internal security; legal and regu- 
latory systems; the ability to investigate and prosecute; interagency 
and international communication; and infrastructure to train per- 
sonnel. 

We have begun initial development of several prototype projects 
designed to help create some of these capabilities. For example, we 
are considering a project that would improve Kazakhstan’s infra- 
structure to control its major border crossing and green land bor- 
ders with Turkmenistan. The U.S. Ambassador to Kazakhstan re- 
quested Department of Defense/Cooperative Threat Reduction 
(DOD/CTR) assistance in addressing Kazakhstan’s border security 
needs and the Government of Kazakhstan has expressed interest 
in the U.S. assisting in controlling this vulnerable border region. 

DOD has operational experience in employing ground-based sen- 
sors and has provided sensors and sensor training in the past 
through its counterproliferation programs. We anticipate using a 
prototype approach that would include upgrading the infrastruc- 
ture at the main border crossing, deploying an initial ground sen- 
sor suite, and conducting operational tests before expanding the 
sensor development across the entire border with Turkmenistan. 

This project would include assisting Kazakhstan in developing a 
comprehensive capability to operate, maintain, and sustain the sen- 
sor network. 

There are other examples which appear in my prepared testi- 
mony and I ask that you review them for the purposes of the 
record. 

In pursuing these new efforts, interagency coordination is essen- 
tial. The DOD WMD proliferation prevention initiative is intended 
to augment and complement the programs managed by the Depart- 



78 


ments of State, Energy, and the U.S. Customs Service. We are 
working with our interagency counterparts to finalize an overall 
USG strategic plan to guide the overall direction of future WMD 
border security assistance. 

The Department of Defense concurs with the recent GAO rec- 
ommendation that a Government-wide plan is needed to ensure 
that the U.S. Government has an integrated approach. We should 
not limit this plan to nuclear smuggling assistance. We should 
cover all aspects of WMD smuggling. We agree in particular that 
such a plan should include a unified set of program goals and a 
plan for achievement of self-sufficiency for each country receiving 
assistance, to include a plan for transferring responsibility for 
equipment maintenance to the host country. 

We fully support increased cooperation between agencies in- 
volved in providing assistance to other countries, clarifications of 
roles of different agencies, and the rationalization of the assistance 
provided. However, we would caution against a single agency, “one 
size fits all” approach that would discourage individual agency ini- 
tiative and dilute the comparative advantage that each department 
has to offer. 

For example, the Department of Defense has provided its unique 
expertise in the areas of field reconnaissance command, control, 
communications, and intelligence (C 3 I), placement and use of 
ground sensors, nuclear/biological/chemical (NBC) defense, and 
small unit tactics that may assist border guards in securing the 
green borders between official ports of entry. This training has 
been accomplished in a way to support coordination between agen- 
cies of the recipient country and to reinforce civilian control of the 
military. We believe that this training, which is unique to the De- 
partment of Defense, complements that provided by other depart- 
ments and agencies. 

In conclusion, DOD’s role in providing export control and border 
security assistance has evolved over the past 9 years from initial 
CTR efforts to the ongoing DOD counterproliferation programs and 
support for the State Department’s Export Control and Related 
Border Security (EXBS) program to the broader WMD proliferation 
prevention initiative which I have just discussed. Development of 
this initiative underscores our continued commitment to assist 
other countries to prevent the proliferation of WMD and related 
materials. 

DOD is uniquely qualified to undertake this initiative to dovetail 
with ongoing USG foreign assistance activities in this area. We are 
committed to the formulation of an overarching strategic plan as a 
means to ensure that USG assistance is mutually reinforcing and 
cost effective. 

This subcommittee has provided very strong support over the 
years for DOD’s threat reduction activities. We appreciate that sup- 
port and look forward to our continued collaboration on future 
counterproliferation and threat reduction efforts. 

Thank you. 

[The prepared statement of Ms. Bronson follows:] 
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Prepared Statement by Lisa Bronson 

Thank you for inviting me to discuss the Department of Defense (DOD) perspec- 
tive on export control and border security assistance to combat the smuggling of ma- 
terials that could contribute to the acquisition of a nuclear, biological, chemical or 
radiological weapons capability. 

DOD’s role in this area has evolved over the past 9 years. This evolution has in- 
cluded four distinct DOD efforts. One effort was completed in the late 1990s, two 
are ongoing and one is in its initial stage. In the early 1990s, in response to the 
urgent need for export control and border security assistance to nuclear successor 
states in the Former Soviet Union (i.e., Russia, Kazakhstan, Ukraine and Belarus), 
the Department provided the initial wave of United States Government (USG) as- 
sistance under the Cooperative Threat Reduction (CTR) program. Responsibility for 
this initial program passed to the Department of State in 1996. In the mid-1990s, 
DOD in coordination with the FBI and U.S. Customs Service (USCS) established 
two counterproliferation programs to provide training and technical assistance to 
law enforcement, customs, and border guard personnel. In 2000, DOD began a third 
effort of providing limited technical support to the State Department’s new Export 
Control and Related Border Security (EXBS) program. More recently, DOD has con- 
sidered how it might enhance the assistance it provides in this area by capitalizing 
on its institutional strengths, its extensive experience in military-to-military contact 
and Partnership for Peace activities, and its capability to implement multi-million 
dollar CTR projects in the Former Soviet Union (FSU). As a result, we decided to 
seek congressional support to establish the WMD Proliferation Prevention Initiative 
under the CTR program. 


INITIAL DOD EFFORTS 

DOD began providing export control and border security assistance to the Former 
Soviet Union (FSU) through the Cooperative Threat Reduction program in 1993 to 
respond to the growing WMD proliferation threat. DOD has; provided portal mon- 
itors, hand-held radiation detectors, x-ray machines, computer networks, commu- 
nications equipment, interdiction equipment and training for border guards and cus- 
toms agents, and assisted in developing export control laws’ institutions and infra- 
structure. In 1996, DOD passed primary funding responsibility for export control 
and border security assistance to the Department of State, but DOD continued to 
manage the ongoing projects through their completion. 

COUNTERPROLIFERATION PROGRAMS 

At Congress’s direction in the mid-1990s, DOD established two counter- 
proliferation initiatives to provide training and technical assistance to law enforce- 
ment, customs and border guard personnel. The DOD/FBI Counterproliferation pro- 
gram trains and equips law enforcement agencies in preventing, deterring and in- 
vestigating incidents involving WMD and cross-border trafficking in WMD. The 
DOD/USCS Counterproliferation program provides training and equipment to en- 
hance FSU border enforcement capabilities to interdict and investigate WMD smug- 
gling efforts. These programs have provided over $10 million in training and equip- 
ment to 26 partner counties in the FSU, Central/East Europe and the Baltics. 

SUPPORT TO INTERAGENCY EFFORTS 

DOD has provided support for the State Department’s EXBS program since its in- 
ception. DOD personnel have participated in initial interagency assessments of 
country requirements, helped determine assistance priorities, and identifed initial 
equipment and training to address those requirements. In some cases, DOD person- 
nel have provided initial training on EXBS procured equipment to recipient coun- 
ties. DOD also used its military-to-military contacts, particularly in Central Asia, 
to support EXBS efforts to strengthen FSU border security capabilities. These have 
included exchanges with military and border guard units involved in securing bor- 
ders and training in specialty skills for instructors from border control agencies. In 
addition, the State Department has turned to DOD experts to perform a variety of 
assessments of key elements of border control capabilities that have become the 
basis for subsequent EXBS assistance. These include communications requirements 
in Kyrgyzstan, aviation support in Uzbekistan and Kyrgyzstan, and the control of 
the Amu Darya river border with Afghanistan by Uzbekistan. 

ACCOMPLISHMENTS 

DOD assistance has enhanced the ability of many counties in the FSU, Central- 
East Europe and the Baltics to prevent the proliferation of WMD across their bor- 
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ders. Through the CTR program, DOD has provided cargo and baggage x-ray ma- 
chines, pedestrian portal monitors, and hand-held radiation detectors to Belarus; 
customs laboratory equipment, x-ray machines, radiation detection equipment and 
licensing automaton equipment to Ukraine; customs laboratory equipment, patrol 
boats, and vehicles to Kazakhstan; and export control training and information ex- 
changes to Russia. 

Through seminars at the International Law Enforcement Academy (ILEA) in Bu- 
dapest, Hungary, sponsored by the DOD/FBI Counterproliferation Program, host-na- 
tion parliamentarians, members of the presidential office, judges, and law enforce- 
ment personnel have been familiarized with the WMD proliferation threat and ex- 
amples of successful legislative and law enforcement techniques to help counter the 
threat to date, over 380 high- and mid-level officials have benefited from these semi- 
nars. 

The DOD/USCS Counterproliferation Program has provided courses for approxi- 
mately 190 host-nation personnel on the detection and interdiction of WMD and 
WMD-related materials. These courses are designed to aid customs inspectors and 
border guards in spotting WMD or related materials at border crossing points. To 
further assist detection and interdiction efforts, this program has delivered equip- 
ment and trained over 380 customs and border guards personnel in its use in Geor- 
gia, Kazakhstan, Moldova, Uzbekistan, Romania, Azerbaijan, and Slovenia. Addi- 
tionally, WMD Customs advisors were provided for 5-month periods to Bulgaria, Ro- 
mania, and the International Atomic Energy Agency. 

DOD CTR and Counterproliferation assistance has contributed to a number of sei- 
zures and export denials. Some examples include; 

• In the summer of 2001, Uzbek border security officials detected radio- 
active materials attempting transit at a northern border checkpoint and at 
a western border checkpoint. In both cases, the detection resulted from the 
use of portal monitors provided under the DOD/USCS program. 

• On April 6, 2001, Kazakh border guards seized two containers with lead 
coating emitting considerable radiation. The containers were found at the 
Dostyk checkpoint in a train bound for China. Investigation of the sus- 
picious containers detected radiation of 240 microroentgen per hour. The 
DOD/USCS Counterproliferation Program had provided a large shipment of 
border enforcement equipment, as well as associated training, to this check- 
point in July 1998. 

• On April 1, 2000, Uzbek customs officials stopped an Iranian-licensed 
truck at the Kazakh-Uzbek border about 20 kilometers from Tashkent. Hid- 
den within the cargo of waste products were 10 highly radioactive lead con- 
tainers. The customs officials were alerted to the presence of radioactive 
material when radiation detection pagers provided by the DOD/USCS 
Counterproliferation Program went off. The driver, an Iranian citizen, said 
that the waste products were on their way from Kazakhstan through 
Uzbekistan, Turkmenistan, Iran, to Quetta, Pakistan. Iran may have been 
the true destination. 

• Bulgarian customs officials seized several grams of weapons useable, 
highly enriched uranium-235 (U-235) at the Rousse border crossing point 
with Romania on May 29, 1999. Rousse was the site of Operation 
ROMBUL, held in June 1998. This was a combined Bulgarian-Romanian 
customs exercise, organized and facilitated by U.S. Customs WMD Advi- 
sors, sponsored by the DOD/USCS Counteproliferation Program. Two of the 
Bulgarian Customs officials who made the actual seizure had received 
training from USCS officers during the train-up phase immediately prior to 
Operation ROMBUL. The customs port director at Rousse had attended 
DOD/U.S. Customs Service-sponsored training, as had the director of the 
Bulgarian central customs chemical laboratory who managed the analysis 
of the material. 

In September 2001, the 10-nation Southeast European Defense Ministerial 
(SEDM) Seminar on Defense Assistance to Counterproliferation and Border Security 
agreed to a major cooperative international initiative creating opportunities for ex- 
pansion of the DOD/FBI Counterproliferation program to the Balkans/southeast Eu- 
ropean region. This is a significant breakthrough since this region is a transit zone 
for WMD-related materials and terrorists. We plan to conduct assessments for Bos- 
nia, FYROM/Macedonia, Croatia, and Albania to determine the appropriate 
counterproliferation assistance. 
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RESPONDING TO NEW CHALLENGES 

Even before September 11, DOD was considering how it might increase its con- 
tribution to the USG effort to combat the smuggling of materials that could contrib- 
ute to nuclear, biological, and chemical weapons programs. Recent events under- 
score the critical role DOD counterproliferation efforts could play in support of the 
war on terrorism. The President’s fiscal year 2003 budget requests $40 million for 
the WMD Proliferation Prevention Initiative which is designed to enhance non-Rus- 
sian FSU military, internal security forces, border guards and customs agents capa- 
bilities to prevent, deter, detect and interdict illicit trafficking in WMD and related 
materials, and to respond effectively to trafficking incidents at the border. The De- 
partment appreciates this subcommittee’s support for this initiative. We are working 
with our interagency counterparts to finalize an overall USG strategic plan for the 
future of WMD border security assistance to ensure that DOD’s efforts are fully co- 
ordinated with those of other agencies. We have begun development of prototype 
projects that DOD expects to begin implementing in fiscal year 2003. 

Our planning is in its early stages, but I would like to review with you some ini- 
tial thoughts that we have shared with our interagency colleagues. We have pro- 
posed that the USG strategic plan be guided by a vision of countries with fully oper- 
ational, self-sustaining, multiagency capabilities to prevent, detect, and interdict 
MD and related materials. A strategic plan that seeks to achieve this vision should 
orchestrate USG assistance activities so as to capitalize on the strengths and com- 
parative advantages of different agencies and ensure activities are complementary 
and not duplicative. Implementation of such a strategic plan will serve U.S. security 
interests by: 

• Helping prevent WMD proliferation to terrorists and states of concern; 

• Facilitating future U.S. activities in the FSU and reinforcing relation- 
ships with FSU states; 

• Promoting interoperability with NATO and the Partnership for Peace; 

• Contributing to regional stability and cooperation; and 

• Developing relationships with foreign counterpart agencies that will be 

useful in time of crisis. 

Our preliminary view is that the USG approach to assistance should entail devel- 
oping comprehensive projects based on country/regional requirements that are de- 
signed to provide the recipient countries complete operational capabilities. These 
projects would provide not only equipment and related training, but also assistance 
in developing organic, self-sustaining operations and maintenance capabilities. 
Moreover, where it makes sense, DOD should seek to leverage ongoing USG assist- 
ance activities by providing complementary assistance. A fundamental tenet of this 
approach is the requirement to coordinate the assistance efforts of DOD, State, En- 
ergy, Customs, etc., in order to maximize the return on USG assistance dollars. 

We should orient USG assistance toward creating a self-sustaining culture of bor- 
der security in the recipient countries and the means to achieve it. The capabilities 
that USG assistance could help develop include: 

• Capacity to secure ports of entry, green borders (land), dark blue borders 

(sea), light blue borders (air); 

• Internal security; 

• Legal and regulatory systems; 

• Ability to investigate and prosecute; 

• Interagency and international communication; and 

• Infrastructure to train personnel. 

We have begun initial development of several prototype projects designed to help 
create some of these capabilities. For example, we are considering a project that 
would improve Kazakhstan’s infrastructure to control its major border crossing and 
green (land) borders with Turkmenistan. The U.S. ambassador to Kazakhstan re- 
quested DOD CTR assistance in addressing Kazakhstan’s border security needs, and 
the Government of Kazakhstan has expressed interest in the U.S. assisting it in 
controlling this vulnerable border region. DOD has operational experience in em- 
ploying ground-based sensors and has provided sensors and sensor training in the 
past through its counterproliferation programs. We anticipate using a prototype ap- 
proach that would include upgrading the infrastructure at the main border crossing, 
deploying an initial ground sensor suite, and conducting operational tests’ before ex- 
panding sensor deployment across the entire border with Turkmenistan. The project 
would include assisting Kazakhstan in developing a comprehensive capability to op- 
erate, maintain and sustain the sensor network. 

We also are considering a project to support Ukraine’s plans to develop mobile re- 
sponse teams (MRTs) to control large green (land) borders in sensitive areas. The 
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Government of Ukraine has requested that the U.S. provide assistance in establish- 
ing and equipping teams for this mission. DOD has extensive experience in com- 
parable operations — surveillance, detection, and interdiction — that it can bring to 
bear in an assistance project of this type. 

We are contemplating a project to provide Azerbaijan a maritime surveillance 
radar to detect and direct interdiction of illicit trafficking in the Caspian Sea off of 
its southern coast. DOD has considerable experience in this area and can draw on 
past experience in executing major projects in the FSU. We envision that we would 
work with the Government of Azerbaijan to assess its requirements, develop a pro- 
posal to provide the necessary capabilities and then implement that proposal. Such 
a project could include providing Azerbaijan a sustainable capability to operate and 
maintain the radar and related command and control systems to direct maritime 
interception operations. 

We also have received a request from the Uzbek ambassador to deploy additional 
portal monitors in Uzbekistan to detect illicit trafficking in nuclear materials at key 
border crossings. We will work closely with other USG agencies to determine how 
best to address this request. 

In pursuing these new efforts, interagency coordination is essential. The DOD 
WMD Proliferation Prevention Initiative is intended to augment and complement 
programs managed by the Departments of State, Energy and the U.S. Customs 
Service. We are working with our interagency counterparts to finalize an overall 
U.S. Government strategic plan to guide the overall direction of future WMD border 
security assistance. 


GENERAL ACCOUNTING OFFICE (GAO) REPORT 

The Department of Defense concurs with the recent GAO recommendation that 
a Government-wide plan is needed to ensure that the USG has an integrated ap- 
proach. We would not limit this plan to nuclear smuggling assistance. It should 
cover all aspects of WMD smuggling. We agree in particular that such a plan should 
include a unified set of program goals and a plan for achievement of self sufficiency 
for each country receiving assistance — to include a plan for transferring responsibil- 
ity for equipment maintenance to the host country. We fully support increased co- 
operation between agencies involved in providing assistance to other countries, clari- 
fication of the roles of different agencies, and rationalization of the assistance pro- 
vided. 

However, we would caution against a single-agency “one size fits all” approach 
that would discourage individual agency initiative and dilute the comparative ad- 
vantage that each department has to offer. For example, the Department of Defense 
has provided its unique expertise in the areas of field reconnaissance, C 3 I, place- 
ment and use of ground sensors, NBC defense, and small unit tactics that may as- 
sist border guards in securing the green borders between official ports of entry. This 
training has been accomplished in a way to support coordination between agencies 
of the recipient country and to reinforce civilian control of the military. We believe 
that this training, which is unique to DOD, complements that provided by other de- 
partments and agencies. 


CONCLUSION 

DOD’s role in providing export control and border security assistance has evolved 
over the past 9 years from initial CTR efforts to ongoing DOD Counterproliferation 
Programs and support for the State Department’s EXBS program, to the broader 
WMD Proliferation Prevention Initiative, Development of this recent initiative un- 
derscores our continued commitment to assist other countries prevent the prolifera- 
tion of WMD and related materials. DOD is uniquely qualified to undertake this ini- 
tiative to augment ongoing USG assistance activities in this area. We are committed 
to the formulation of an overarching strategic plan as a means to ensure that USG 
assistance is mutually reinforcing and cost effective. 

This subcommittee has provided very strong support over the years for DOD’s 
threat reduction activities. We appreciate that support, and look forward to our con- 
tinued collaboration on future counterproliferation and threat reduction efforts. 

Senator Bingaman [presiding]. Thank you very much. 
Ambassador Wulf, why don’t you go ahead. 
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STATEMENT OF AMBASSADOR NORMAN A. WULF, SPECIAL 

REPRESENTATIVE TO THE PRESIDENT FOR NONPROLIFERA- 
TION, DEPARTMENT OF STATE 

Ambassador Wulf. Thank you, Senator. 

Senator Bingaman. Chairman Landrieu had to go vote. She will 
be right back. So please go ahead. 

Ambassador Wulf. Thank you for inviting a representative of 
the State Department to appear before this subcommittee today on 
this important topic of U.S. efforts to help other countries combat 
nuclear smuggling. With the subcommittee’s permission, I would 
like to make a brief oral summary and submit my written state- 
ment for the record. 

Senator Bingaman. We will include your statement. 

Ambassador Wulf. Let me start by noting that the United 
States is not the only state threatened by nuclear proliferation and 
nuclear terrorism. All members of the international community 
face this threat as well, and the United States is not alone in its 
response to this threat. At the recently concluded Group of Eight 
Summit in Canada, $20 billion was pledged over a period of 10 
years by the 6 pledging states to prevent access to weapons and 
materials of weapons of mass destruction by terrorists and those 
who harbor them. 

Our friends and allies are also working bilaterally and through 
other mechanisms, such as the European Union, to provide assist- 
ance to the states of the former Soviet Union. In the multilateral 
realm, the International Atomic Energy Agency is enhancing its ef- 
forts to assist member states to control and protect nuclear and 
other radioactive materials and nuclear facilities. 

As has already been noted, the best way to prevent nuclear 
smuggling is to prevent smugglers from obtaining nuclear mate- 
rials. However, because there can be no guarantee that these ef- 
forts will be 100 percent effective, prudence dictates that we must 
also seek to preclude those who may obtain such materials from 
taking those materials across borders. This has often been referred 
to as a Second Line of Defense. 

Turning to the General Accounting Office’s report, let me state 
that, while the State Department generally agrees with the overall 
report, we do not agree that coordination among the agencies is as 
bad as the report suggests, but we also agree it is not as good as 
it ought to be. The report has noted that significant improvements 
have already been made in the management and coordination of 
these assistance programs and has made recommendations for fur- 
ther improvements. Let me touch briefly on two of those rec- 
ommendations. 

One recommendation suggested that the State Department chair 
an interagency group, and indeed we are now doing so, that would 
coordinate export control assistance with respect to nuclear detec- 
tion. This committee, the Nuclear Detection Inter-Agency Working 
Group, meets monthly. Its purview includes coordinating the de- 
ployment of radiation detection equipment and it strives to avoid 
duplication, it seeks to promote synergies and seeks to benefit from 
each other’s experience. 

This committee has agreed to develop an integrated interagency 
approach to detection and interdiction of special nuclear materials 
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or radiological materials overseas. It has also adopted the elements 
recommended in the GAO report as the outline for developing that 
approach. It has identified participating agency roles and respon- 
sibilities for nuclear detection. In addition, the Department of En- 
ergy has agreed to undertake a draft global nuclear smuggling 
threat assessment as part of this effort, with input from the Intel- 
ligence Community. 

As part of its compliance report due to the GAO on August 15, 
the committee, this interagency committee, hopes to include a draft 
strategic plan. 

I would also like to comment briefly on the progress made on the 
second issue raised by the GAO report, that is, with respect to 
problems with equipment which undermine U.S. assistance efforts. 
Recently the Department of Energy agreed to take on the repair 
and replacement of a large array of detection equipment overseas 
on a global basis. With the transfer of this vital maintenance and 
upgrade program to DOE, repairs will be made more swiftly than 
in the past and obsolete or marginal overseas equipment will be 
systematically upgraded to the highest state of the art technology 
appropriate for the particular country. 

In conclusion, the border assistance programs of the various 
agencies are designed to deter or to intercept passage of nuclear 
materials or radiological materials across borders. The implementa- 
tion of these programs by the various Federal agencies is improv- 
ing. The GAO report and the interest of this subcommittee have 
contributed to those improvements. The result will be a strength- 
ened Second Line of Defense program and enhanced global efforts 
to protect against proliferation and nuclear terrorism. 

Thank you, Senator. 

[The prepared statement of Ambassador Wulf follows:] 

Prepared Statement by Ambassador Norman A. Wulf 

Thank you for inviting a representative of the Department of State to appear be- 
fore this subcommittee today on U.S. efforts to help other countries combat nuclear 
smuggling. I welcome the opportunity to detail more fully the contribution that the 
Department of State will continue to make to the global effort to prevent, detect, 
and respond to nuclear smuggling. 

Preventing the smuggling of nuclear materials or highly radioactive sources be- 
came a high priority with the breakup of the Soviet Union. The collapse of the police 
state and economic dislocation gave opportunity and motive to those bold or des- 
perate enough to profit from nuclear smuggling. The tragic events of September 11, 
made even clearer the importance of our task. Rogue states seeking nuclear mate- 
rial for covert weapons programs are only part of the problem. We also must guard 
against terrorist acquisition of nuclear materials or highly radioactive sources. 

Unquestionably, the best way to prevent smuggling of nuclear or radioactive ma- 
terials is to ensure that such materials remain under the control of competent au- 
thorities. The bulk of U.S. programs focus on efforts to account for as much of this 
material as possible and to ensure that such material does not fall into unauthor- 
ized hands. This activity is often referred to as the first line of defense. However, 
there can be no guarantee that these efforts will be 100 percent effective. Prudence 
requires seeking to preclude passage of any such materials from one country to the 
next at borders. This is often referred to as the Second Line of Defense. 

First and Second Line of Defense programs and our efforts to strengthen the mul- 
tilateral nonproliferation regime combine to enhance U.S. and international security 
against proliferation and nuclear terrorism. 

The United States is not the only state threatened by nuclear proliferation and 
nuclear terrorism. All members of the international community face this threat as 
well. The United States is not alone in its response to this threat. The G-8’s $20 
billion initiative to prevent access to weapons and materials of mass destruction by 
terrorists and those who harbor them illustrates the breadth of international com- 
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mitment to this problem. Our friends and allies are also working bilaterally and 
through other mechanisms such as the European Union to provide assistance. In the 
multilateral realm, the International Atomic Energy Agency is enhancing its efforts 
to assist member states to control and protect nuclear and other radioactive mate- 
rials and nuclear facilities. 

Border assistance programs, those detailed in the GAO report, provide assisted 
states with the equipment and training to detect, interdict, and respond to nuclear 
smuggling. These programs also assist states in strengthening their legal and regu- 
latory control over the export of nuclear-related equipment and technology. The 
more than $86 million spent by State, Energy, Defense, Customs, the FBI, and 
Coast Guard over the past decade have produced significant results. State, as the 
report makes clear, plays a central role in these programs. 

THE GAO REPORT 

Even though we do not agree with every detail of the report, we believe it pre- 
sents a useful assessment of this issue and especially of areas where we agree im- 
provement is needed. Specifically, the State Department does not agree that coordi- 
nation among the agencies or even within agencies is as bad as the report suggests, 
but we agree that it is not as good as it ought to be. The report noted significant 
improvements that have been made in the management and coordination of our as- 
sistance programs. However, other improvements have been made that are not fully 
reflected in the report. I am prepared to address criticisms raised by the report if 
the subcommittee so desires. However, I propose first to address two of the report’s 
recommendations and briefly discuss some activities that the report does not ad- 
dress. 

The GAO recommended that State take the lead in facilitating the development 
of a Government-wide plan to develop an integrated approach to nuclear smuggling. 
We welcome this recommendation. We have already begun this process recently 
meeting with the key agencies involved — Defense, Energy, Customs, and CIA — to 
begin developing this plan. 

The Departments of Defense, Energy, and State all receive direct second-line-of- 
defense appropriations. The Department of State’s responsibility for diplomacy and 
foreign assistance provides an ongoing role in fostering the relationships that ulti- 
mately give us access to borders and potential ports of entry for nuclear materials. 
We are in a position to coordinate bilateral programs with due regard to local condi- 
tions and our broader policy agenda with each country. Relying on the technical re- 
sources and expertise of our partner agencies, we believe we now have an effective 
working framework for interagency cooperation and consultation on the best use of 
appropriated funds for the prevention of nuclear smuggling. 

The State Department’s Bureau of Nonproliferation chairs a sub-policy coordina- 
tion committee on export control assistance that includes Defense and Energy as 
well as other agencies. This committee meets monthly and operates under the over- 
all guidance of the interagency Policy Coordinating Committee on Nonproliferation 
Strategy, chaired by the NSC. Its purview includes coordinating the deployment of 
radiation detection equipment. The committee coordinates not only the activities im- 
plemented with State program funds, but also assistance provided by the other 
agencies related to export controls. The committee strives to avoid duplication, pro- 
mote synergies, and benefit from each other’s experience. 

In addition, the Department’s Coordinator of U.S. Assistance to Europe and Eur- 
asia has statutory authority to coordinate all U.S. assistance to the countries of Eu- 
rope and Eurasia. The Coordinator ensures that there is no duplication of assistance 
and that assistance supports U.S. policy. Nearly all of the recipients of radiation de- 
tection equipment fall within Europe and Eurasia. 

Finally, the Department of State has a network of program advisors assigned 
overseas. These advisors are uniquely able to assess on a daily basis the effective- 
ness of radiation detection programs. They regularly visit foreign border checkpoints 
and within countries — virtually anywhere an attempt at nuclear smuggling might 
occur. Through these advisors, State is advantageously positioned to bring together 
U.S. technical experts and host government employees who will be trained to use 
this equipment. We must not underestimate the value of training. The most sophis- 
ticated technology often fails when infrastructure is very basic. In such places, ap- 
propriate training in searching for and handling the hazards of radioactive mate- 
rials are key to successful and sustained interdiction and deterrence of nuclear 
smuggling. 

State, Defense, Energy, CIA, and Customs have begun to work toward the imple- 
mentation of this GAO recommendation. The group agreed on a strategic goal: “To 
develop an integrated interagency approach to detection and interdiction of special 
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nuclear or radiological materials overseas.” We adopted the elements recommended 
in the GAO report as the outline for developing that approach. These elements in- 
clude defining: 

(1) a unified set of program goals and priorities, including participating agencies’ 
roles and responsibilities; 

(2) overall program cost elements; 

(3) time frames for effectively spending program funds; 

(4) performance measures; 

(5) strategies to maintain and sustain the operation of the equipment, including 
cost estimates; and 

(6) an exit strategy for each country receiving assistance, including a plan for 
transferring responsibility for equipment maintenance to the host country. 

The group adopted a name, the International Nuclear Detection Interagency 
Working Group. It has identified participating agency roles and responsibilities for 
nuclear detection. Energy agreed to undertake a draft global nuclear smuggling 
threat assessment as part of this effort, with Intelligence Community input. As part 
of its compliance report due to the GAO on August 15, 2002, the group hopes to 
include a draft strategic plan. 

I would also like to report progress on a second issue raised by the GAO report: 
problems with equipment, which undermine U.S. assistance efforts. The State De- 
partment’s Bureau of Nonproliferation manages the implementation of radiation de- 
tection projects overseas through its technical partners at Energy and Defense. Re- 
cently, the Department of Energy’s Second Line of Defense (SLD) program agreed 
to take on the repair and replacement of a large array of detection equipment over- 
seas on a global basis. This equipment includes portal monitors, hand held isotopic 
identifiers and radiation pagers, and x-ray vans equipped with gamma detectors. 
With the transfer of this vital maintenance and upgrade program to SLD, repairs 
will be made more swiftly than in the past and obsolete or marginal equipment 
overseas will be systematically upgraded to the highest state of the art technology 
appropriate for the particular country. 

Before closing, it needs to be made clear that Second Line of Defense programs 
go beyond the provision of equipment, training, and assistance detailed in the GAO 
report. They also include the tracking of and response to reported incidents of illicit 
trafficking of nuclear materials and radiation sources. The Department of State 
leads the interagency in these efforts. Drawing principally from intelligence, official 
IAEA trafficking reports and other sources, responsible offices in the State Depart- 
ment evaluate specific incidents and direct our embassies and other posts in aiding 
host governments in their response. 

Given the serious consequences that could flow from trafficking in nuclear mate- 
rials, the Department of State has recently issued revised guidelines to all diplo- 
matic and consular posts in reporting and handling smuggling incidents. The De- 
partment convenes monthly meetings of an interagency working group that includes 
representatives from Energy, Defense, CIA, Customs, NRC and FBI to discuss spe- 
cific trafficking incidents in an effort to eliminate duplicative investigation while im- 
proving information-sharing. 


CONCLUSION 

Smuggling of nuclear and radiological materials can lead to proliferation of nu- 
clear weapons or to the acquisition of a so-called “dirty bomb.” As my testimony em- 
phasizes, the best way to prevent nuclear smuggling is to prevent these materials 
from falling into the hands of smugglers. The serious efforts that are being devoted 
to these tasks must be reinforced in case, despite these efforts, smugglers neverthe- 
less obtain nuclear or radiological materials. The border assistance programs con- 
ducted by State, DOE, Defense, Customs, and other agencies are designed to deter 
or to intercept passage of such materials across borders. The implementation of 
these programs by the various federal agencies is improving. The GAO report and 
the interest of this subcommittee have contributed to those improvements. The re- 
sult will be a strengthened U.S. Second Line of Defense program and enhanced glob- 
al efforts to protect against proliferation and nuclear terrorism. 

Senator Bingaman. Thank you very much. 

Mr. Ahern, why don’t you go ahead. 
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STATEMENT OF JAYSON P. AHERN, ASSISTANT COMMIS- 
SIONER, OFFICE OF FIELD OPERATIONS, UNITED STATES 

CUSTOMS BUREAU; ACCOMPANIED BY DAVID HARRELL, 

CHIEF, INTERNATIONAL ADVISORY PROGRAMS, U.S. CUS- 
TOMS BUREAU 

Mr. Ahern. Thank you very much. Thank you for the oppor- 
tunity to testify today. 

Since the collapse of the Warsaw Pact and the breakup of the So- 
viet Union in the early 1990s, the U.S. Customs Service has been 
at the forefront of the U.S. Government overseas technical assist- 
ance programs to counter the weapons of mass destruction threat. 
These early efforts, some of which were funded through Senators 
Nunn-Lugar-Domenici nonproliferation funds, continue today and 
have expanded significantly in recent years to source and transit 
countries. 

These programs concentrate on in-country technical advisors, 
equipment delivery, and on a wide range of training to help foreign 
governments detect, identify, interdict, and investigate the smug- 
gling of weapons of mass destruction. The assistance provided to 
foreign governments also strengthens our domestic borders by stop- 
ping items before they reach our shores. 

Since September 11, at the direction of the President, the top pri- 
ority of the Customs Service has been responding to the continuing 
terrorist threat at our land borders, seaports, and airports. I would 
like to describe to you some of the most significant efforts and ini- 
tiatives on that front. 

Since September 11, Customs has been at alert level one across 
the country at all ports of entry. Level one requires sustained, in- 
tensive antiterrorist efforts and includes increased inspections of 
travelers and their goods. To help ensure that Customs forms a co- 
ordinated, integrated counterterrorism strategy for border security, 
Customs established a new Office of Anti-Terrorism to coordinate 
Customs’ role within our national security architecture. 

Customs agents are also working diligently under Project Shield 
America to monitor exports of strategic weapons materials from the 
United States. They are seeking to prevent international terrorist 
groups from obtaining U.S. sensitive technology and weapons and 
other equipment that could be used in a terrorist attack on our Na- 
tion. 

To help Customs officers in the field, the Commissioner of Cus- 
toms also established the Office of Border Security. The mission of 
that office is to develop a more sophisticated antiterrorism target- 
ing for passengers, conveyances, and cargo arriving at our ports of 
entry throughout the country. Customs has also created the Cus- 
toms Trade Partnership Against Terrorism, known as C-TPAT, 
which is a partnership with some of the largest U.S. importers to 
improve security along the entire supply chain. We were very 
pleased to have Governor Ridge, Secretary O’Neill, and Commis- 
sioner Bonner announce C-TPAT at the Ambassador Bridge in De- 
troit, Michigan, on April 16, 2002. To date there are over 300 sig- 
natories to this initiative. 

To complement C-TPAT, Customs developed the Container Secu- 
rity Initiative (CSI), which places Customs enforcement personnel 
in major foreign shipping ports. The Customs officers will establish 



88 


international security criteria for identifying high-risk cargo con- 
tainers that potentially pose a risk of containing terrorists or ter- 
rorist weapons, including weapons of mass destruction. 

In addition to having Customs officers in Halifax, Montreal, and 
Vancouver, Customs recently signed agreements with the govern- 
ments of The Netherlands, Belgium, and France, and we anticipate 
other ports in Europe will sign up in the very near future, followed 
by Asia. 

The CSI is an integral part of the President’s homeland security 
strategy and is supported by both the G-8 and the World Customs 
Organization. Customs continues to deploy technology that will 
comprehensively inspect arriving and departing people and cargo in 
all port environments for all modes of transportation. To date, Cus- 
toms has deployed 90 large-scale nonintrusive inspection systems, 
along with other technologies that will assist our inspectors in con- 
ducting high-confidence, nonintrusive inspections quickly and effi- 
ciently. 

In 1998 Customs began deploying technology to detect radiologi- 
cal sources. Since that time we have deployed over 4,000 personal 
radiation detectors and over 200 X-ray van-mounted radiation de- 
tection units. This year we ordered over 4,000 additional personal 
radiation detectors and have funding for 172 portable radiation de- 
tectors and 128 isotope identifiers for our ports of entry. 

Customs continues to work closely with the Department of En- 
ergy to investigate systems and technology to detect radiological 
and nuclear materials to enhance our detection capabilities. Spe- 
cifically, we are working with the Pacific Northwest National Lab- 
oratory, the Lawrence Livermore National Laboratory, and the 
Special Technology Laboratory. Customs will be further working 
with certain elements of the Department of Energy that will be in- 
tegrated into the President’s plan for a Department of Homeland 
Security in order to detect and prevent the transport of nuclear ex- 
plosives into the United States. 

The national strategy calls for the new department to develop 
and deploy new inspection procedures and detection systems 
against the entry of such materials. We are currently conducting 
operational field tests of portal radiation detection systems to de- 
termine system capabilities and to develop procedures and re- 
sponse protocols. The challenge will be our ability to differentiate 
between the numerous consumer goods that may give off radiation 
as well as medical isotopes given to humans for detection and 
treatment of disease in the attempt to smuggle and/or conceal a 
second radioactive source. 

At the conclusion of our assessment period, we will move forward 
with all deliberate speed to implement additional detection tech- 
nology at the Nation’s ports of entry. 

I thank you for the opportunity to testify here today and I would 
be happy to answer any questions that might be posed later. 

[The prepared statement of Mr. Ahern follows:] 

Prepared Statement by Jayson P. Ahern 

Chairman Landrieu, Senator Roberts, members of the subcommittee, thank you 
for this opportunity to testify. 

Since the collapse of the Warsaw Pact and the breakup of the Soviet Union in 
the early 1990s, the U.S. Customs Service has been at the forefront of U.S. Govern- 
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ment overseas technical assistance programs to counter the weapons of mass de- 
struction (WMD) threat. These early efforts, some of which were funded through 
Nunn, Lugar, Domenici non-proliferation funds, continue today and have expanded 
significantly in recent years in WMD source and transit countries. These programs 
concentrate on in-country technical advisors, equipment delivery, and a wide range 
of training to help foreign governments detect, identify, interdict and investigate the 
smuggling of items of WMD. The assistance provided to foreign governments also 
strengthens our domestic borders by stopping items of WMD before they reach our 
shores. 

Since September 11, at the direction of the President, the top priority of Customs 
has been responding to the continuing terrorist threat at our land borders, seaports, 
and airports. I would like to describe for you some of our most significant efforts 
and initiatives on that front. 

Since September 11, Customs has been at a Level One alert across the country — 
at all ports of entry. Level One requires sustained, intensive anti-terrorist efforts, 
and includes increased inspections of travelers and goods. 

To help ensure that Customs forms a coordinated, integrated counter-terrorism 
strategy for border security, Customs established a new Office of Anti-Terrorism to 
coordinate Customs’ role within our national security architecture. 

Customs agents are also working diligently under Project Shield America to mon- 
itor exports of strategic weapons and materials from the U.S. They are seeking to 
prevent international terrorist groups from obtaining sensitive U.S. technology, 
weapons and equipment that could be used in a terrorist attack on our nation. 

To help Customs officers in the field, the Commissioner also established the Office 
of Border Security. The mission of that office is to develop more sophisticated anti- 
terrorism targeting for passengers and cargo in the seaport, airport, and land border 
environments. 

Customs has also created the Customs-Trade Partnership Against Terrorism, “C- 
TPAT” which is a partnership with some of the largest U.S. importers to improve 
security along the entire supply chain. We were very pleased to have Governor 
Ridge, Secretary O’Neill and Commissioner Bonner announce C-TPAT at the Am- 
bassador Bridge in Detroit, Michigan on April 16, 2002. To date, there are nearly 
300 signatories to this initiative. 

To complement C-TPAT, Customs developed the Container Security Initiative 
which places Customs enforcement personnel in major foreign shipping ports. The 
Customs officers will establish international security criteria for identifying high- 
risk cargo containers that potentially pose a risk of containing terrorists or terrorist 
weapons, including weapons of mass destruction. In addition to having U.S. Cus- 
toms officers in Halifax, Montreal and Vancouver, Customs recently signed agree- 
ments with the governments of the Netherlands, Belgium, and France that will 
place our officers in Rotterdam, Antwerp and Le Havre. We anticipate other ports 
in Europe will sign up in the near future, as well as Asia. CSI is integral to the 
President’s homeland security strategy, and is supported by both the G-8 and the 
World Customs Organization. 

Customs continues to deploy technology that will comprehensively inspect arriving 
and departing people and cargo in all port environments and for all modes of trans- 
portation. To date Customs has deployed 90 large-scale non-intrusive inspection sys- 
tems along with other technologies that will assist inspectors in conducting high- 
confidence, non-intrusive inspections quickly and efficiently. 

In 1998, Customs began deploying technology to detect radiological sources. Since 
that time, we have deployed over 4,000 personal radiation detectors and over 200 
x-ray van mounted radiation detection units. This year we ordered over 4,000 addi- 
tional personal radiation detectors and have funding for 172 portal radiation detec- 
tors and 128 isotope identifiers for our ports of entry. 

Customs is working closely with the Department of Energy to investigate systems 
and technology to detect radiological and nuclear materials to enhance our detection 
capabilities. Specifically, we are working with the Pacific Northwest National Lab- 
oratory, the Lawrence Livermore National Laboratory and the Special Technology 
Laboratory. Customs will be working closely with certain elements of the Depart- 
ment of Energy that will be integrated into the President’s plan for a Department 
of Homeland Security in order to detect and prevent the transport of nuclear explo- 
sives into the United States. The National Strategy calls for the new Department 
to develop and deploy new inspection procedures and detection systems against the 
entry of such materials. 

In addition, Customs is currently engaged with the Department of Transportation 
in the Container Working Group, with the U.S. Coast Guard for targeting sea con- 
tainers and with the Federal Aviation Administration for detection technology for 
cargo and baggage. 
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We are currently conducting operational field tests of portal radiation detection 
systems to determine system capabilities and to develop procedures and response 
protocols. A challenge will be our ability to differentiate between the numerous con- 
sumer goods such as cement, porcelain, potash, and bananas that may give off radi- 
ation, as well as medical isotopes given to humans for detection and treatment of 
disease and the attempt to smuggle and/or conceal a second radioactive source. 

Concerning other possible WMD, Customs, in partnership with Johns Hopkins 
University, is working to establish a chemical/biological project to investigate sys- 
tems and technologies to augment and enhance our existing detection capabilities. 

Thank you again, Madam Chairman and the members of the subcommittee, for 
this opportunity to testify. I would be happy to answer any questions you may have. 

Senator Landrieu [presiding]. Mr. Harrell, I know you are not 
scheduled, but would you like to add anything before we go into 
our first round of questioning? 

Mr. Harrell. The front end of Mr. Ahern’s statement did include 
an overview of our international technical assistance efforts. We 
have been involved in international technical assistance against 
the smuggling of weapons of mass destruction since the early 
1980s. We were involved with the cooperative threat reduction pro- 
gram, later on the State Department-funded NDF, Nonproliferation 
Disarmament Fund, program. 

We have been working since 1986 with DOD in the DOD-Cus- 
toms counterproliferation program, and currently we are the execu- 
tive agency for the Department of State for the export control and 
related border security program, the so-called EXBS program. That 
is the program that places advisers overseas. We currently have 
some 22 advisers in 15 locations, covering over 25 countries, and 
the program appears to be expanding into regions, into the Middle 
East and Asia in the coming year. 

Thank you. 

Senator Landrieu. Thank you very much. 

We will begin with our first round of questioning and do probably 
6 minutes and if we have time we will have a second round. 

Let me begin, Mr. Ambassador, with you. I am sorry I had to 
step out, but of course we reviewed your testimony. You mentioned 
in your testimony that an interagency strategic plan is almost com- 
plete. Ms. Bronson, you spoke at some length in your testimony 
about that strategic plan and vision or strategic vision for what we 
are attempting to do. 

Could you, though, tell us, Mr. Ambassador, a little bit more 
about the plan? What does it do? Describe, if you could, for the 
record each agency’s role that is identified here in terms of their 
hopefully complementary role. Then I am going to ask each of the 
panelists for their views of this strategic plan. 

Ambassador. 

Ambassador Wulf. I think it is fair to say the plan is still being 
developed, so it is not possible to give a definitive answer. But I 
think it is worth clarifying because my testimony may have been 
unclear on this. I discovered this last evening when we got com- 
ments in from some of the other agencies on the testimony. 

There are two interagency groups that are working on this issue. 
The strategic plan is under the coordination of the National Secu- 
rity Council (NSC) and they are looking at the overall approach to 
how to deal with the broad questions of implementing all aspects 
of the cooperative threat reduction program and making sure that 
there is a coherency across the board on that. 
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There is a second group and that is the group that is chaired by 
the State Department, that deals solely with the question of nu- 
clear detection equipment at international borders, and there again 
we have not yet totally defined the full gambit of the responsibil- 
ities of the various agencies. What we have committed to do is, as 
both Mr. Caravelli and Ms. Bronson have indicated, to coordinate 
closely together to ensure that we get the most bang for the buck, 
and that is what we are about. We are not in a position yet to say 
that we have a plan in place. 

Senator Landrieu. Are you in a position to recommend the con- 
tinued work of both of these entities or is it your view today that 
the work should be better coordinated, or what would your sugges- 
tions to us be? Is it good to have these two interagency groups or 
should we try to combine them into one? If so, how do you see the 
roles, the different emphasis of roles? 

Ambassador Wulf. I think it is extremely important to have 
both groups, one to, shall we say, paint the large picture and the 
other to paint one small portion of the overall solution. The ques- 
tion of interdicting or preventing leakage of weapons of mass de- 
struction from the former Soviet Union, as you indicated in your 
opening statement, is a tremendously large problem. As I indicated 
in my statement, we have received pledges from the other 6 mem- 
bers of the G-7 to pledge $10 billion to match our $10 billion that 
we pledge over the next 10 years to devote ourselves to dealing 
with this issue. 

So the question of needing an overall, overarching group at the 
NSC level seems to us totally appropriate. Then the question comes 
down to how do you deal with this one portion of the overall pro- 
gram, which is interdicting nuclear smuggling, and that is being 
chaired by State, but we report to the NSC. We are a subcommit- 
tee, if you will, of that overall larger committee. 

Senator Landrieu. I am going to ask each panelist just to com- 
ment about this sort of strategic vision and your thoughts about 
where it is, the strategic plan now, and how your particular agency 
fits into it, comments good or bad. Mr. Ahern, starting with you. 

Mr. Ahern. Thank you, Senator. Certainly the Customs Service 
participates in a lot of the coordinating entities that are out there 
and we support the defense in depth concept. Certainly, even 
though we are an interdiction agency at the borders, we are also 
very much focused on prevention. We believe strongly in the strat- 
egy of pushing the borders back, trying to attack things at their 
source to make sure that we have greater control right at that 
point. 

Further, we also believe, insofar as there is not an opportunity 
to get it at the source, we have an opportunity to work collabo- 
ratively with those countries’ customs officers and through our ad- 
visers — we have 22 advisers overseas overseeing 25 countries — to 
oversee their border mission, as well as their deployment of tech- 
nology. They are basically the eyes and ears of the Customs Service 
and feed back to the Department of State on some of the equip- 
ment and other things that have been deployed that may fall into 
a state of disrepair. So we need to make sure we continue that. 

Certainly, the Customs strategy to continue to move through the 
Container Security Initiative, pushing it back to try to again deter 



92 


things from being laden upon ships or put upon aircraft coming 
into the United States, is something we support very strongly, and 
we will continue to work through this. 

I think as a Government we need to pick the pace up, though. 

Senator Landrieu. Ms. Bronson. 

Ms. Bronson. As Ambassador Wulf has indicated, the comple- 
tion of the plan from an interagency perspective is still in its initial 
phases. From a DOD perspective, I think a vision of having self- 
sufficient, self-sustaining countries that can pick up the respon- 
sibility for policing their own borders sometime down in the future 
ought to be our ultimate goal. 

The two groups that we are talking about, one that is being run 
by the NSC, whose job is to pull together an overarching strategic 
plan, and the narrower group that is looking at the specific nuclear 
issues, can be complementary. When you ask about DOD’s specific 
strengths, in my written testimony I give some examples of some 
prototype projects that we are looking at. Those play to strengths 
of our know-how in how to provide security. We routinely work 
with military and paramilitary entities. Much of the border secu- 
rity in the countries we are talking about is done by the military 
and so there is a natural nexus of a relationship there. 

We have experience providing training, combined with an ap- 
proach that focuses on the life cycle costs of equipment, the life 
cycle costs of creating an internal training ability on the part of 
these countries. So the train-the-trainer mode of doing things is 
very much an approach that DOD brings to the table. 

We have a number of contracts in place. Our extensive infra- 
structure that we use through the CTR program that is adminis- 
tered by Defense Threat Reduction Agency (DTRA) is another 
strength. Now, that is not meant to be exhaustive, but those are 
some examples of where DOD brings its own unique strengths to 
the larger USG-coordinated assistance program. 

Senator Landrieu. Mr. Caravelli, I will get to you in just a mo- 
ment, but my time has expired. I would like to recognize Senator 
Roberts and in my second round we will get to that and a few other 
questions I have. 

Senator Roberts. 

Senator Roberts. Thank you, Madam Chairman. 

I have a question for Ms. Jones. Thank you for all of your work. 
Based on your review, your findings in the GAO report, which 
agency do you believe should be the lead implementing agency for 
providing U.S. assessments to combat nuclear smuggling overseas 
and why? 

Ms. Jones. I think our recommendation in the report, Senator 
Roberts, spoke to the State Department as being the coordinating 
agency that will pull together the other agencies that are working 
in this area. Because of their past history of coordinating these 
kinds of assistance programs overseas, we felt that they would be 
the most appropriate organization to do that. 

Senator Roberts. For all the witnesses, what are each of your 
views on the State Department serving as the lead coordinator for 
international assistance, as recommended in the GAO report? We 
can just go down the line. 
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Senator Landrieu. He asks this question a lot better than I 
could. He does a great job at this. This is the answer we are look- 
ing for. 

Senator Roberts. Mr. Caravelli. 

Mr. Caravelli. Senator, I fully agree that State should play that 
coordinating role. 

Senator Roberts. Ms. Bronson. 

Ms. Bronson. My personal view is that the National Security 
Council staff should play that role. 

Senator Roberts. Interesting. 

Ambassador Wulf, I know what your answer is. 

Ambassador Wulf. It is an easy one, thank you. [Laughter.] 

I would just add, though, that we see our role as not the imple- 
menting per se, because we do draw very heavily on the technical 
expertise that the Department of Energy provides and the technical 
expertise that the Customs Department provides. So we see it as 
very much an area in which our program funds are oftentimes 
passed through to those agencies. 

But with respect to the coordination of the activity, we do believe 
it is appropriate in the State Department. Thank you. 

Senator Roberts. So it is a team effort, but you are the quarter- 
back? 

Ambassador Wulf. Modestly, I guess I should say yes. 

Senator Roberts. All right. 

Mr. Ahern. I think certainly it is an effort of collaboration. The 
coordinating entity has worked fine for us. As far as the Depart- 
ment of State taking the lead, certainly when it comes to actually 
being there to deploy technical expertise in an advisory capacity 
overseas, we have called on a lot of our Customs components to do 
that, both from an interdiction, from a technological standpoint, 
training, as well as from an investigative standpoint. 

So we believe that is what we can add to the process and we are 
very comfortable with the Department of State taking that coordi- 
nating role. 

Senator Roberts. Mr. Harrell, do you agree with this assess- 
ment? 

Mr. Harrell. Yes, I do. I think that the Department of State, 
after all, is the policy department for foreign policy and this is a 
foreign policy issue when you are dealing with foreign govern- 
ments. I think that I agree with the GAO’s report that the process 
certainly can be improved and that is what we are all working on 
very assiduously right now, to get the process better. 

Senator Roberts. Well, apparently there is agreement, with the 
exception of Ms. Bronson, who obviously thinks the National Secu- 
rity Council, and I would hope that they would be involved, or at 
least peering over your shoulder, that the State Department would 
be the lead coordinator. 

Now, my next question: Is there agreement between the various 
agencies on the type and amount of radioactive material we are 
looking for and, if so, what is the standard that we are using or, 
basically, is there a standard? Ms. Jones, would you like to try that 
one out? 

Ms. Jones. In terms of the type of equipment that is being de- 
ployed, I think one of the issues that we raised in our report is that 
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DOE and DOD were deploying portal monitors that basically had 
gamma and neutron detection capabilities, while the State Depart- 
ment was deploying portal monitors that only had gamma. In our 
discussions with the agencies as well as the IAEA, we came to find 
out that the IAEA does have a standard that you should have the 
portal monitors have gamma and neutron capabilities. So from that 
perspective, there has been a standard set, Senator. 

Senator Roberts. Mr. Caravelli. 

Mr. Caravelli. Senator, in terms of amounts, on the nuclear 
side — and there is quite a distinction between what I am about to 
say, nuclear as opposed to radioactive — on the nuclear side, we es- 
timate within Russia alone there are about 600 metric tons of ma- 
terial that would be vulnerable to theft or diversion. The radio- 
active problem, as we are beginning to discover, is also an enor- 
mously daunting problem. 

We have developed, using the technical expertise of our labora- 
tories, a methodology to begin assessing those radioactive sources 
that are not just health threats, which is the way that we have tra- 
ditionally looked at the radioactive problem, but we are also trying 
to look at the radioactive sources problem today in light of events 
of the past September in terms of security or threat to U.S. inter- 
ests or the interests of our friends and allies. 

For that reason, I think we have begun to come to some under- 
standings of those radioactive sources that are again most threat- 
ening. Now, the material, the portal monitors we put in place at 
these countries on the borders we have discussed have a very broad 
capability against both nuclear and radiological smuggling, but 
again the problem is very daunting, and I think we are best ad- 
vised to try to develop those capabilities in our overseas work that 
allow us to detect the entire spectrum of those threats. 

Senator Roberts. Ms. Bronson. 

Ms. Bronson. Senator Roberts, I am going to rely on my tech- 
nical experts for that answer, so I will provide you an answer for 
the record. 

[The information referred to follows:] 

We concur with Mr. Caravelli’s estimate of approximately 600 metric tons of 
fissile material in the former Soviet Union (FSU) that may be vulnerable to theft 
or diversion. We also agree with the view that the problem of radioactive sources 
in the FSU is a significant one, which the U.S. Government (USG) is only now be- 
ginning to grasp. 

The IAEA has identified a common standard for devices intended to detect nu- 
clear smuggling. USG agencies, however, view this standard as insufficient to en- 
able detection of the spectrum of fissile material and radioactive sources of concern. 
Thus, the Department of Defense and other USG agencies are pursuing efforts with- 
in the International Nuclear Detection Interagency Working Group to define more 
appropriate standards for detection devices provided to FSU states through USG as- 
sistance programs. 

Senator Roberts. All right, thank you. 

Mr. Ambassador. 

Ambassador Wulf. Very briefly, obviously we agree with DOE 
that the materials we are talking about fundamentally are en- 
riched uranium and separated plutonium on the weapons side and 
on the radioactive side we would also agree that it needs a broader 
look than just the health. 

The amount of material that we are trying to interdict obviously 
is a question we do not know the answer to. We know the amount 
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in very rough terms of material that is in Russia, for example, of 
nuclear material or the amount — and we have a guesstimate on the 
amount of radioactive material. But how much has actually been 
subject to smuggling activity, we just simply do not know the an- 
swer to that. 

We do have a report that the Russian customs service has given 
to the IAEA both last year and this year, and last year they esti- 
mated something like 500 incidents or interceptions that had oc- 
curred involving nuclear materials; this year alone so far, 400 inci- 
dents or interceptions. I might add that they attributed 95 percent 
of those interceptions to portal monitoring equipment. I wish I 
could say it was necessarily portal monitoring equipment provided 
by the United States, but their report did not say that. 

But it is quite clear that there is a problem, that this portal mon- 
itoring equipment is at least contributing to solving some portion 
of that problem. 

Senator Roberts. My time is up and, Mr. Ahern, Mr. Harrell, 
yours is not. Please. 

Mr. Ahern. I would go ahead and pretty much underscore what 
has been stated previously by the Department of Energy. Certainly 
that is the lead entity we take our guidance from relative to setting 
standards, both for what we are seeking and also for what we are 
using for technology to deploy against that. 

Senator Roberts. A nod of the head means yes? 

Mr. Harrell. I agree with that statement. 

Senator Roberts. My time has expired, Madam Chairman, but 
I have other questions. 

Senator Landrieu. Senator Carnahan. 

Senator Carnahan. Thank you, Madam Chairman, for holding 
this hearing on a very timely and important topic. Preventing nu- 
clear wastes from getting into the wrong hands is our highest na- 
tional security priority and it is important that we continue to 
focus attention on these issues through hearings like this and other 
activities of the subcommittee. 

I have a statement that I would like to submit to the record and 
would like to ask a few questions. 

[The prepared statement of Senator Carnahan follows:] 

Prepared Statement by Senator Jean Carnahan 

Thank you, Madam Chairman. I’d like to thank all of our witnesses for coming 
to brief us this afternoon. 

This is a very important topic. Since September 11, Congress has been carefully 
examining our efforts to protect America against terrorist attacks. Strengthening 
our ability to prevent smuggling of nuclear material from the former Soviet Union 
is critically important to our national security programs. 

The recently released GAO report on U.S. Government’s efforts to help other 
countries prevent nuclear smuggling will certainly help us make these programs 
more efficient and effective. 

I am looking forward to learning how the Departments of Energy and State in- 
tend to respond to the recommendations made in the GAO report. 

On a related subject, I also wanted to mention the legislation I introduced in May, 
which was incorporated into the Senate’s Defense Authorization bill. This is com- 
plementary to the efforts discussed in the GAO report. My legislation would support 
the expansion of DOE’s Material Protection Control and Accounting program to help 
secure radiological material that could be used for so-called “dirty bombs” and ex- 
pand their work to secure nuclear material outside of the former Soviet Union. 

Expanding and fully funding these activities would provide an excellent “first line 
of defense” against these dangerous materials ending up in the hands of terrorists. 
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These programs, combined with the “Second Line of Defense” activities our wit- 
nesses are talking about today, make an important contribution to our national se- 
curity. 

Senator Landrieu. Without objection, the statement will be sub- 
mitted. 

Senator Carnahan. Today’s hearing is focusing on Second Line 
of Defense at the borders to prevent smuggling and smugglers from 
absconding with nuclear material. But our first line of defense is 
preventing would-be terrorists from stealing weapons-usable mate- 
rials from the facilities where they are used or stored. To that end, 
I have introduced the Global Nuclear Security Initiative. This bill 
would expand the nuclear material control effort under the Energy 
Department’s purview to countries outside of the former Soviet 
Union. It would also expand the program to include radioactive ma- 
terials in addition to nuclear weapons-usable materials. 

This bill was incorporated as part of Senator Domenici’s amend- 
ment into the Senate’s National Defense Authorization Act earlier 
this month. 

Mr. Caravelli, my question for you is would you speak to the 
need for such broadened efforts worldwide? 

Mr. Caravelli. Yes. Thank you, Senator. The short answer is 
that there is a requirement in my judgment for such an effort 
worldwide. I can give you an example from both the nuclear side 
and the radioactive side, if you will. Without going into the politics 
of any of the countries I am about to discuss, I think one could 
make a very strong case on technical grounds that, in terms of nu- 
clear security, that enhanced cooperation between the program that 
I run, the MPC&A work, with countries such as China, India, and 
Pakistan again on simple technical grounds makes a great deal of 
sense, obviously, countries beyond the former Soviet Union. 

On the radioactive side, because of funding already provided to 
my program in the fiscal year 2002 emergency supplemental, we 
have begun an initiative that we have spoken a great deal to Am- 
bassador Wulf about, to take the lessons learned from the work we 
have done on the nuclear side and apply it to the radioactive prob- 
lems. 

One of the things we are doing with the assistance and concur- 
rence of the State Department is to begin a program with the 
International Atomic Energy Agency which will begin to apply 
those physical security standards to radioactive sources in many 
countries. The IAEA shares our concerns with this. So I think the 
very simple answer to your question on both the nuclear side and 
the radioactive side is yes, there is, again on technical grounds, 
very strong reasons to look very carefully at expanding this type 
of work to countries beyond the former Soviet Union. 

Senator Carnahan. Well, I think you have already addressed my 
second question, which was how you would incorporate these secu- 
rity initiatives into your existing program. So I thank you for that. 

Mr. Caravelli. Thank you. 

Senator Carnahan. Thank you, Madam Chairman. 

Senator Landrieu. Thank you. 

Senator Bingaman may be rejoining us, but, Mr. Caravelli, you 
testified around this point, but could you just for the record de- 
scribe the different types of material we are looking for and the dif- 
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ferences in searching between the radiological materials and the 
nuclear materials, basically plutonium and highly enriched ura- 
nium? The kind of detectors I understand are different for both. So 
my question would be, when we talk about detectors, are we talk- 
ing about one type, two types, three types, etcetera? 

Mr. Caravelli. Yes, thank you, Senator. On the nuclear side, I 
think as Ambassador Wulf mentioned, what we seek to prevent is 
the smuggling or the diversion of highly enriched uranium and sep- 
arated plutonium. These are the building blocks, of nuclear devices. 
The challenge is simply that even small amounts of these materials 
could be used — again, there are a lot of technical considerations 
here — could be used again to fabricate a nuclear device. 

So one of the challenges here is to try to interdict, if you will, 
obviously at the source, to prevent the smuggling, but if the first 
line of defense does not work, to have the capability to detect even 
small amounts of this type of material. 

In addition to that, as we tried to respond to Senator Carnahan’s 
question, radioactive sources are also a source of concern as well — 
the dirty bomb scenarios that you have heard a great deal about. 
For the equipment that we deploy at the Department of Energy — 
and I cannot speak to those capabilities used by other depart- 
ments — we have developed portal monitors that encompass the ca- 
pability to detect small amounts of both types of material we are 
talking about here, nuclear materials and radioactive materials, 
and we think that certainly for the overseas work where we do 
that, that makes great sense. 

I think one of the standards here that I think you are hearing 
from all the panelists is that homeland defense really begins far 
from our borders. It is that perspective that I think over time, from 
the beginning of our SLD program, has led us to try to develop a 
robust set of capabilities against both nuclear and radioactive 
smuggling. 

Senator Landrieu. I would like to ask GAO to comment about 
this, because in my reading and preparation for this hearing — and 
I could be thinking of this in an inaccurate way. There seems to 
be a great deal more difficulty in identifying the pieces necessary 
to fabricate a nuclear bomb, if you will, than identifying the more 
abundant other sort of radiological material, and maybe the detec- 
tors that we currently have does one well but not necessarily the 
other, and we may need to rely a little bit more on human intel- 
ligence for one and more technological equipment for the other. 

But if that is not the appropriate conclusion, then let us com- 
ment and get that on the record. Ms. Jones, maybe from your study 
you could comment about the effectiveness of these monitors for 
both kinds of materials that we are trying to track, to protect. 

Ms. Jones. Let me comment on a couple of different points, Sen- 
ator. One is there are a number of different kinds of equipment. 
We have talked today about pagers, the equipment that is worn on 
the belt. Our understanding of those pagers is that they can only 
detect gamma radiation. They could not do, for example, pluto- 
nium. 

We have talked about portal monitors. Our understanding from 
talking with DOE and the vendors is some vendors can produce the 
equipment that can do the kind of wide-ranging activities that Mr. 
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Caravelli was talking about, that can detect both nuclear material 
as well as radiological material, but other vendors are producing 
portal monitors that can only detect gamma radiation. 

Senator Landrieu. Do we have an accurate list of those vendors 
and equipment and are we in the process of identifying which ones 
can do the whole deal and which ones cannot? 

Ms. Jones. GAO has not done that. We have talked with a num- 
ber of vendors. There has been a number of activities out there. For 
example, I think it was back in 1997 when the Austrians started 
an effort called the Illicit Trafficking Radiation Detection Assess- 
ment Program (ITRAP) and they looked across a number of dif- 
ferent vendors, at a number of different equipment, and tried to es- 
tablish some standards. So now you will hear some of your vendors 
saying we are ITRAP-certified. 

I know that DOE is doing a lot of study at their laboratories as- 
sessing vendors and equipment. So I think that those kinds of ac- 
tivities are happening right now. I know the Customs Service is 
also working with DOE labs to look at vendors. As Mr. Ahern said, 
they are also testing some of that equipment. 

Senator Landrieu. I am sure it is obvious to our panelists, but 
I think this would be a very appropriate time to have some rigor- 
ous certification program in the event that we are getting ready to 
step up in a significant way our expenditures, to make sure that 
we are encouraging the purchasing of materials, obviously, detec- 
tors that work over the wide variety, or determine that there is one 
way to detect certain materials the best and another way to detect 
these other materials, or different strategies might be used. 

Does anybody else want to comment about that? Then I have an- 
other question about threat assessment. 

Ambassador. 

Ambassador Wulf. If I could just make a general comment, I 
think it would be a mistake to leave the impression that equipment 
alone provides an answer. We clearly know that shielding can 
clearly defeat virtually any detector that is out there if enough lead 
is used, or whatever the materials that you are trying to protect 
from the detector. 

That is why we think an important component of this whole pro- 
gram is the training of the inspectors, and that is why Customs, 
I think, spends a great deal of time and effort in these countries 
that did not have any customs at all when the Soviet Union col- 
lapsed, is now trying to get them sophisticated enough that when 
they go to a vehicle that is crossing a border, that they not just rely 
on the technical fix, but they also put the human factor in that. 
Clearly, that is ultimately the best protection. 

Senator Landrieu. Thank you for making that point. 

Mr. Ahern. 

Mr. Ahern. I would like to actually elaborate on that a little bit 
more and thank Ambassador Wulf for starting it up for us, because 
certainly technological deployments at our ports of entry are a very 
good part of an overall strategy, but it is just one component of 
that strategy. We rely very heavily on getting good intelligence and 
good information so that we can put that through our expert tar- 
geting system, so we can look for anomalies and shipping patterns 
and trends to make the best determination on the millions of con- 
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tainers and conveyances coming across our borders into the United 
States. We need to make the right selections on what it is we need 
to look at. 

There are also capacity and throughput issues with some of the 
technology. When you are looking at a very fragile economy in this 
country today, we do not want to further damage that by having 
unnecessary delays at our ports of entry, be it air, land, or sea. So 
we need to make sure we have the right technology that has capac- 
ity and throughput, so that we can go ahead and have a good, effi- 
cient, and a high level of confidence on that as well. 

Training is a significant other part of the strategy. We need to 
make sure that we continue to raise the level of awareness of our 
officers deployed in the field. There was a statement that was rep- 
resented in the GAO report that I would like to take exception with 
relative to the 140 people that are being trained, out of our over 
7,000 officers. That is accurate, but it is only one piece of it. That 
is 144 people that are actually being trained at the Radicad Acad- 
emy out in the State of Washington through the Department of En- 
ergy on being much more of a detailed person relative to weapons 
of mass destruction. But we have trained over 5,000 of our re- 
sources in identification of weapons of mass destruction, as well as 
over 400 people as hazardous material coordinators for our ports of 
entry throughout the country as well. 

We continue to raise the level of awareness for our officers each 
day as we continue to work through our national security mission. 
So there are a variety of different strategies that we would like to 
continue to employ, but we believe it starts with information, it in- 
cludes technology, it includes training. 

Further, I believe it is also important to keep the trade involved 
with this whole process as well, through the Customs Trade Part- 
nership Against Terrorism. We want to include supply chain secu- 
rity by engaging carriers, importers, and manufacturers in the for- 
eign location to make sure that they are exercising the highest de- 
gree of care and diligence in controlling their goods that are des- 
tined for the United States. To ensure high levels of security and 
control on those legitimate shippers, we can focus our attention on 
those things that may not rise to that level of legitimacy. Then we 
can deploy the technology, targeting and our human resources on 
those shipments when they arrive in the United States. 

Senator Landrieu. I thank you for raising that. I have another 
question and then I will get to Senator Roberts in just a moment. 
But I really appreciate you raising the issue of the private sector 
responsibility in this regard and how this truly has to be a partner- 
ship, not just among countries, but a partnership between the gov- 
ernments and our commercial sector, because frankly neither can 
do it alone and we have really got to have, not just interagency co- 
ordination, but some sort of really pretty aggressive and thorough 
outreach to the commercial side of this. 

Senator, if you will just allow me my latitude as chair to ask one 
other question, if I could. 

If each of you would just comment. Ms. Jones, I asked you about 
when you looked at the underlying threat that was trying to be met 
in each of the 30 countries, are we doing an accurate threat assess- 
ment as we set up our approach to understand that the threat 
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might be either greater or less, the differences of the threat in 
terms of degree or scope, country to country? 

If you would comment on that, and I am going to ask each one 
of you to give maybe 30 seconds in terms of are we doing a good 
job, if we could do a better job of assessing that threat, and is that 
important? 

Ms. Jones. I certainly think it is important, Senator. There is no 
question about it, a threat assessment has to be one of the bases 
for setting priorities in terms of how you are going to spend this 
money, because you are never going to have enough to do every- 
thing at one time. In our working with the various programs, I 
would like to point out that the Second Line of Defense program 
at DOE did a very, very good job of doing that kind of risk assess- 
ment to use and guide their program in terms of where they plan 
to use the different technologies. 

Senator Landrieu. Mr. Caravelli, your 30 seconds. 

Mr. Caravelli. I appreciate what Ms. Jones said. That is exactly 
what we try to do, Senator. We use our relationships with the 
State Department, with the intelligence community, and the simple 
fact is we will not commit any resources to our SLD program until 
we have done this type of assessment. 

Senator Landrieu. Ms. Bronson. 

Ms. Bronson. I think we have a good base for a threat assess- 
ment. It would be useful to make sure we have an integrated 
threat assessment that looks across the range of chemical, biologi- 
cal, and nuclear materials, so we are doing it in an integrated fash- 
ion. 

Senator Landrieu. Ambassador. 

Ambassador Wulf. I would agree with both the preceding speak- 
ers. Clearly, we know somewhat where the threat is in the nuclear 
area because of what we know, have some knowledge of, of where 
the nuclear materials are, what countries have the most amounts 
of separated plutonium or highly enriched uranium. 

On radioactive materials, our knowledge is not as good. But 
clearly, we have and we continue trying to improve our under- 
standing of what threat each individual country presents in terms 
of materials that are there and then try to put our priorities ac- 
cordingly. So I totally agree with our previous speakers. 

Senator Landrieu. Mr. Ahern. 

Mr. Ahern. Very briefly, right after the events of September 11, 
our Commissioner established the Office of Anti-Terrorism. Re- 
cently that office tasked the Intelligence Community to come up 
with some additional threat assessments for locations because, cer- 
tainly as we know, source countries can easily be identified, but as 
soon as you focus on source countries, transit countries then 
emerge. So we need to make sure that we have a very fluid threat 
assessment that constantly changes as the threat constantly 
changes. Also, that we remain contemporary with it as that con- 
stantly will change and then deploy accordingly. 

Senator Landrieu. Thank you. 

I am going to recognize Senator Bingaman because he was not 
able to get his first round in and then we will go to Senator Rob- 
erts. 
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Senator Bingaman. Thank you very much, Madam Chairman. I 
had to leave for just a minute and I apologize for that. 

I am trying to get straight in my head sort of where we are with 
regard first to the deployment of radiation detectors at our own 
borders. I see your testimony, Mr. Ahern, here about saying that 
this year Customs has ordered over 4,000 additional personal radi- 
ation detectors. I think you say right before that that since 1998, 
when you began deploying this technology, you have deployed over 
4,000, and you have now ordered another 4,000. 

Once you get those 8,000, what portion of the job has been done? 

Mr. Ahern. Clearly, as far as that should be a sufficient number 
to make sure that each one of our inspectors deployed in the field 
should be outfitted with a radiation detector pager on their side. 
That is again only one piece of our overall strategy. That is not a 
stand-alone piece of technology that we are going to rely solely on, 
because we realize that that has limitations. But we then want to 
infuse portal detection technology to make sure that we have the 
ability to go ahead and look at some of the larger-scale systems 
that could be deployed at our ports. 

Senator Bingaman. Let me ask about that. You use your lan- 
guage pretty carefully here. You say: “This year we ordered 4,000 
additional personal radiation detectors and have funding for 172 
portal radiation detectors and 128 isotope identifiers.” So that you 
have funding for the portal radiation detectors and the isotope 
identifiers, but you have not ordered them? 

Mr. Ahern. Not yet, sir. What we are currently doing, is testing 
in the port of Detroit the portal detection system that we are using 
in the Ambassador Bridge commercial entry. We want to make 
sure we make the right decision on the technology we are going to 
deploy in the field, because in the port of Detroit you have 6,000 
trucks a day that come across the border from Canada. You have 
some major corporations that also trade in that area as well, with 
“just in time” inventories. We need to be very precise on the selec- 
tions we make of the deployment of technology in those environ- 
ments to make sure that we hit the capacity and throughput, all 
the while maintaining a high level of efficiency for national secu- 
rity. 

Senator Bingaman. So we really do not have today any portal ra- 
diation detectors deployed at any of our ports of entry? 

Mr. Ahern. The only portal device we currently have is the one 
in Detroit. There is a second one that should start later this week 
on the vehicle lanes in Detroit. Those would be the first two. We 
are doing site surveys right now for the rest of the deployments 
that we are going to be doing for the remaining 172, and once we 
make a decision in September which technology we are going to go 
to, then we will make the procurement at the end of the year. 

Senator Bingaman. Now, presumably the decision you make on 
which technology to go with will also be consistent with the deci- 
sion that the rest of the Government makes. We are not buying one 
type of radiation detection technology for use in Kazakhstan and 
a different one for our use, I would not think. 

Mr. Ahern. To answer the Customs perspective here on the deci- 
sions we will be making, sir, is that we will be working collabo- 
ratively with the Department of Energy and the National labora- 
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tories on the specific types of technology that will work in our oper- 
ational environment. 

Senator Bingaman. Okay. Well, maybe I should ask. Ambassador 
Wulf, is there a plan to — are we going to have a situation here 
where Customs has one idea what technology works and someone 
else in the Government has a different idea? 

Ambassador Wulf. No, sir. The only reason I had some question 
on my face perhaps when you asked that question was that some 
of the technology simply may be too sophisticated for the recipient 
and it is quite possible that — what we have in the United States 
clearly, I do not think it will be too sophisticated for the recipient. 
But some of these portal monitors that we will be setting up and 
have already set up are located in some fairly isolated areas, often- 
times without electricity, oftentimes with very, very poor mainte- 
nance. 

So you have to ask yourself, do you settle for something that is 
a little less sophisticated than the best, but perhaps is more reli- 
able and works over a longer period of time in doing your job? It 
is always a tradeoff. There is no good answer to that question, but 
it is one that you have to ask yourself. 

Senator Bingaman. Is our deployment of portal radiation detec- 
tors at ports of entry going in and out of the Soviet Union or 
former Soviet Union states as sparse as our — I mean, we have one 
operating in the U.S. at one port of entry. How many do we have 
operating at ports of entry going in and out of the former Soviet 
Union, or out of Russia? 

Ambassador Wulf. I can get you the answer. I do not have it 
with me right now, but it is certainly many, many more than one. 

[The information referred to follows:] 

Witness did not respond in time for printing. When received, information will be 
retained in committee files. 

Senator Bingaman. Yes. Mr. Caravelli? 

Mr. Caravelli. For the Second Line of Defense program, Sen- 
ator, we have, as I mentioned in my testimony, we will have de- 
ployed by the end of this fiscal year about 230 portal monitors at 
20 Russian sites. That includes airports, seaports, and border 
crossings. 

Senator Bingaman. The technology that you settled on there for 
those 220, you are confident that that does the job, or this was just 
all that was available and you had to do something in a hurry? Be- 
cause I guess Customs is saying that they have not acted yet be- 
cause they are not certain which is the best technology, and you 
have already rushed out and bought 220 of these. 

Mr. Caravelli. Our program, Senator, goes back to 1998 and we 
have applied the lessons learned. I think Ambassador Wulf has 
stated something that is very important. We work in a very dif- 
ficult, environmentally challenging environment, in environ- 
mentally difficult areas quite often in our work. So we have devel- 
oped and put a great deal of emphasis on development of portal 
monitors that work in the real world as we find it. 

We believe in terms of the capabilities that we have found an ap- 
propriate balance between sustainability, which is a point that Ms. 
Bronson made, as well as capability in terms of being able to detect 
both nuclear and radioactive materials, not only that are attempted 
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to be smuggled, but also that we have learned lessons from the 
past 4 or 5 years of our work in terms of the types of shielding, 
the types of techniques that would-be smugglers employ to try to 
beat those types of systems. 

So the short answer is, I believe we have found an appropriate 
balance. Is it an absolute guarantee at any of our sites? The honest 
answer is no, but I think it is one that is responsible and based 
on the forethought of an approach that balances, as I said, capabil- 
ity against the real world sustainability of the equipment. 

Senator Bingaman. My time is up. Thank you very much. 

Senator Landrieu. Thank you. 

Senator Roberts. 

Senator Roberts. I would be happy to yield some time to the 
Senator. I think he is on an extremely important line of question- 
ing. If you would like to continue, Jeff, if you have another one, or 
I can start off on my line if you want to. 

Senator Bingaman. Thank you. Let me just ask one other ques- 
tion on this and then I will have to leave. 

Ms. Jones, you talked about gamma and neutron capabilities and 
presumably some of this technology has both gamma and neutron 
capabilities and some of it has one. 

Ms. Jones. Correct. 

Senator Bingaman. Not the other. 

Ms. Jones. Correct. 

Senator Bingaman. I guess Customs is probably trying to get 
both. I assume that is the case. Am I to assume that what we are 
deploying overseas through the Cooperative Threat Reduction pro- 
gram has not gotten both? Do you have answers to those questions? 

Ms. Jones. DOE and DOD have been deploying equipment that 
has both. State, as the Ambassador had mentioned, was deploying 
equipment that only had the gamma radiation detection capability. 

Senator Bingaman. So the 220 that we have deployed do have 
capability to detect both gamma rays and neutron? 

Mr. Caravelli. Correct, for the DOE program. 

Senator Bingaman. Is this something that Customs is intending 
to do once you make a judgment on this? 

Mr. Ahern. Obviously, we would like to get the technology that 
has the greatest application for more than just a single use, but we 
are going to take into consideration a lot of different factors. Again, 
it is cost, it is deployment capabilities, operations and maintenance 
for the out years and sustainability of the plant. Certainly we 
would like to get the technology that has the broadest application, 
but we need to be making the right decisions early on. Therefore 
we are exploring more than just the gamma capability. 

Senator Bingaman. The GAO has recommended that whatever 
technology is deployed be capable of detecting both; is that correct? 

Ms. Jones. That is something that, in talking with the vendors, 
the IAEA and others, that seems to be the best way to go, yes, sir. 

Senator Bingaman. I will stop with that. Thank you very much. 

Senator Landrieu. Thank you for those excellent questions. 

Senator Roberts. 

Senator Roberts. You are leaving now, Jeff? 

Senator Bingaman. I am leaving. 
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Senator Roberts. There is a portal monitor at that door [indicat- 
ing]. There is not one at that door [indicating], [Laughter.] 

Senator Bingaman. All right. I appreciate that. 

Senator Roberts. This brings up again the standards in what we 
are trying to detect and the challenge as I see it. This, I guess, is 
an observation to Ambassador Wulf and to all the panel members. 
What confuses me is it appears that the NSC strategic plan, which 
I am very hopeful will be successful, for obvious reasons, is at- 
tempting to treat the chem-bio and the nuclear detection on the 
same level, but, as almost every panelist has indicated, the chem 
and bio detection ability is in an embryonic stage. We are into R&D 
on what we do with that, whereas the nuclear detection is a tech- 
nology that has been evolved and deployable now. 

I guess my question is, to Ambassador Wulf and maybe Ms. 
Bronson, how can we treat them the same in a strategic plan and 
are we? 

Ambassador Wulf. I totally agree with the premise of your ques- 
tion. We are not treating them the same and we do not envisage 
treating them the same. But we think it is important that when 
we look at the question of threats to the United States and threats 
that exist in terms of weapons of mass destruction in the former 
Soviet Union, that we look comprehensively. That is what the stra- 
tegic plan will do. 

Different strategies will be appropriate for different weapons, if 
I can use that phraseology. So for chem-bio we are not talking 
about portal monitoring, in all likelihood. The fundamental empha- 
sis undoubtedly will remain to try to keep the materials in good 
hands, as it were, or keep it from getting into bad hands. 

The question then for us and the area where we are putting our 
emphasis and where State has the lead is on this question of if, de- 
spite our best efforts, some nuclear materials or radioactive mate- 
rials get into other people’s hands, then the subgroup that we are 
chairing will seek to coordinate and make sure that a lot of the 
issues that have been raised in the GAO report and by this sub- 
committee are addressed and that we do have a comprehensive, 
nonduplicative, and synergistic program. 

Senator Roberts. Did you wish to comment, Ms. Bronson? 

Ms. Bronson. Senator, I agree with what Ambassador Wulf has 
said. The distinction between a comprehensive plan and a plan 
that attempts to treat everything the same I think is an important 
one. I would also, though, caution, as I think other speakers have 
mentioned today, against an approach that is only focused on tech- 
nology. The synergy between the training of the individuals to see 
suspect behavior, patterns of networks that could be fed in, those 
should not be minimized. If we were to rely only on a technical ap- 
proach to the exclusion of other sources of information, my fear is 
we would miss something important. 

Senator Roberts. You are going to have, or you have a new $40 
million weapons of mass destruction proliferation prevention pro- 
gram — Lord help us with the acronym; MDDD, how about that? 
No, MDPPP; there, there we go — under the CTR DOD program. 
How is that going to be different or complementary to the border 
security assistance that is currently being done overseas by the five 
other agencies? 
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Ms. Bronson. The intent would be, as part of a strategic plan, 
to lay out what exactly is being done in each of the specific agen- 
cies, to go ahead and assess on a country by country and region by 
region basis what the needs are. Are there any particular gaps, are 
there areas where we have some unevenness in our coverage? Then 
go ahead and try to develop an approach that focuses either coun- 
try by country or border by border and looks at where are there 
areas that marry up with DOD’s unique expertise and have not yet 
been filled by other members of the interagency team, and then use 
our comparative advantage to go ahead and assist in those areas. 

That will complement the mil to mil kind of training that we are 
doing for the military groups that are often in charge of internal 
security in these countries. 

Senator Roberts. Now, DOD is going to have a brand-new role 
in homeland security. Do you plan to assist in detecting the radio- 
active materials or chem-bio substances at our borders? 

Ms. Bronson. That will be done, but it will not be done by my 
office. We have not yet worked out the institutional relationships 
between which parts of DOD are assisting 

Senator Roberts. What is your best guess? What would you rec- 
ommend? I am Secretary Rumsfeld. What would you recommend? 
Or I am Condy Rice; there is a real stretch. 

Ms. Bronson. I would say that the two probably ought to be sep- 
arate, but closely coordinated, because the needs that we would de- 
velop for an overseas capability I think might very well be different 
than the needs we would need at home based upon certain kinds 
of logistics constraints, based upon certain kinds of threat assess- 
ments. 

So the approaches need to be coordinated, but I am not convinced 
that they would necessarily be exactly the same. 

Senator Roberts. Ambassador Wulf, I meant to ask you, the 
GAO report recommends in order to help determine the effective- 
ness of detection assistance overseas, our U.S. agencies should re- 
quest the recipient country to provide the United States with infor- 
mation on items found by its detector equipment. I sort of thought 
that was obvious, to say the least. 

Based on your experience — and this was brought up by Ms. 
Bronson — what steps would you recommend to carry out this rec- 
ommendation? Is this not being done now? 

Ambassador Wulf. It is being done. One of the problems, obvi- 
ously, is that countries are very reluctant to, shall we say, be com- 
pletely forthcoming in the problems that they have encountered in 
maintaining their own borders or maintaining materials within 
their borders. But one of the things that we are hoping that the 
advisers that we have now put in place in many of the countries 
receiving this assistance is that they will be able to persuade, ca- 
jole, and otherwise obtain this information that has not been 
shared as fully as we would like. But it is definitely being collected. 

Senator Roberts. My time has expired, but if you do not mind 
I will ask one other question. This is for Ms. Bronson and for Mr. 
Caravelli. As I recall, Madam Chairman, in the March 6, 2002 
hearing we asked Mr. Crouch of the DOD and Ambassador Brooks 
of DOE what their agencies were doing to coordinate their respec- 
tive border assistance programs to ensure that these efforts were 
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not duplicative, were complementary, and effectively implemented 
with each other. 

The question was taken for the record. We have not gotten an 
answer back. We would like to get an answer back. You are helping 
to get that answer back today. Just sort of put a flag on that if you 
might. 

Portal monitors that you install — and this is for the Department 
of Energy — have a monitor that logs the use of the monitor. Based 
on that information in your statement, your Second Line of Defense 
equipment has logged over 400,000 vehicles, 22,000 railcars, 
2,000,050 pedestrians since 1999. You state, based on this, you 
think it is highly unlikely that a significant amount of nuclear ma- 
terial has been smuggled successfully through the sites that have 
deployed your equipment. 

Are any other U.S. agencies utilizing this kind of tracking with 
their equipment? I think the answer is no. Would the use of this 
monitoring facilitate the GAO recommendation in regard to the 
need for better information sharing between the recipient country 
and U.S. agencies, which is what I was asking Ambassador Wulf? 

Feel free to jump in any time. 

Could you deploy this equipment at U.S. borders with any good 
results? I am talking to Mr. Caravelli. I am sorry, I should have 
made it clear. 

Mr. Caravelli. No, yes, yes comes to mind. [Laughter.] 

Senator Roberts. Well, that would give us a lot of, it seems to 
me at least, some degree of movement here. I did not mean to be 
too flip about that. This is not a flip issue. But did you get the gist? 

Mr. Caravelli. Senator, I believe I did. I am not the one, of 
course, to speak to what we are doing domestically. Others here 
can speak to that much better than I. We can only share with you 
the experiences and lessons learned from our partnering with the 
Russian customs service, but it is hard for me to believe that any- 
one would disagree with the premise that this dialogue with the 
host government and getting the data tapes, if you will, and the 
insights as to what the monitors are doing, is anything but highly, 
highly desirable. 

Senator Roberts. Madam Chairman, my time has long expired. 
I have about three more questions and then I am done, but what- 
ever — Senator Allard has just come in. 

Senator Landrieu. Senator Allard has just come in, but why do 
we not take a moment, Senator. Let me just ask one question for 
the record, if I could, additionally. 

That is about the in-country advisers. I understand from the re- 
port we have 22 in 25 countries. Maybe, Ms. Jones, you could start 
and anyone else could jump in, just a brief answer about the effec- 
tiveness of these advisers. I understand they are funded by State, 
but hired by Customs. Are they well enough staffed? Are their 
roles — do you think their roles are important? If so, in what way? 
Could we do anything to make this effort more robust? Are they 
helpful or should we go to a different kind of system? 

Ms. Jones. I think, based on the work that we did, Senator, they 
were extremely helpful. They served a number of different pur- 
poses. Most of them are retired Customs officials, so they have a 
lot of background in these areas. They are serving a lot of purposes 
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in terms of checking on the equipment that has been delivered, see 
that it is being used. They are helping to calibrate, they are help- 
ing to train on the ground, they are helping countries decide who 
should go to training in the United States. 

So it has been a very, very useful, I think, thing to have. Wheth- 
er or not there are enough of them, I really cannot speak to that. 
But certainly it has been very, very useful. 

Senator Landrieu. Did you — I am assuming you talked to either 
all of them or most of them in drafting this report. What was their 
comment? 

Ms. JONES. We did talk to some. We certainly did not talk to all. 
They felt that they were doing a good service in terms of improving 
the delivery of equipment and training for U.S. -sponsored border 
security program. 

Senator Landrieu. Was there anything that they asked for, or 
that came out in their interviews or comments with you, that you 
would like to put on the record? 

Ms. Jones. What I would like to do, Senator, is check with my 
team that actually spoke with these advisers to see if there is any- 
thing we would like to add for the record in terms of specifics. 

[The information referred to follows:] 

We were told by some in-country advisers that they could use clearer guidance 
from the State Department regarding their appropriate roles and responsibilities. 
Some felt that they were uncertain how much of their time should be spent on nu- 
clear detection assistance versus generalized border security activities. They did be- 
lieve, however, that in general, they were receiving good support from the State De- 
partment, the U.S. Customs Service, and U.S. embassies. 

Senator Landrieu. I am going to recognize Senator Allard and 
then I have a few more questions, and then Senator Roberts may 
have one or two. I would like to finish up right about 4:30. 

Senator Allard. 

Senator Allard. Madam Chairman, thank you. Just a couple 
questions I do not believe have been covered. 

Apparently, the GAO described in its nuclear nonproliferation re- 
port that the installation, use, and maintenance of equipment pro- 
vided to Russia and other countries by the U.S. was not up to par. 
Are you aware of any corrective actions being taken by the Depart- 
ment of Energy or the Department of Defense or State Department 
to ensure that the equipment provided is used and maintained 
properly? If so, can you please describe some actions? 

Ms. Jones. I think one of the actions is actually the advisers that 
we were just speaking about. I think that those advisers, being on 
the ground, have been able to target where maintenance issues are. 
So I think that has been also helpful. I think in the testimony 
today the State Department is now going to be working with the 
Department of Energy to have the Department of Energy go over 
and repair and maintain this equipment. So I think there have 
been strides, Senator Allard. 

Senator Allard. I think, to get to the second question I would 
have, and this is something that Congress in general has empha- 
sized in all the agencies, to figure out some way of measuring re- 
sults, not just numbers and whatnot. On the nonproliferative pro- 
grams, have you established a way in which you can apply, I think 
it is GPRA? This is the Results Act that Congress passed and 
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wanted all the agencies to be able to follow, where they can look 
back and say, all right, here is our goals, they are measurable, and 
at the end, rather than just saying, well, how much money is in 
the program, where you can actually measure results? 

Have you figured out a way of putting that kind of program in 
place? 

Ms. Jones. I think these are very difficult programs to have 
those kinds of measures for. But what we have asked for as part 
of the strategic plan, the Government-wide strategic plan, is that 
we would look to the agencies involved to come up with perform- 
ance measures that might help us identify how we spent the 
money, and is it being effective. 

I think one of the things we have talked about today is, is the 
equipment continuing to work. The kind of information that we 
would like to get back from the various countries in terms of what 
kind of material has been detected using this equipment might be 
one of the performance measures you would use for this program. 

Senator Allard. Thank you, Madam Chairman. 

Senator Landrieu. I think that was an excellent question, Sen- 
ator. It prompted me on this other, which is really about, in order 
to have a good measure — and I know it is going to be very difficult 
and quite complicated; this is not your simple program here, which 
is obvious. But one of the ways or things you would need to get a 
measure is a pretty accurate inventory of the materials that we are 
trying to track and identify and keep out. In order to keep some- 
thing out, we kind of have to know how much is in, so that we 
know. 

My question would be what each of you would testify for the 
record, either is your confidence high or low, or how would you de- 
scribe it in terms of the confidence level, that our inventory cur- 
rently today is accurate about where this material is? How much 
of it is in all 30 countries, in 30 seconds each? Do you have a high 
level, low level? 

Ms. JONES. I think my 30 seconds is going to expire pretty quick- 
ly. I am not sure that I have the information to respond to that. 
I think I would turn to other members of the panel, particularly 
Mr. Caravelli. 

Senator Landrieu. Mr. Caravelli, would you say you have a high 
level of confidence that you know what the inventory is in the 30 
countries, not the worldwide, which is a whole different topic, but 
in the focus of our hearing of the 30 countries? 

Mr. Caravelli. Senator, on the nuclear side our confidence is 
reasonably high for many of those countries. I would not want to 
characterize with any broad brush what we know or do not know 
with 30 countries. It is just too much. There are too many individ- 
ual differences to give you an answer that I felt comfortable with 
that would try to provide that. 

I will tell you on the radioactive side, the radioactive source side, 
that my personal confidence and I think the Department’s for vir- 
tually all of those countries would be very, very low. It is a 
daunting problem. I returned from Russia last week and we 
learned a great deal just from discussions with Russian counter- 
parts on radioactive sources that they have that, frankly, I think 
came as a real surprise to all of us here. 
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So I think the best case, in some countries the nuclear side, rea- 
sonably good; in many cases, if not all, on the radioactive side our 
confidence in terms of amounts and locations and security is low. 

Senator Landrieu. Ambassador Wulf. 

Ambassador Wulf. I would share Mr. Caravelli’s assessment, I 
think. One of the things, obviously, in this business is you do not 
know what you do not know. We think and we have reason to be- 
lieve that we have reasonable confidence with respect to the 
amount of nuclear materials in most of these countries. 

With respect to radioactive materials, I totally agree. From ev- 
erything we have been able to ascertain working with the IAEA, 
talking with the countries concerned, they have no idea and we do 
not either. 

Senator Landrieu. Mr. Ahern. 

Mr. Ahern. Just briefly, I think the confidence level is something 
I will pass on, but to the specific question of the measures, I think 
it is something that we could address. Certainly the advisers that 
are over there could look at establishing some measures, and the 
measures of success are not solely on interdiction alone. The num- 
ber of incidents of violation are most likely too remote and too few 
to have any good standard measure they could prove to a level of 
high efficiency on the utilization and deployment of this technology. 

But I think some of the things we certainly could measure is the 
deployment and utilization rates of this technology. This is one of 
the things that we currently do with the technology that we have 
deployed in the field here at our U.S. borders. It might be some- 
thing they could deploy over there. It is utilization rates. During 
the hours of the day, how many scans are actually done with the 
types of technology, and measure the down time, then take a look 
as far as some of those types of things, because truly the incidents 
of violation will be so insignificant in number. Although the signifi- 
cance of a violation is substantial, the numbers will be so insignifi- 
cant it may not be measurable. 

But certainly utilization rates are something we should look at. 
It is also very hard to measure values of prevention and deter- 
rence, which certainly are there when you have these deployed at 
source countries. 

Senator Landrieu. I think, though, it is a point. An accurate in- 
ventory I think is quite essential and we may not know everything 
in every country, but I think the process of getting an accurate in- 
ventory country by country is quite important. I think some sort of 
measure that can tell us about the level of training of those that 
we are asking to conduct the business and the thoroughness to 
which those individuals are trained is another potential measure. 

Obviously, the effectiveness of the equipment that we are using 
and the deployment of the types of equipment is one potential 
measure, and the level of cooperation between the countries is an- 
other. 

I am going to ask each of you, not now, but to submit for the 
record, a matrix which the staff is going to prepare to have you all 
rank some of the inventory questions country by country, just to 
see if there is any consensus about what we know and what we do 
not know per country of the 30 that we are discussing. 
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Now, that completes my series of questions. I think we have cov- 
ered everything. I am going to check with the staff to make sure. 
Senator Roberts, while we are doing that would you like to have 
one or two more questions? Senator Allard, you would be entitled 
to additional time too. 

Senator Roberts. Mr. Ahern, in regards to Customs — and I am 
quoting from your testimony here: “Customs is currently conduct- 
ing field tests in support of radiation detection systems to deter- 
mine system capabilities and to develop procedures and response 
protocols. A challenge will be our ability to differentiate between 
the numerous consumer goods, such as cement, porcelain, potash, 
bananas, that may give off radiation, as well as medical isotopes 
that are given to humans, versus detecting the smuggling at- 
tempts.” 

There may be, I think, a tendency in this whole effort to look for 
what I call the ultimate detector. I am taking it for granted that 
we might not be taking advantage of existing commercial off-the- 
shelf radiation detection equipment. I am talking about the portal 
monitors that I said before to Senator Bingaman that are available 
now, that could be developed immediately, to some of the most sen- 
sitive U.S. border crossings. We could really target that, and the 
ports of entry. 

Russia has these detectors. I am sure they have very similar 
challenges in trying to differentiate between porcelain or maybe, 
say, plutonium. But these detectors are being deployed with our as- 
sistance and I think they are working. 

What are your views in regards to a Second Line of Defense in 
regards to this kind of equipment, something off the shelf as op- 
posed to the R&D that we are going to do by the year 2000 what- 
ever? 

Mr. Ahern. It is pretty much our intention at this point to go 
ahead and get off-the-shelf technology and deploy it. But we again 
want to make the right decision on what is available currently to 
deploy in our operational environment. There will most likely be a 
variety of different types of portal devices that will be deployed at 
land border ports, seaports, as well as air cargo facilities, mail fa- 
cilities, and courier facilities. 

So we will be making those decisions most likely off the current 
off-the-shelf technology. I do not believe there is going to be a sub- 
stantial amount of R&D time that is going to be involved with this. 

Senator Roberts. Give me a time frame, just an estimate. 

Mr. Ahern. We will have our determinations made in September 
for the deployment of the 172 and we will have those implemented 
in the fiscal year 2003. 

Senator Roberts. Well, you will do that faster than we pass 
homeland security, will you not? 

According to an article in the June 13 Toronto National Post, the 
Canadian customs officers at border crossings and ports are being 
issued radiation detectors to find dirty bombs and stop them from 
being smuggled into the United States. By mid-July — that is now — 
all 3,600 customs officers will be outfitted with sophisticated geiger 
counters. The radiation equipment purchased by the Government 
includes gamma X-ray systems at ports, land crossings, and air- 
ports, as well as other state-of-the-art technology. 
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Again, I am quoting from the Toronto National Post. “Canada 
and U.S. officials are working closely to catch terrorists by sharing 
data and information on goods and individuals coming into both 
countries.” 

So I guess my question is what is the level of coordination be- 
tween U.S. Customs and the Canadian Customs? I think I have al- 
ready said the answer. Obviously, we are working together quite 
well. But I am going to toss Mexico into the equation. Give me an 
assessment in regards to Canada and also Mexico? 

Mr. Ahern. Certainly. We have had a very high level of coordina- 
tion and collaboration with the Government of Canada over the 
last several months. Our Commissioner has been meeting repeat- 
edly with the Customs Commissioner of Canada on issues such as 
technology deployment. Certainly our deployment of three Customs 
officers in the ports of Halifax, Montreal, and Vancouver, with re- 
ciprocal agreements for them to station officers at three ports of 
entry here in the United States, is an example of that high level 
of collaboration. 

On the Mexico side, we have been doing a lot with Mexico to take 
a look at the variety of different initiatives we can work together 
on as well. We are working at using advanced passenger informa- 
tion through their airport systems to try to go ahead and target 
travelers coming through Mexico that may be destined for the 
United States as well. 

We are also currently doing a joint currency interdiction initia- 
tive in Mexico City and we will be taking it out to further locations 
within the next 30 days. 

Senator Roberts. I thank you for your response. 

Madam Chairman, I again want to thank all of the witnesses 
and more especially Ms. Jones and the GAO for your very fine 
work. It is always a GAO report where the glass is somewhat half 
empty and all of the people involved in the report always say, wait 
a minute, the glass is more than half full. But I think it is a good 
synergy that we have had today and I appreciate your holding the 
hearing. 

Senator Landrieu. Thank you, Senator Roberts, for initiating it. 

Senator Allard, any additional questions? 

Senator Allard. Chairman Landrieu, just one question. I want 
to use a specific example and just kind of get your response to it. 
I have been reading where Iran is moving forward with a nuclear 
power plant and the construction of that power plant is with the 
aid of Russia. 

Would you talk to me a little bit about what special problems 
this creates for the border on Russia and how you see that as a po- 
tential problem for your jobs? 

Ambassador Wulf. The biggest problem that we have at the 
State Department is not necessarily a small power reactor, but 
what we see is that this provides an opportunity for a lot of other 
activities to be taking place under the rubric of the so-called co- 
operation in peaceful nuclear energy. That is what bothers us the 
most. I am not sure if it is a border issue per se as much as techni- 
cians going from both directions, going from Iran to Russia and 
Russians going to Iran. 
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Often — sometimes we are confident talking about things that 
have not so much to do with nuclear energy, but with other aspects 
of nuclear materials. 

Senator Allard. Where does Iran get its nuclear materials? 
From Iran or is it from Russia? 

Ambassador Wulf. Well, they have natural uranium in country, 
but they do not have the capability to process that, to run a Soviet- 
style or Russian-style reactor. So they are also seeking to acquire — 
and this was obviously an area of some concern — some capability 
to enrich their own uranium so that they could power that reactor. 
It is the infrastructure that supports the reactor that also is a con- 
cern for us, and it is an area of continuing conversation with the 
Russians. Under Secretary Bolton is in Moscow as we speak, as is 
Secretary Abraham, discussing this very issue. 

Senator Allard. Do they have a way of disposing of that that we 
know of, or how do they plan on disposing of material from the nu- 
clear power plant? 

Ambassador Wulf. The question of the disposition of the spent 
fuel is an area obviously of great concern as well. We would like — 
and I understand the Russians have stated that they are prepared 
to take back the spent fuel. We want it to be, if that reactor is to 
go forward — and obviously we would prefer that it did not — 

Senator Allard. Now, if they take that back does that mean 
that — we have an agreement to take their nuclear materials from 
power plants. Our thought is that we put it in the MOX facility in 
North Carolina. So is that going to end up back in this country 
here for the oxidization process in South Carolina? 

Ambassador Wulf. I do not believe so. The plan would be that 
Russia would take back, if this were to go forward, would take back 
the spent fuel and it would not be reprocessed, but stored in Rus- 
sia. 

Senator Allard. I see. 

Senator Roberts. Would you yield on that point, Senator? 

Senator Allard. Yes. 

Senator Roberts. Since the distinguished Chairman and I, as 
you well know, have the jurisdiction of the CTR programs and 
since we spend about $1.2 billion each year on them, and since we 
have worked very hard to establish appropriate criteria, and since 
the administration has asked for a waiver in regards to at least the 
first point of that criteria, i.e., can we certify we know in regards 
to Russia the source of all of their weapons of mass destruction, the 
secret cities, and all the things that they are into — there is this 
school of thought now with the Iranian situation, and here we are 
trying to help them clean up their old junkyard, pardon my termi- 
nology, and take down their capability, have a nuclear cities pro- 
gram, an Initiative for Proliferation Prevention (IPP) program, a 
Nunn-Lugar program, a very popular program, hopefully a very ef- 
fective program, but they are building a new junkyard over in Iran. 

Yet it would seem to me that one of the prerequisites that we 
would have before we are spending American taxpayer money to 
the tune of $1.2 billion, that at least both countries would share 
the same nonproliferation policy, that I think would certainly bene- 
fit both countries. I found the news and, quite frankly, the intel- 
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ligence reports in regards to Iran and what the Senator from Colo- 
rado is talking about very disturbing. 

So, Ambassador Wulf and Ms. Bronson, whatever you have to do 
in regards to the CTR program and dealing with the Russians, we 
have worked very hard to try to forge a compromise with the 
House, where they have had serious concerns about this. I do not 
think it is any stretch of the imagination to say that the distin- 
guished Chairman and myself applied CPR to the program in 
terms of the criteria that have been accepted, only to find out that 
this is going on now. I am just predicting storm clouds, and you 
cannot find a stronger proponent than I am in regards to CTR and 
what we are trying to do. 

I just want to make that comment publicly and send a big mes- 
sage that this is of real concern to us. I truly appreciate the Sen- 
ator yielding. 

Senator Allard. Thank you, Senator. 

Senator Landrieu. Thank you. It has been a very excellent hear- 
ing and that is a serious note to end with. But this is an important 
hearing. We have a lot of important work to do. 

Thank you all very much. 

[Questions for the record with answers supplied follow:] 

Questions Submitted by Senator Pat Roberts 

EXECUTING RECOMMENDATIONS 

1. Senator Roberts. Ms. Jones, based on your review and the findings, what do 
you see as being the greatest impediments in executing these border security pro- 
grams and what would you recommend to overcome these? 

Ms. JONES. As we noted in our report, there are several factors that affect the 
success of U.S. efforts to help other countries combat nuclear smuggling. First, the 
current U.S. programs that are underway need to be better coordinated. The most 
troubling consequence of the lack of coordination is that DOE, State, and DOD have 
pursued separate approaches to installing radiation detection equipment at coun- 
tries’ border crossings. As a result, some countries’ border crossings are more vul- 
nerable to nuclear smuggling than others. Regarding the issue of coordination, we 
recommended in our report that, among other things, the Secretary of State take 
the lead in facilitating the development of a governmentwide plan to help develop 
an integrated approach to combat nuclear smuggling. The plan should, at a mini- 
mum, identify (l)a unified set of program goals and priorities, (2) overall program 
cost estimates, and (3) time frames for effectively spending program funds. 

Another impediment we identified concerned the installation, use, and accounting 
for of U.S. -supplied radiation detection equipment. These problems resulted largely 
from the lack of oversight and follow-up of by some of the U.S. agencies providing 
the equipment. We found, however, that the situation was improving since the State 
Department began placing in-country advisors (generally retired U.S. Customs Serv- 
ice officials) in many of the countries receiving U.S. assistance a couple of years ago. 
State is using the advisors to improve equipment sustainability and facilitate rou- 
tine maintenance and equipment repair. In addition, the advisors are responsible 
for inventorying equipment and assessing its effectiveness. 

There are also other impediments that impact U.S. efforts which may be harder 
to address. For example, many countries’ border organizations suffer from pervasive 
corruption. The U.S. is trying to address this problem and in fiscal year 2002, the 
U.S. Customs Service started providing anti-corruption courses as part of their 
training program for foreign border guards. 

proliferation prevention 

2. Senator Roberts. Ms. Bronson, how will the new $40 million Weapons of Mass 
Destruction Proliferation Prevention Program (WMDPPP) under the Cooperative 
Threat Reduction/Department of Defense (CTR/DOD) program be coordinated within 
DOD and the International Counterproliferation Program (ICP) run by another of- 
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fice in DOD? What areas will the ICP focus on that will complement or differ from 
the WMDPPP? 

Ms. Bronson. We have coordinated closely within DOD on the development of the 
WMDPPP from its inception to ensure that it complements, not duplicates ongoing 
ICP assistance. I coordinate developments in WMDPPP on a regular basis with Dep- 
uty Assistant Secretary for Eurasia who oversees the ICP. We anticipate continued 
close collaboration between all relevant DOD offices as we continue ICP activities 
and begin to implement WMDPPP after Congress provides the necessary authoriza- 
tion and appropriations. 

The ICP program will continue to provide assistance to law enforcement and bor- 
der security agencies through the DOD/FBI and DOD/U.S. Customs Service 
Counterproliferation programs. The DOD/FBI program trains and equips law en- 
forcement agencies in preventing, deterring and investigating incidents involving 
WMD and cross-border trafficking in WMD. The DOD/USCS program provides 
training and equipment to enhance FSU border enforcement capabilities in inter- 
dicting and investigating WMD smuggling efforts. 

Unlike the ICP, the WMDPPP will have an added focus on the ministries of de- 
fense (MODs) and other security ministries in the FSU countries. Through such as- 
sistance, DOD will assist former Soviet states to develop the operational capabilities 
required to achieve a fully functioning, self-sustaining, integrated, multi-agency ca- 
pability to prevent the proliferation of WMD, related materials and technologies to 
terrorists and proliferant states. In addition to the security ministries, DOD is likely 
to provide assistance to other ministries as well in an effort to develop projects de- 
signed to produce comprehensive operational capabilities as part of an U.S. Govern- 
ment strategic plan and country/regional requirements. We will use a prototype ap- 
proach that carefully develops a project in one country, then replicates it in others 
after we have determined its viability. These projects will help the recipient country 
develop organic, self-sustaining operations and maintenance capabilities. We will 
closely coordinate implementation of WMDPPP with other U.S. Government agen- 
cies to provide complementary, non-duplicative assistance. 

3. Senator ROBERTS. Ms. Bronson, what do you plan to do first under this new 
Initiative and how will the funds authorized in fiscal year 2003 be spent? 

Ms. Bronson. We are working with the Department of State and other agencies 
to develop a U.S. Government wide strategic plan for WMD border security assist- 
ance to ensure that DOD’s efforts complement and do not duplicate those of other 
agencies. We have developed several prototype projects that we anticipate undertak- 
ing with fiscal year 2003 funds. Examples of the types of projects being considered 
under WMDPPP include: 

• Improving Kazakhstan’s border control infrastructure at its major border 
crossing with Turkmenistan and deploying a ground sensor network along 
the Kazakh-Turkmen land border to detect illicit trafficking. 

• Supporting Ukraine’s plans to develop mobile response teams to respond 
to WMD trafficking incidents along land borders in sensitive areas. 

• Completing deployment of portal monitors at key border crossings in 
Uzbekistan begun under ICP to detect illicit trafficking in nuclear mate- 
rials. 

• Providing Azerbaijan a maritime surveillance radar network to detect 
and direct interdiction of illicit trafficking in the Caspian Sea off its south- 
ern coast. 

• Developing a Regional Training Center to provide realistic training on 
border control operations and procedures to prevent illicit trafficking in 
WMD and related materials. 

• Developing a Crisis Action Center in Uzbekistan to enhance the capabil- 
ity of the Uzbeks to command and control an interagency response to WMD 
trafficking incidents. 

4. Senator Roberts. Ms. Bronson, will the CTR WMDPPP provide equipment to 
recipient countries to detect nuclear materials? If so, what standards will you use 
for detection? Will you utilize the Department of Energy’s Second Line of Defense 
equipment for nuclear detection purposes? 

Ms. Bronson. Currently, we do not anticipate any major new projects under 
WMDPPP that would entail providing equipment to detect nuclear materials. In re- 
sponse to a specific request from the Uzbek ambassador, however, we are working 
within DOD and with other U.S. Government agencies to determine how best to 
complete the deployment of portal monitors to detect illicit trafficking in nuclear 
materials at key border crossings in Uzbekistan. This project originally was initi- 
ated under the ICP’s DOD/U.S. Customs Service program with the support of Law- 
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rence Livermore National Laboratory and funded using CTR Defense and Military 
Contact Funds. The portal monitors already deployed are the same type that DOE 
uses in its Second Line of Defense program. As we develop the follow-on portal mon- 
itor project for Uzbekistan, we also will be guided by the interagency approved stra- 
tegic plan and standards for detection equipment that we expect to result from the 
efforts of the State-led interagency working group on International Nuclear Detec- 
tion. 

In addition, we may provide hand-held radiation detection equipment as an ele- 
ment of a broader WMDPPP project designed to establish fully capable teams to re- 
spond to potential trafficking incidents at the border. We must coordinate the devel- 
opment of such projects with DOE and other USG agencies to ensure consistency 
in the type of equipment provided and to ensure it meets the standards established 
via the process described above. 


NUCLEAR SMUGGLING ASSESSMENT 

5. Senator Roberts. Mr. Caravelli, according to testimony given at the July 30, 
2002 hearing, DOE has taken the lead to develop a global nuclear smuggling threat 
assessment with Intelligence Community input. What is the status of this assess- 
ment and based on the findings, how will this drive the interagency strategic plan 
on nuclear smuggling? 

Mr. Caravelli. The Office of International Nuclear Material Protection and Co- 
operation, through its Nuclear Assessment Program, assesses nuclear extortion 
threats directed against the United States or its interests and provides analysis of 
reports of illicit trafficking of nuclear or radioactive materials. Since the early 
1990s, hundreds of formal nuclear material transaction analyses (nuclear smug- 
gling) have been produced, catalogued in a central database, and forwarded to re- 
questing agencies. 

Currently, the Office of International Nuclear Material Protection and Coopera- 
tion, through its Second Line of Defense Program and supported by its Nuclear As- 
sessment Program, is coordinating with the Department of State on a global strate- 
gic plan for nuclear detection. Based on its experience in Russian site prioritization, 
DOE/NNSA is creating a global nuclear smuggling threat assessment/pathway anal- 
ysis. This product will support decision making on issues of resource allocation and 
site upgrade prioritization. The first full version of this pathway analyses is planned 
to be available within 6 months and it will be refined and updated thereafter. 


SECOND LINE OF DEFENSE PROGRAM 

6. Senator Roberts. Mr. Caravelli, in his testimony, Ambassador Wulf described 
the new efforts underway in the Department of State, Bureau of Nonproliferation’s 
overseas radiation detection projects. According to Ambassador Wulf, the Depart- 
ment of Energy’s Second Line of Defense (SLD) program recently agreed to take on 
the repair and replacement of a large array of detection equipment overseas on a 
global basis. This equipment includes portal monitors, hand held isotopic identifiers 
and radiation pagers, and x-ray vans equipped with gamma detectors. With the 
transfer of this vital maintenance and upgrade program to SLD, repairs will be 
made more swiftly than in the past and obsolete or marginal equipment overseas 
will be systematically upgraded to the highest state-of-the-art technology appro- 
priate for the particular country. 

What are the costs to DOE to repair and replace this detection equipment that 
the State Department delivered overseas and in your view why has it been nec- 
essary to repair or replace equipment that is relatively new? 

Mr. CARAVELLI. The agreement in place between the State Department’s Bureau 
of Nonproliferation and DOE’s Second Line of Defense program is a multi-year 
project that covers the support and periodic maintenance of radiation detection 
equipment that the USA has provided. The cost to DOE of repairing systems that 
are non-functional and systematically upgrading systems is estimated at $8.9 mil- 
lion over 3 years. This figure is based on preliminary information about the status 
of systems already in the field and will be modified as more information becomes 
available. It may be necessary to repair and upgrade some equipment, because of 
operational or system integration considerations. To the extent possible, upgrades 
will be made to priority sites to make them more consistent with Second Line of 
Defense equipped sites. These detection systems are the only tool availble — other 
than good investigative skills and tips for border enforcement officials — to know 
when fissile material is being smuggled. 
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7. Senator Roberts. Mr. Caravelli, have you concluded an agreement with Russia 
on the SLD program which would, among other things, provide for greater rights 
of access to information about materials detected by U.S. funded radiation detection 
equipment installed in Russia? Will you require similar agreements with 
Kazakhstan and Ukraine? 

Mr. CARAVELLI. We have not yet concluded a formal agreement with Russia on 
the SLD program. We have developed a draft implementing agreement with Rus- 
sia’s State Customs Service that is undergoing interagency review. However, we 
continue to have an excellent working relationship with Russia’s State Customs 
Committee, which is the implementing agent for the SLD program in Russia. This 
partnership currently allows U.S. rights of access to information about the use of 
U.S. supplied equipment as well as nuclear and radioactive materials detected by 
them. We will continue to work with our Russian counterparts on a more formalized 
structure of agreement. Similar agreements with Ukraine and Kazakhstan may be 
necessary to specifically address these same requirements. We are currently review- 
ing existing agreements with the State Department’s Nonproliferation Bureau to de- 
termine the best course of action. 


Questions Submitted by Senator Bob Smith 

PORT INSPECTIONS 

8. Senator Smith. Mr. Ahern, in assessing America’s vulnerabilities (and perhaps 
we do this in far too public a manner), it’s no secret that we have a porous southern 
border, and that our Customs inspections are extremely limited. What good are a 
range of new or more high-tech detection devices, if we are only capable of handling 
1 or 2 percent inspections of cargo being unloaded at our docks, and if our intel- 
ligence is lacking in terms of targeting which shipments merit more scrutiny than 
others? If we are serious in countering nuclear smuggling, we have to be serious 
about solutions. In the past administration, we had a Department of Energy that 
permitted foreign visitors, including from hostile nations, to run amok through our 
nuclear weapons laboratories, and where staff could leave with diskettes in their 
shirt pockets, undetected. If you were a nuclear smuggler, would you be deterred 
by a country that conducts only 2 percent port inspections, and is lax about border 
security? 

Mr. Ahern. In fiscal year 2001, the U.S. Customs Service conducted enforcement 
examinations of approximately 2 percent of the 5.7 million arriving sea containers, 
depending on the risk associated with the cargo’s origin and routing. The 2 percent 
inspection rate erroneously implies that the remaining 98 percent of arriving sea 
containers receive no attention or scrutiny at all from Customs. This is simply not 
true. Customs thoroughly screens and examines 100 percent of the shipments that 
we have identified that may pose a risk to our country. Customs screens the data 
and information for all 5.7 million cargo containers arriving in the U.S. each year 
and closely scrutinizes and examines all shipments identified as high risk. The Cus- 
toms Service has developed a multi-layered process to target high-risk shipments 
while providing efficient processing of legitimate trade. 

Customs employs a systematic, risk-management targeting system to screen all 
sea cargo entering the United States. U.S. Customs electronically receives advance 
manifest and entry information that is voluntarily provided by carriers and shippers 
and uses this data to conduct the research and analysis needed to target container- 
ized cargo for examination prior to its arrival. Customs receives this advance infor- 
mation for nearly 98 percent of all containerized cargo. Special targeting teams ana- 
lyze this data to identify trends and anomalies in data that lead to informed, risk- 
based decisions on which shipments to inspect. 

In addition, to address the threat of smuggling in commercial cargo and convey- 
ances and the threat of internal conspiracies at high-risk seaports throughout the 
Nation, Customs has deployed and continues to deploy non-intrusive inspection 
(Nil) systems to seaport locations. Nil systems provide the added benefit of increas- 
ing the total number of intensive inspections performed daily and allow for exam- 
ination of very difficult commodities and conveyances. Customs inspectors use large- 
scale gamma and x-ray machines to scan the contents of containers. These units are 
capable of scanning the interior of a full size 40-foot container in approximately 90 
seconds. Additionally, inspectors also use personal radiation detectors to scan for the 
presence of radioactive material. These systems combined, give Customs the capabil- 
ity to perform thorough examinations of cargo and conveyances without having to 
resort to the costly, time consuming process of unloading cargo for manual searches, 
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or intrusive examinations of conveyances by methods such as drilling and disman- 
tling. 

Since September 11, in addition to the pursuit of additional technology and to 
complement our layered enforcement approach, Customs has initiated international 
cooperative partnerships to improve the security of goods crossing our border while 
minimizing the impact on trade. The U.S. Customs Service and major importers 
joined forces in the Customs-Trade Partnership Against Terrorism (C-TPAT) pro- 
gram. C-TPAT is a cooperative effort to heighten security along the entire supply 
chain and provides the trade with a framework for performing an important role 
of protecting our nation against terrorism. Customs is working with foreign manu- 
facturers, exporters, carriers, importers and other industry sectors to help them de- 
velop internal procedures that will ensure the integrity of their security practices. 
Participants have agreed to take stringent security steps and in return receive expe- 
dited processing and reduced examinations. 

Through the Container Security Initiative (CSI), Customs is pushing security out 
from our border by working with nations around the world to screen high-risk con- 
tainers that are bound for the United States before those containers leave from for- 
eign ports. Customs has partnered with the Canada Customs and Revenue Agency 
(CCRA) to pre-screen sea containers under the Container Security Initiative (CSI). 
Under this program, U.S. and Canada Customs have placed inspectors at one an- 
other’s major seaports. Cargo arriving in Halifax, Montreal and Vancouver destined 
for the U.S. is pre-screened in Canada by targeting teams consisting of both Cana- 
dian and U.S. Customs inspectors. Conversely, cargo arriving at the seaports of Se- 
attle/Tacoma and Newark and destined for Canada is pre-screened at these U.S. 
ports by Canadian and U.S. inspectors. U.S. Customs has recently signed agree- 
ments with the governments of the Netherlands, Belgium and France that will place 
our inspectors in Rotterdam, Antwerp and Le Havre. It is anticipated that other 
ports in Europe and Asian will sign up in the near future. 

Customs will continue a layered defense approach by pursuing a mix of tech- 
nologies to non-intrusively examine cargo and through the expansion of cooperative 
partnerships such as C-TPAT and CSI to increase the security of sea containers 
while facilitating the movement of legitimate trade. 

RUSSIAN NONPROLIFERATION 

9. Senator Smith. Mr. Caravelli, there continue to be reports of theft in Russia 
of highly enriched uranium or of material useful to build a “suitcase nuke.” I am 
attaching an article mentioning these reports from the publication, Russia Reform 
Monitor. Can you comment on these incidents, and whether we should continue to 
expend several hundred million dollars a year in Russia attempting to stop pro- 
liferation, when the Russians don’t appear to be very serious about exercising con- 
trol over these dangerous materials? 
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Nuclear theft in southern Russia?; 

Moscow reemphasizes ties with Tehran 

Chechen rebels have stolen radioactive materials, possibly including plutonium, from the Volgodonskaya 
nuclear reactor near the southern Russian city of Rostov-on-Don, London’s Guardian reports. Citing 
unnamed “U.S. nuclear officials,” the British paper says the theft took place within the last 12 months and 
that Washington “fears that wcapons-grade plutonium may have fallen into the hands of terrorists or 
countries such as Iraq or Libya.” 

However, Yegor Obukhov, head of the Volgodonskaya installation’s press service, has categorically denied 
the report, and Rostov Oblast Federal Security Service (FSB) press chief Aleksandr Turinsky has 
denounced it as part of the Chechen rebels’ “psychological and informational war,” NTVRU.com reports. 
Turinsky has also criticized U.S. officials for sharing information about the alleged theft of nuclear 
materials with the Guardian and not with the Russian government, “their ally in the fight against 
international terrorism.” 

The FSB has asked the British authorities to question ex-Russian intelligence officer Alexander Litvinenko 
about his links to Achimez Gochiyaev, one of three individuals Moscow has accused of masterminding the 
September 1999 bombings in the Russian capital and the city of Volgodonsk. The Russian authorities claim 
Gochiyaev received 5500,000 from the late Chechen warlord Khattab to carry out the Moscow apartment 
building bombings, the Associated Press reports. Litvinenko recently claimed he had been in contact with 
Gochiyaev, and that he would turn over “important information” - presumably related to the bombings - 
provided by Gochiyaev to a public commission probing the bombings. 

The Khabarovsk Krai Duma has approved funds to build a pontoon bridge connecting the Russian region 
with Bolshoi Ussuriski Island, one of two islands on the Amur River claimed by both Beijing and Moscow, 
Izvestia reports. According to Khabarosvsk legislators, the bridge, which is to be completed by the end of 
the year, will allow Russia to retain the island. “However it is not ruled out that this decision could, on the 
contrary, provoke the conflict,” the paper writes, given that Chinese officials have already officially 
protested the Khabarovsk deputies’ decision. In order to strengthen their claim, the Chinese are reportedly 
filling a channel that runs between their territory and the island while Russia, in Izvestia ’ s words, “is 
financing work for deepening the same channel the Chinese are filling in.” 

During a visit to Tehran, Russian Deputy Foreign Minister Vyacheslav Trubnikov has announced that 
Moscow is ready to receive and accept proposals to build new nuclear power plants in the Islamic Republic, 
Iran’s official IRNA news agency reports. Following a meeting with Iranian Deputy Foreign Minister 
Mohsen Aminzadeh, Trubnikov said Russia is “always ready to continue peaceful cooperation with Iran and 
other countries” and that cooperation between Iran and Russia in the construction of Bushehr nuclear power 
plant neither violates international accords nor is against the interests of other countries. 

During his visit, Trubnikov also said Russia does not accept President George W. Bush’s view that Iran is 
part of “an axis of evil.” “Iran has had good cooperation in regional developments, especially in the 
realization of peace in Afghanistan and the campaign against terrorism,” Trubnikov said. The Deputy 
Minister also said that Tehran was playing a “positive” role in developments in the Caucasus. 

The Federation Council, Russia’s upper house of parliament, used July 19, its final day before summer 
recess, to pass a number of bills approved earlier by the parliament’s lower chamber, the State Duma. 
Including among them were amendments to the country’s Tax Code that will, among other things, reduce 
the tax on profits of businesses and organizations from 35 percent to 24 percent. RIA Novosti quoted 
members of the Council’s budget committee as saying that the changes marked a step toward creating a 
“unified and stable tax system.” — Jonas Bernstein 

American Foreign Policy Council 

1521 16 ,h Street, NW, Washington, DC 20036. Tel: (202) 462-6055 Fax: (202) 462-6045 http://www.afpc.org 

Mr. Cabavelli. In May 1997, retired Russian General Alexander Lebed alleged 
to a U.S. Congressional delegation that, as Russian President Yeltsin’s top defense 
expert, he had discovered in 1996 that the Russian military could not account for 
48 of 152 Special Atomic Demolition Munitions (SADMs). In a subsequent interview 
on “60 Minutes,” General Lebed stated that 100 out of 250 devices were missing. 
It is possible that these statements were politically motivated. The Russian Ministry 
of Defense denied the allegations at the time, and has many times since then 
strongly denied that any such devices are unaccounted for. In addition, DOE/NNSA 
has no evidence to corroborate General Lebed’s claims. 

To date, the DOE/NNSA nuclear material protection, control and accounting 
(MPC&A) program has made improvements of varying degrees to the security of 
around 480 of the estimated 600 metric tons of weapons-usable nuclear material re- 
siding in Russia. The remaining amount is still in the process of receiving the full 
range of security upgrades as determined necessary by the program’s technical ex- 
perts. Sporadic allegations of theft or diversion of nuclear materials are not indie- 
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ative of failure on the part of the MPC&A program to accomplish its mission of pro- 
tecting weapons-usable nuclear material in Russia. Rather, they serve to dem- 
onstrate the continuing urgency of the program’s mission because the theft or diver- 
sion of even small amounts of fissile material could pose a significant threat to 
United States security interests. 

[Whereupon, at 4:35 p.m., the subcommittee adjourned.] 
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